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DIRECTOR, OFFICE OF MANAGEMENT

THROUGH: KEVIN T. HAGERTY/ |7/ /7
FINF

DIRECTOR, OFFICE ORMATION RESOURCES

FROM: ROBERT F. BRESE '

CHIEF INFORMATION OFFICER

SUBJECT: Request to Cancel DOE M 200.1-1 Chapter 9, Public Key Cryptography
and Key Management

PURPOSE: Cancel Department of Energy (DOE) M 200.1-1 Chapter 9, Public Key Cryptography
and Key Management

JUSTIFICATION: DOE M 200.1-1 Chapter 9 was put into effect in order to create a manual with
guidelines for establishing and maintaining a DOE Public Key Infrastructure (PKI). This Chapter
9 defined the guidelines related to roles, requirements, and responsibilities for establishing and
maintaining a DOE PKI, and the documentation necessary to ensure that all PK| certificates are
managed in a manner that maintains the overall trust required to support a viable PKI
infrastructure.

Except for Chapter 9, DOE M 200.1-1 was canceled by DOE M 205.1-3, Telecommunications
Security Manual, dated 4-17-06. The intent was to revise and issue Chapter 9 as a separate
document within the Cyber Security Program. However, the Federal Chief Information Officers’
(CIO) Council has consolidated PKI programs into the Identity, Credential, and Access
Management (ICAM) Program. PKI guidelines and requirements have now been included in
DOE Order 206.2, Identity, Credential, and Access Management, which was approved on
February 19, 2013. DOE O 206.2 states that DOE PKI certificates must be issued in compliance
with current Federal PKI Policies and guidelines maintained by Federal CIO Council committees,
and implemented by GSA through the Federal PKI Policy Authority. DOE has begun the process
to migrate its PKI users to a Federal PKl-compliant, cloud-based Shared Service Provider model.
As a result, DOE M 200.1-1 Chapter 9 is no longer required and should be cancelled.

IMPACT: No organizational impact.
WRITER: Michele Thomas

OPI/OPI CONTACT: Office of the Chief Information Officer, Michele Thomas, (301) 903-4595.
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