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DIRECTOR, OFFICE OF MANAGEMENT

il le,
THROUGH: GL Kg!lN T. HAGERTY
DIRECTOR, OFFICE OF INFORMATION RESOURCES

FROM:
WECURW OFFICER
EALTH, SAFETY AND SECURI
SUBIJECT: Notice of Intent to Develop DOEOrder 473.1, Protection Program

Operations

PURPOSE: This memorandum provides justification for the development of Department of
Energy (DOE) Order 473.1, Protection Program Operations. This new Order will combine the
current requirements of DOE Manuals 470.4-2A, Physical Protection, dated July 23, 2009; DOE
M 470.4-3A, Protective Force, dated November 5, 2008; and DOE M 470.4-8, Federal Protective
Force, dated July 15, 2009, into a single consolidated, streamlined Order. The new name better
reflects the combination of physical security and protective force.

JUSTIFICATION:

Background. As part of the Secretary’s safeguards and security reform initiative, the

Office of Health, Safety and Security (HSS} has concluded that the existing directives should be
revised to better reflect the refined priorities for security programs within the Department. To
meet the security reform priorities, these three existing manuals are to be revised and
consolidated into one new Protection Program Operations Order. This will align three closely
related sets of requirements into one topical order, encourage effective integration of
protective force and other physical security measures to provide an optimized protection
strategy, foster a reduction of overall requirements, and avoid duplicative requirements.
Guiding principles planned for the new order, based on the three existing manuals include:
focusing on mission outcomes; holding line management accountable for all aspects of
performance; holding protective force and physical protection managers accountable for
enabling the mission; establishing clear roles, responsibilities and authorities; supporting the
acceptance of appropriate performance and operational risk; relying on national standards to
the greatest extent possible; and including a rigorous peer review process for policy
formulation and implementation.
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Summary of Development Process. The revised directive will be developed using input from
and interaction with representatives from the three Under Secretaries, the site offices, national
laboratories, and contractor organizations. The existing directives have been the subject of
extensive recent review and discussion between HSS and key stakeholder organizations. The
proposed new directive will also be reviewed by the Executive Steering Committee for security
directives established as part of the safety and security reform project, which includes
executive representatives from the three Under Secretaries and other Headquarters, field and
laboratory elements. This new order will be integrated with other safeguards and security
directives such as material control and accountability, program planning and management,
information security and personnel security.

Applicability. The current directives apply to all Departmental Elements, and include both
Federal and contractor requirements. There will be no substantial changes in applicability for
the new consolidated directive.

Major Changes. Major changes included in this development: (1) combine three Manuals into
a single Order in the format established by DOE Order 251.1C, Departmental Directives
Program; (2) allow risk to be characterized and managed by those closest to the protective
operations; (3) consolidate and provide the highest standards for managing protective forces
(federal and contractor); {4) promote the integration of physical security measures to provide
cost effective security solutions to support a broad range of Departmental missions; (5) ensure
that protection program operations requirements are met in the most cost effective manner
and with minimum operational impact; and (6) rely on identified national standards whenever
applicable and adopt them as baseline requirement. The development of this Order will be
consistent with 10 C.F.R. 1046, Physical Protection of Security Interests. This C.F.R. serves as the
basis of the protective force portion of the new DOE Order 473.1, Protection Program
Operations. When a revision to the C.F.R. is published, this order will be updated accordingly.

Recommended Development Schedule. The recommended development schedule is provided
below, to include an extended development and comment resolution time due to the extent of
changes needed to combine the existing three manuals.

IMPACT: The proposed directive does not duplicate existing laws, regulations or national
standards, and is not expected to create undue burden on the Department. This is primarily
due to the new document being a reorganization and concatenation of existing DOE
requirements and to add clarity as to the national requirements and standards adopted by the
Department.



The revised directive will establish a consolidated departmental baseline for Protection
Program Operations. It will provide maximum flexibility and accountability for mission
managers to integrate protective force and physical protection requirements into their
planning, programs and operations, which in turn will provide a greater opportunity for cost
savings and reducing mission resources.

Expected improvements in the new Order will include:

¢ Conformance to the current format for DOE directives that requires Manuals to be
either cancelled or converted to order format.

¢ The new order will replace, and therefore cancel, three of the current directives - DOE
M 470.4-2A, Physical Protection; DOE M 470.4-3A, Contractor Protective Force; and DOE
M 470.4-8, Federal Protective Force.

o The new Order will emphasize that risk should be characterized and managed by those
closest to the mission (our protection program operations managers) and work
environment with associated accountability.

¢ The new Order will incorporate ihe highest standards for managing protective forces
(federal and contractor), aligned with the national standard (10 C.F.R. 1046).

e The new Order will promote cost effective security solutions to support a broad range of
Departmental missions, such as safety, cyber security, stockpile surety, environmental
restoration and basic scientific research.

¢ The new Order will emphasize the need to ensure that protection program operations
requirements are met in the most cost effective manner and with minimum operational
impact.

e The new Order will rely on identified national standards whenever applicable and adopt
them as baseline requirements, with appropriate expansion for areas related to DOE's
unique missions, such as the protection of special nuclear material and Restricted Data.

The changes to these directives Qill be essentially neutral in their direct impact to physical
protection program operations and requirements, while substantially reducing the number of
specific requirements statements.

WRITER: John Cronin, HS-71, (301) 903-6209.

OPI: Larry Wilcher, H5-70, (301) 903-5217.
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Timeline: Schedule for Directives Development

Draft Development (Writer)

Process/Post {MA-90)

Review and Comment (Interested Parties)
Comment Resolution (Writer)
Process/Post (MA-90)

Concurrence (Interested Parties)
Preparation of Final Draft (Writer)

Total

Standard

(Days)

60
5
45
30
5
15
5

165

Proposed
{Days)*

75
10
45
35

5
15
10

195
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