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SUBJECT: Notice of Intent to Revise Department of Energy (DOE) Order 3792.3,
Drug-Free Federal Workplace Testing Implementation Program

PURPOSE: The subject directive provides requirements and responsibilities for the
implementation of a workplace program to test for the use of illegal drugs to facilitate the
maintenance of a drug-free Federal workplace. The current order has not been updated in 20
years and does not accurately reflect current DOE testing requirements, which results in
inconsistency in application across the Department, the fair and equitable treatment of all
employees, and the effectiveness and efficiency of the program.

JUSTIFICATION: The Order is required to implement the following: Executive Order 12564 of
September 15, 1986, which requires each Executive agency to establish a program to test for the
use of illegal drugs by Federal employees; the Omnibus Transportation Employee Testing Act of
1991, which requires drug and alcohol testing of safety-sensitive transportation positions; 49
Code of Federal Regulation (CFR) Part 40; and the Substance Abuse and Mental Health Services
Administration (SAMHSA) Mandatory Guidelines for Federal Workplace Programs. There are no
valid external, consensus or other Standards (e.g., ISO, VPP, etc.) available which can be used in
place of this directive. The proposed directive does not duplicate existing laws, regulations, or
national standards and it does not create an undue burden on the Department.

A Field Management Council (FMC) working group has identified opportunities to improve the
consistency across the Department regarding when drug testing is triggered and the testing
processes and procedures. The Order is applicable to all Departmental elements.

IMPACT: The impacts of the directive are:

— Mission: The Order contributes to the successful accomplishment of the Department’s
missions and the security and efficiency of its programs by ensuring the well-being of its
employees. The testing program ensures employee safety and productivity, and
prevents security breaches
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— Time: Time savings for Departmental and local administrators of the drug testing
program and employees subject to testing will be realized as a result of changes in
“triggers” for drug testing and having clear and consistent requirements.

— Cost: Costs associated with potential litigation are avoided with clear and consistent
processes and procedures.

- People: Eliminating the confusion associated with and inconsistent application of the
drug testing program will ensure fair and equitable treatment of all employees.

The specific results of the Enterprise Risk Model being applied to the proposed directive revision
are included in the attached document. The costs for not having an effective and efficient drug
testing program can be significant, but avoidable with the issuance of the updated directive.

WRITER: Beau Newman, Office of Strategic Planning and Policy, HC-11, 202-586-8585

OPI1/OP1 CONTACT: HC, Beau Newman, 202-586-5610

Ingrid Kolb, Director, Office of Management (MA-1):

Concur./\):'ﬁ_/Mnconcur: Date: /g'{; [T
Unless determined otherwise by the Directives Review Board (DRB), writers will have up to 60

days in which to develop their first draft and submit to the Office of Information Resources,
MA-90

Standard Schedule for Directives Development Days

Draft Development Up to 60 days
Review and Comment (RevCom) 30

Comment Resolution 30

Final Review ‘ 30

Total 150
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Risk Identification and Assessment

Drug-Free Federal Workplace Testing Implementation Program

Risk Probability Impact Risk Level
Mission
1. Employee drug use results in lost Likely Low Moderate
productivity impacting mission results
People
2. Inconsistent procedures undermine a Likely Medium | Significant
manager’s actions and decisions on testing
results if challenged
3. Employees view inconsistent procedures as | Likely Medium | Significant
unfair and inequitable
Assets
4. Employee drug use results in accidents Likely High Extreme
that may result in facility and/or equipment
damage, serious injury, or fatality, and
security breaches
Financial
5. Inconsistent implementation across DOE of | Certain Low Moderate
triggers for drug testing results in
inefficiencies and increased testing costs
Reputation and Public Trust
6. Negative publicity for DOE from employee | Possible Medium | Significant

grievances and or litigation

Gap Analysis of Existing Risks and Controls

Laws e Energy Reorganization Act (PL 93-438) — 1974
e Omnibus Transportation Employee Testing Act 1991
External Regulation e Executive Order 12564 - September 15, 1986
e 49 Code of Federal Regulation Part 40
e Substance Abuse and Mental Health Services Administration Mandatory
Guidelines for Federal Workplace Programs
DOE Regulation e None
DOE Orders e (037923
Contract Controls e Not applicable to contractors
External Assessments | ¢ GAO Assessments




Internal Assessments

IG Assessments




Risk Assessment for O 3792.3, Drug-Free Federal Workplace Testing Implementation
Program

Internal Control
(if needed)

Proposed
Mitigation
Technique

External
Control(s)

Potential
Cost/Benefit

Risk/Opportunity

1. Employee drug use results in lost Moderate Costs of lost productivity: Mitigate Drug testing program
productivity impacting mission results use of illegal drugs, on or Employee assistance program
off duty, by employees Personnel actions (based upon
impairs efficiency and testing results)
makes it more difficult
for other employees who
do not use drugs to
perform their jobs
effectively; it also leads
to greater absenteeism
2. Inconsistent procedures undermine Costs of retesting or Mitigate Revise and update DOE Order
a manager’s actions and decisions on | Significant = costs of lost time and requirements and align with
testing results if challenged effort if manager’s current implementation
actions and decisions requirements that are not in
have to be the current Order
reversed/changed due to
failure to follow DOE
written testing
requirements
3. Employees view inconsistent Personnel management Mitigate Revise and update DOE Order
procedures as unfair and inequitable  Significant behaviors that match our requirements and align with

requirements benefits
morale and trust;
reduction/elimination of
potential grievances and

current implementation
requirements that are not in
the current Order



4. Employee drug use results in Extreme
accidents that may result in facility

and/or equipment damage, serious

injury, or fatality, and security

breaches

5. Inconsistent implementation across Moderate
DOE of triggers for drug testing results
in inefficiencies and increased testing
costs

6. Negative publicity for DOE from Significant
employee grievances and or litigation

litigation

Costs of a serious
accident or security
breach anywhere in the
DOE complex are high as
they have significant
impact in the short term
and the actions needed
to recover from them
may take significant time
and resources

Costs of testing that may
not be required ;
improved efficiencies in
the administration of the
program

Litigation costs in
addition to loss of special
trust placed in DOE
employees as public
servants takes a lot of
effort and a long time to
rebuild

Mitigate

Mitigate

Mitigate

Drug testing program
Employee assistance program
Personnel actions (based upon
testing results)

Integrated Safety
Management Systems

Revise and update DOE Order
requirements and align with
the desired triggers for testing

Revise and update DOE Order
requirements and align with

implementation to lessen the
chance of lawsuits or internal
grievances being made public



DOE’s Integrated Management System
August 3, 2012

Secretary Chu released the DOE Strategic Plan in May 2011, which established a vision for transformational clean energy,
science, and security solutions that are significant, timely, and cost effective. Secretary Chu indicated that to successfully
achieve this vision will require a sustained commitment to management and operational excellence (identified as one of the
four strategic goals for the Department).

Strategic Goal: The strategic goal is "Achieving Management and Operational Excellence by establishing an operational and
adaptable framework that combines the best wisdom of all Department stakeholders to maximize mission success.”

Achieving Management and Operational Excellence (Strategic Goal) includes improving the safe, secure, efficient, and
effective mission execution via improved management processes called the Integrated Management System, which includes an
Enterprise Risk Management Model, the day-to-day reaffirmation of our Management Principles, and the use of a Continuous
Improvement Cycle to support mission related plans and decision making.
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An Integrated Management System (IMS) can help to improve consistency in our processes and mission execution with
quality output.

An Integrated Management System should reaffirm DOE’s Management principles on a day to day basis.
An Integrated Management System should involve an operational and adaptive framework for system thinking.

Alignment is our Operating Model towards achieving Management and Operational Excellence.

We are taking a systems approach to align DOE's Strategy, Structure, Processes, and People such that they are better focused
on mission.

An Integrated Management System should have a continuous improvement cycle.
Plan, Decide, Execute, and Assess with Communication throughout — is our continuous improvement cycle,
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PLAN: Leaders should conduct rigorous ‘up front’ planning when leading change towards improvement.
The planning should include a clear statement of the “intent and purpose” of the change effort.

The planning should be informed by the potential costs, benefits, risks, and effect on safe and secure mission performance.
DOE’s Enterprise Risk Management (ERM) model is germane in this effort.

The planning should identify ‘up front’, the measures of effectiveness and/or measures of performance (metrics) which
characterize the successful achievement of ‘intent and purpose’.

The planning should be inclusive of a diverse group of men and women who are knowledgeable and experienced stakeholders.
The planning should involve regular communication and collaboration.

Enterprise Risk Management (ERM) is important because it supports the Department’s strategy to “achieve Management and
Operational Excellence”, and it is consistent with our Management principles including: “we will manage risk in fulfilling our
mission” and “we will succeed only through teamwork and continuous improvement.” Additionally, in these times of austere
budgets, we must take a deliberate, systematic approach for management and operations — how we make risk informed plans
and decisions*, govern how we establish and implement requirements, and how we hold ourselves accountable — so that we
consistently deliver results in the most safe, secure, efficient, and effective way possible.

ERM will help provide a framework to clearly articulate the processes we use for program execution and governance. It will
better enable DOE to consistently speak with one voice to our contractors, customers, and stakeholders.

The proposed Enterprise Risk Management (ERM) Model, when employed, should generally be at the policy and plans decision
making level.

Department of Energy Enterprise Risk Management Model
Summer 2012 Update

Direction from the Secretary and recommendations of a team of senior [zaders has prompted the Department
to adopt an Enterprise Risk Management (ERM) Model that will provide a common risk-based decision-making
framewaork locused on mission aoteomes

The goal of the ERM Model is 1o identify risks associated with Department actions/operations, decisians and
enture these risks are mitigated in a way that assures DOF resources are allocated in the most effective and
informed manner,

The ERM Model will be uwed 1o analyze ann address risks at the policy level of the Department af Energy [DOE).

Using a combination of gualitative and quantitative methods, risks of a DOE system or process are analyzed and

then external controls are dentified to mutigate thase raks, Only after it is clear there are no external controls

avallable to mitigate the identified risks will DOE develop its own controls, The ERM Model provides the general
idea how to conduct the lsting of risks, identifying extarnal controls, and subsequently writing any DOE controls.

The ERM Review Process: Analyze risks and determine controls for incorporation
inte decislon making, This process utilizes a team of senlor level representatives
chosen by members of the appropriate DO Beclslon making Board/Council. This team
will conduct the review using the following FIVE steps:

1. Risk Identiflcation, What can go wrong? List oll possible events that could

occur in a subsystem Il there are no contrals, Once risks are identified, combine TRk
like risks accarding to the following key areas impacted by the ricks: precrpaler, Reygistry
mission, physical assets, financial assets, ond customer/stakeholder trust,

2. Risk Analysls. What [« the llkelihood and impact? Rate rlaks according Lo
probability and impact,

3. Regquirements ldentification, What &5 in place ta prevent 07 List all contrals
that would exist without DOE subsystem-specitic controls, ldentify

4. Controls Identiflcation. What else (s needed to contral the rlsk? Where there ¥
Is asignilicant or extreme risk rating, st gops batween existing risks and
oxisting controls,

5. Risk Reglstry. What documentatian i needed so that the logic and concluslons
are clear? Create a rogister that decoments the results of the risk ovaluation, Risk Management Review Process
including the events, prababilities, impacts, and risk management strategy.

WReqes

Creation of additional Reguirements and Controls must rellect a -v\lrm.llic risk evaluation, cost- Drmﬁfll analysis, and clear nsk
management strategy. The risk strategy (acceptance, 1 o, Ing, andfor ) determines ded controls.

Cartain | Mod — existing may be q 1

Noxl Steps

]

Inuﬂ!nﬂ ERM Into Directives Management:
A team comprised of senior level stalf and subsystem subject matter experts chosen by Directives Review Board (DRB)
= Analysis will follow the ERM model
= Proposed controls will be part of the Justification Memarandum (IM) sent to the DRB for review and approval
=  Draftrequirements document codifies the proposed list of contrals in an efficient and effective manner
- Draft submitted lor corporate-wide review through RevCom, comments are reviewed by the team, and

recommandations are presented to the DRD for a detarmination on which to Incorporate
- The formal approval package comprises the risk reglster, the JIM, the comments disposition, and the final directive
- Asking departmental elements that gractice risk management (o join the Risk Management Community of Interest
- Promating and using a commaon risk management language and capability across the DOE complex

ﬂddlllonal Inl'ormarlnn Is avallable on Powerpedia (Measure of Performance #B):
8. 238 Improving Mission € 1 - Aeguirements

ERM Team Contact Information:
- Mike Wels, Department of Energy, Fermi Site Office (630 840,3281)
- Adam Cohen, PhD, Deputy Director, Princeton Plasma Physics Laboratory, Princeton University (609.243.3555)

Department of Energy Enterprise Risk Management Model
Summer 2012 Updare
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DECIDE: Leaders should be deliberate and clear when making decisions.
Decisions should be inclusive of a diverse group of men and women who are knowledgeable and experienced stakeholders.

Decisions should involve regular communication and collaboration, and should ensure that the decisions (change effort) are
understood amongst key stakeholders, and that commitment (resources) and action is taken to achieve the “intent and
purpose”.

Key decisions (directives, orders, policy memorandum) should require that appropriate training be conducted to help ensure
understanding and commitment.

Key decisions should be institutionalized (documented and signed) to ensure accountability, and to enable future changes
towards improvement.

EXECUTE: Mission execution of decisions (change) should be performed in a safe, secure, efficient, and effective manner
towards realizing ‘intent and purpose’.

Execution should include communication to provide leaders with real time feedback on the effectiveness of decisions (change).

ASSESS: Leaders should ask for and receive feedback on the decisions (change), and assess the adequacy and effectiveness of
those decisions (change). Assessments should include mission execution results via the same qualitative and quantitative
measures of effectiveness and/or measures of performance (metrics) which were developed during the planning phase of
the continuous improvement cycle.

e We should assess whether safe, secure, efficient, and effective mission execution improved, stayed the same, or
regressed as a result of the decisions (change)?

e We should assess whether any planned/anticipate costs were achieved and by how much (additional costs, cost
savings, cost avoidance)?

e We should assess whether any planned/anticipated benefits to mission execution were achieved (reduced time,
higher quality, increased collaboration and teamwork, etc.)?

We should assess whether the planned/anticipated risks to mission were realized or not (low risk, moderate risk, high
risk, etc.) per the Enterprise Risk Management model?

Assessments should involve communication and collaboration amongst key stakeholders.
Assessments should ‘trigger’ the need for any additional decisions (change) towards continual improvement.

COMMUNICATE: Throughout the continuous improvement cycle there should be regular communication and collaboration
amongst key stakeholders. We should leverage modern technology (e.g. powerpedia, websites, video teleconferences, desktop
virtual environments, etc.) to enhance our ability to communicate and collaborate.

In summary, an integrated management system can eliminate redundancy and unnecessary requirements, and build on
efforts to change our governance model to reflect reliance on strong Federal line oversight and Contractor Assurance Systems
that confirm performance without duplicating effort or unnecessarily validating results. Consistent with our Strategy (DOE
Strategic Plan), the initial efforts (calendar year 2012) to improve mission execution via the implementation of a DOE
Integrated Management System will be related to 3 strategic challenges/opportunities and will involve the implementation
of a Department wide Enterprise Risk Management (ERM) model to inform decisions, the reaffirmation of the DOE
Management Principles, and the use of a “corporate” continuous improvement cycle:

*  Requirements generation process - Align roles and responsibilities across the complex (e.g. a more consistent and
effective Requirements generation process);

=  Human Capital management - Develop the most highly-qualified, capable, and flexible federal workforce (e.g. a more
consistent and effective M&O Contractor and Federal Human Capital management process);

- Real Property management - Leverage infrastructure to support mission (e.g. consistent/effective Real Property
management).
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