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Proposed Compliance Plan to Implement Controlled Unclassified Information within the Department of Energy 

[bookmark: _Toc307554159]Background
With the issuance of Executive Order (E.O.) 13556, Controlled Unclassified Information, on November 4, 2010, and Controlled Unclassified Information Office Notice 2011-01:  Initial Implementation Guidance for Executive Order 13556, on June 9, 2011, a Government-wide program was established to uniformly manage unclassified information that requires safeguarding or dissemination controls pursuant to and consistent with applicable laws, regulations, and Government-wide policies. Such information is to be known as Controlled Unclassified Information (CUI) and includes information involving privacy concerns, security, proprietary business interests, and law enforcement investigations.  Currently, the Department of Energy (DOE) has two primary methods of controlling information that falls within the scope of CUI:  Official Use Only (OUO) (commercial and proprietary information, privileged information, personal information, and law enforcement information), and Unclassified Controlled Nuclear Information (UCNI).  The policies for implementing these programs will have to be modified to comply with the requirements of the E.O., the implementing directives, and other policies issued by the Information Security Oversight Office (ISOO) of the National Archives and Records Administration, which has been designated the Executive Agent (E.A.) for CUI.  
The E.O. required the E.A. to issue preliminary guidance for agencies and to establish initial categories of CUI based on agency submissions.  Agencies in turn were required to submit categories of CUI that they control based on law, regulation, or Government-wide policy.  The categories and subcategories approved were published in a publicly available Registry on November 4, 2011.  The Registry represents the only categories of unclassified information permitted to be safeguard under the CUI Program.  DOE submitted 13 categories and 7 subcategories of information on May 3, 2011.  Five categories and three subcategories as submitted by DOE were approved by the E.A.  The categories and subcategories that weren't approved were either lacking an acceptable basis or the basis submitted did not contain acceptable control language.  
Except for UCNI, DOE uses the Freedom of Information Act (FOIA) exemptions as the primary driver for controlling its unclassified information.  DOE has also relied on internal directives to implement information control in many areas rather than regulations.  The E.A. has determined that the FOIA cannot be used as a legitimate basis for CUI and that DOE directives are not considered Government-wide policies.  While some aspects of the categories or subcategories that were not approved may be covered by authorities submitted by other agencies, there will be information that is currently protected as OUO based on FOIA exemptions that does not fall under a CUI category or subcategory.  DOE may have to develop Government-wide policies to ensure information currently controlled because its release could cause damage can continue to be controlled as CUI.  The process of identifying current OUO information that is not be covered by a CUI category/subcategory, determining the appropriate action to ensure its protection, and developing any necessary Government-wide policies, adds a significant amount of time to the implementation of CUI within DOE.
Per section 5(a) of the E.O., each agency that originates or handles CUI must provide the E.A. with a proposed plan for compliance with the requirements of the E.O. and the Notice no later than December 6, 2011.  E.A. guidelines recommend the plan include the following elements:  Governance, Policy, Training, Technology, and Self-Inspection.  The plan must include projected target dates for each element.  
[bookmark: _Toc307554160]Compliance Plan
The following compliance plan addresses the recommended elements and provides project target dates.  These dates are based on the ISOO’s CUI Office projection that CUI policies will be final and issued by January 2013 and are, therefore, subject to change commensurate with any changes to the date CUI policies are issued.  DOE will begin implementation of CUI when all information identified as sensitive by Program, Staff, and Support Offices has an accepted basis and can be controlled as CUI.  During the process to develop the necessary Government-wide policies, other aspects of CUI implementation will be pursued, but the necessity of developing an acceptable basis adds considerable time to the full implementation of CUI within DOE.
1. [bookmark: _Toc307554161]Governance  
The Secretary of Energy has designated the Deputy Chief for Mission Support Operations, Office of Health, Safety and Security (HSS), as the Senior Agency Official responsible for implementing and ensuring compliance with the E.O. and the implementing directives issued by ISOO.  Primary staff support and the day-to-day activities (e.g., developing and implementing policy documents and training, conducting CUI outreach sessions, and monitoring implementation) will be the responsibility of the Director, Office of Classification, within HSS, with assistance from the Chief Information Officer, the Chief Privacy Officer, and the Office of Information Services.  In addition, the Head of each DOE Headquarters Element, Field Element, and Contractor Organization will be responsible for implementing, overseeing, and assessing the CUI Program within their organizations.  The Office of the Chief Information Officer will be responsible for Information Technology (IT) implementation.
Since CUI impacts the entire Department, a CUI Working Group consisting of representatives from each Program, Staff, and Support Office within DOE was created.  The representatives review policies and procedures and provide input on the impact of those policies and procedures on their organizations.  DOE CUI Working Group representatives are also responsible for ensuring Program, Staff, and Support Office management are advised of CUI policies and for coordinating input from their offices.  The CUI Working Group will continue its role throughout the CUI development process and will evolve into an advisory panel once CUI is implemented.  See Attachment A for the DOE CUI Governance structure.
2. [bookmark: _Toc307554162]Policy Development
Prior to implementing a comprehensive CUI Program, DOE must determine a path forward for those DOE categories and subcategories that were not approved.  Options include: withdrawing the category or subcategory from consideration; seeking coverage under another agency's approved submission, if appropriate; or establishing an approved basis for the category or subcategory.  The last option will be the most difficult and entail the longest duration to implement.  DOE plans to review the categories and subcategories that were not approved so that senior management can determine the path forward for each.  This review will be complete, and the determinations will be made by December 2012.  If required, new statutes and regulations will be written with a target date for completion of June 2014.  However, this date is highly dependent on external factors, and may have to be revised.  Until DOE Program, Staff, and Support Offices have confirmed that all of their sensitive information is appropriately identified in the CUI Registry, DOE cannot implement a CUI Program.  Based on the need for the development of Government-wide policies, it is anticipated the DOE CUI Order will be issued in December 2014. 
Except for UCNI, DOE currently controls its unclassified information through its OUO Program.  Most of the information contained in the categories and subcategories that the CUI Program is expected to cover are currently identified and protected as OUO.  Once DOE has developed a firm basis for each category and subcategory of information it must control, the existing DOE OUO Order and Manual will be cancelled and replaced with a CUI Order.  The target date for DOE to have the CUI Order issued is December 2014.  Other DOE regulations and directives impacted will be reviewed and revised when the DOE CUI Order is issued.  
UCNI is based on the Atomic Energy Act (AEA) and is implemented throughout the Government by 10 Code of Federal Regulations (CFR) Part 1017, Identifying and Protecting Unclassified Controlled Nuclear Information, and within DOE by DOE Order 475.1B, Identifying and Protecting Unclassified Controlled Nuclear Information.  All facets of the CUI program –  initial determinations, authorized reviewers, safeguards and security, marking, FOIA appeal authority, inspections, challenges, and dispute resolution –  are covered in the UCNI regulation or DOE order.  Once ISOO issues the final CUI policies, DOE will determine which CUI requirements can be incorporated into the UCNI program and modify the regulation and order accordingly.  For those UCNI requirements that cannot be changed, DOE will ensure the CUI Registry is updated to identify UCNI’s unique requirements.  All of the required changes to the regulation can be identified within 180 days of receiving final guidance from the E.A. and completed by June 2014.  
When revision of the UCNI regulation is complete and the DOE CUI Order is issued, a review of classification and UCNI guides that currently contain OUO and UCNI topics will be initiated to determine if the topics will be retained in guidance as CUI.  Currently, there is no requirement in the AEA or 10 CFR part 1017 to identify a date or event for decontrolling UCNI.  As part of this review, DOE will determine if certain types of UCNI can be decontrolled after a reasonable amount of time without undue risk to the health and safety of the public and the common defense and security of the Nation.  This is analogous to completing the National Security Information (NSI) Fundamental Classification Guidance Review and updating classification guides to include decontrol instructions and may not be completed until December 2015 or later. 
Another critical element to DOE’s successful implementation of CUI will be to identify all current regulations and directives that must be changed in order to comply with CUI policies.   The first step in the process is for DOE to identify all DOE regulations and directives that require changes and notify the issuing organizations of the required changes.  This review and notification will be completed within 180 days after ISOO issues CUI policies (June 2013).  Although directives revision can be a lengthy process, because the changes to other directives will be driven by CUI policies that will have already been issued, cognizant programs will complete any necessary revisions within 180 days after the DOE CUI Order is issued (June 2015).  
See Attachment B for a representation of the process of the development of CUI policy within DOE.
3. [bookmark: _Toc307554163]Training
DOE information security professionals such as Classification Officers (CO), Classification Representatives (CR), Derivative Classifiers (DC), and UCNI Reviewing Officials (RO) receive UCNI and OUO training as part of the courses required for their positions.  Persons with access to UCNI are also required to complete training.  Although OUO training is not required, it is included in the Headquarters Annual Security Refresher Briefing, and many Headquarters, Field Elements, and Contractor Organizations provide OUO training.  The addition of a CUI training requirement in national policy will allow DOE to mandate all employees receive appropriate training.  
All existing training courses for security professionals will be revised to incorporate CUI.  Additionally, DOE CUI training will be developed to ensure the following four groups are aware of and understand CUI policies, with the projected dates as noted:
a. Senior management:  Training for senior management will consist of in-person briefings by subject matter experts.  These briefings will provide details on the types of information to be controlled as CUI.  Senior management will then be able to determine what office or individual within their organizations will be responsible for implementing CUI policy, what information in their organizations should be marked and protected as CUI, and whether all employees will be able to identify documents containing such information or if only specified employees will be able to do so.  These briefings will be presented within 180 days of when ISOO issues the Government-wide CUI policies (June 2013).
b. Persons within Program, Staff, and Support Offices responsible for local implementation and persons responsible for providing local training:  Persons who are responsible for local implementation and those responsible for CUI training must have an in-depth understanding of CUI.  DOE will provide courses through various methods (e.g., classroom, web-based conferencing, online training, computer based training) to train individuals who will promulgate CUI policies and serve as points of contact within their organizations.  This training will be completed within 90 days of the DOE CUI Order being issued (March 2015). 
c. Employees who will identify documents containing CUI:  For those employees who will be identifying documents as containing CUI, a comprehensive briefing will provide an in-depth understanding of the types of information that may be controlled as CUI and how to use the Registry and guidance that may be prepared to assist these employees.  These briefings will be initiated within 90 days of the effective date of the DOE CUI Order (March 2015) and must be completed before an employee may identify documents as containing CUI.  Refresher training for these individuals will be required on a biennial basis.
d. Employees who will handle documents containing CUI:  When phased implementation begins across the Government, DOE employees may receive documents marked as CUI.  This may be prior to DOE implementation.  Therefore, employees must be provided with a basic understanding of CUI, how to use the Registry, and how to handle such documents.  This awareness training will be developed and all employees will complete the training within 180 days of when ISOO issues the Government-wide CUI policies (June 2013).
Since the CUI program has the potential to impact every employee in DOE, a basic briefing will cover all aspects of CUI, including identifying, marking, safeguarding, sharing, disseminating, transmitting, copying, and destroying.  To the extent practicable, instructor-led training (via classroom and web-based conferencing) will be provided.  In addition, a web-based training format will be developed and delivered in order to reach the largest audience in the shortest amount of time.  This training must be completed by every employee within 180 days of the issuance of the DOE CUI Order (June 2015).
Refresher training covering the topics in the basic CUI briefing and lessons learned from self-inspections will be required biennially.  Lessons learned identified will be incorporated into all CUI training within 180 days after publication of the self-inspection identifying the lessons learned. 
Additional training and reference tools will be available on the HSS website (e.g., pamphlets, booklets, CUI guidance), and information concerning the CUI program will sent out to DOE employees periodically via DOECAST (an email broadcast for all employees).  The existing Outreach Hotline (301-903-7567 or outreach@hq.doe.gov) will provide a central point of contact for persons who seek information concerning CUI.
4. [bookmark: _Toc307554164]Technology
The majority of DOE IT systems processing unclassified information process this information at the Moderate level.  Approximately 92 systems process information at the Low level and 7 process information at the High level due to mission criticality.  All system owners will be required to review their systems to compare current UCNI and OUO information processed with the safeguarding requirements for the projected CUI category/subcategory when National policies are finalized and determine which, if any, systems must be upgraded.  This review will be required when CUI policies are issued by ISOO and will be completed within 30-60 days (February-March 2013).  It will take a year before any necessary changes are promulgated in policies and contracts (February-March 2014) and an additional year before changes are completed (February-March 2015). 
DOE will evaluate the CUI electronic marking tools that will be developed and offered for use by the Intelligence Community.  IT systems will be evaluated to determine if use of the marking tool is feasible and determine any costs associated with its use.  Managers will then determine which systems will incorporate electronic marking tools and implement based on funding availability.  As the projected development date of the marking tool is not known, target dates cannot be projected for this process.
5. [bookmark: _Toc307554165]Self-Inspection
DOE has a well-developed oversight and self-assessment program for evaluating classified information and UCNI programs.  Although no requirement for oversight of OUO requirements exists, oversight reviews of OUO programs to include OUO determinations has been incorporated into the oversight program since 2006 in response to a Government Accountability Office recommendation.  In accordance with DOE Policy 226.1B, Department of Energy Oversight Policy, oversight policies “are effectively implemented by site contractors and, for DOE operated activities, by the responsible DOE line management organizations; and DOE oversight is performed effectively by line management, both DOE Headquarters and Field, as well as by independent oversight organizations.” Currently, oversight for OUO and UCNI is conducted in accordance with this policy.  As part of the implementation plan, DOE will review and modify oversight and self-assessment requirements and procedures to ensure compliance with National CUI policies.  
The issuance of the DOE CUI Order will effectively transfer the OUO oversight policy to a CUI oversight policy.  To prepare Program, Staff, and Support Offices for self-inspections once the DOE CUI Order is issued, the Office of Classification will prepare an assessment guide to assist programs with self-inspections.  The CUI assessment guide will be completed within 180 days of the issuance of the DOE CUI Order (June 2015).  Self-Inspections will be required by December 2015.
[bookmark: _Toc307554166]Interim Target Dates
The following table summarizes the projected implementation of CUI within DOE:
	Action 
	Target Date
	Responsible Office

	· Complete Registry review to determine path forward for categories/  subcategories not approved 
	December 2012
	Office of Classification/DOE CUI Working Group

	ISOO Issues Final CUI Policies
	January 2013
	

	· Complete IT Systems review to determine any system changes necessary
	February-March 2013
	Office of the Chief Information Officer


	· Complete review of 10 CFR part 1017
· Complete review of DOE regulations and  directives and inform cognizant programs of any changes required
· Complete senior management briefings



· Initiate determination by senior management of program-specific CUI policies
· Employees who handle CUI documents complete CUI awareness training (including handling of other-agency documents marked CUI)
	June 2013	
	Office of Classification

Program, Staff, and Support Offices


Office of Classification/DOE CUI Working Group



Program, Staff, and Support Offices


Program, Staff, and Support Offices

	· Promulgate IT System changes
	February-March 2014
	Office of the Chief Information Officer

	· Complete changes to 10 CFR part 1017
· Complete new statutes and regulations necessary
	June 2014
	Office of Classification

Program, Staff, and Support Offices

	· Issue DOE CUI Order
· Begin review of UCNI/OUO topics in classification and UCNI guidance
	December 2014
	Office of Classification

Office of Classification


	· Complete IT system changes
	February-March 2015
	Office of the Chief Information Officer

	· Initiate training for persons who make CUI determinations 
· Complete training for persons within Program, Staff, and Support Offices responsible for implementing CUI and persons who provide CUI training
	March 2015

	Office of Classification


Office of Classification


	· Complete other DOE regulation/directive revision to comply with CUI
· Provide CUI Assessment Guide to Program, Staff, and Support Offices
· All employees complete basic DOE CUI training 
	June 2015

	Program, Staff, and Support Offices

Office of Classification


Program, Staff, and Support Offices

	· Initiate Program, Staff, and Support Offices self-inspections 
	December 2015 
	Program, Staff, and Support Offices 

	· Complete review of UCNI/OUO topics in classification and UCNI guidance
	December 2015 or later
	Office of Classification


	· Evaluate CUI Program
	Ongoing
	Program, Staff, and Support Offices


Note:  These interim dates are based on ISOO's estimate that CUI policies will be issued by January 2013.
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Attachment A			DOE CUI Governance Structure
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Attachment B			DOE CUI Policy Development
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