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1.0 INTRODUCTION

President Clinton issued Executive Order 13103, Computer Software Piracy, on September 30, 1998.
The Order states that “each agency shal adopt procedures to ensure that the agency does not acquire,
reproduce, digtribute, or transmit computer software in violation of applicable copyright laws.”
Computer software, secured by Federd copyright laws, protects the owner by requiring that users of a
particular software program beissued alicense for such use. The U.S. Government—the nation’s
largest consumer of software—has an essentia role to play in establishing procedures to ensure that
each agency has present on its computers and uses only computer software not in violation of
applicable copyright laws. In providing guidance to Federd agencies on fulfilling thisrole, the Federd
Chief Information Officers (Cl1O) Council issued recommendations regarding appropriate
governmentwide measures to carry out the Executive Order’ s requirements. It is the intent of the
Department of Energy (DOE) to issue guidance in accordance with Federa C1O Council
recommendations and in compliance with Executive Order 13103:" The guidance in this document is
based on the CIO Council’ s recommendations in reference to computer software piracy, and appliesto
al DOE dements.

1.1  Federal Copyright Law!

The rights granted to the owner of a copyright are described in the Copyright Act, Title 17 of the
United States Code (U.S.C.). The Act givesthe owner of the copyright “the exclusive rights’ to
“reproduce the copyrighted work” and “to distribute copies.. . . of the copyrighted work.” It dso
dates that “anyone who violates any of the exclusive rights of the copyright owner . . . isan infringer of
the copyright” and sets forth pendties for such conduct.

Those who purchase alicense for a copy of software do not have the right to make additiona copies
without the permission of the copyright owner except to (1) copy the software for use on asingle
computer and (2) make “another copy for archiva purposes only.” These rights are specificaly
provided in the Copyright Act; however, the license accompanying the product may alow additiona
copies to be made.

Unauthorized duplication of software condtitutes copyright infringement regardless of whether it is done
for sde, free digtribution, or the copier’sown use. Moreover, copiers are liable for the resulting
copyright infringement whether or not they knew their conduct violated Federa law. Pendtiesinclude
lighility for damages suffered by the copyright owner plus any profits of the infringer that are atributable
to the copying, or statutory damages of up to $100,000 for each work infringed upon. The
unauthorized duplication of software isdso aFederd crimeif done “willfully and for purposes of
commercid advantage or private financid gain (Title 18 Section 2319(b)).” Crimina pendtiesinclude
fines of as much as $250,000 and jail terms of up to 5 years.

1 A glossary of copyright termsis provided in Appendix A.
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1.2  Description of Executive Order 13103, Computer Softwar e Piracy?

Executive Order 13103 sets forth the Government’ s policy against the use, acquisition, reproduction,
digribution, and transmission of computer software that violates gpplicable copyright laws. To
implement this policy, the Executive Order directs each executive agency to—

. adopt procedures to ensure that the agency does not acquire, reproduce, distribute, or transmit
computer software in violation of gpplicable copyright laws;

. establish procedures to ensure that the agency has present on its computers and uses only
computer software that does not violate applicable copyright laws. These procedures may
include (1) preparing agency inventories of the software present on its computers,

(2) establishing agency computer software authorization; and (3) developing and maintaining
adequate record-keeping systems,

. take appropriate measures, including, for example, the use of certifications or written
assurances, in the event the agency becomes aware that contractors or recipients of Federa
financia assstance are using Federa funds to acquire, operate, or maintain computer software
in violaion of copyright laws and determinesthat such actions may affect the integrity of the
agency’ s contracting and Federal financia assstance processes,

. cooperate fully in implementing the Executive Order and share information thet may be useful in
combating the use of computer software in violation of applicable copyright laws,

. educate appropriate agency personne regarding software copyrights and the policies and
procedures adopted by the agency to honor them; and

. ensure that the policies, procedures, and practices of the agency related to copyrights
protecting computer software are adequate and fully implement the policies set forth in the
Executive Order.

The Executive Order a0 directs the Office of Management and Budget to use its oversight
mechanisms to foster compliance with the order.

1.3  TheOffice of the CIO Recommendationsfor Departmental Elements
The Office of the CIO recommends that Departmenta e ements develop and implement software

management policies on the acquisition and use of software by its Federd and contractor staff. Such
policies should—

A copy of the Executive Order 13103 is provided in Appendix B.
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prohibit the use or ingtalation of software for which appropriate licenses are nonexistent;

guard againg the acquisition of counterfeit software or software that violates licenang
restrictions,

adopt formal software ingtallation and distribution procedures,

establish procedures governing the use of user-owned software on Federal computers and the
use of Federd software on home or remote computers that comply with applicable licenses,

develop and implement procedures for monitoring compliance with software management
policies,

edtablish and maintain a record-keeping system for documentation and materias evidencing
lega use of software; and

develop aprogram for training new and existing daff on software management policies.

The Federa ClO Council has issued sample software management and acquisition policies, aswell as
recommended procedures for ng compliance with these policies. Guidanceis

provided here to help Departmenta eements devel op appropriate policies and implement  procedures
to ensure compliance with the Executive Order and Federa copyright law. Sample Software
Management Policy is provided in Section 2.0.. Sample Software Acquisition Policy is provided in
Section 3.0.

Sample templates to use when ng compliance with these policies are provided in Section 4.0.
Four templates are provided for—

conducting a baseline assessment for software use (Part A);
ng software acquisition procedures (Part B);
assessing software ingtdlation and management procedures (Part C); and

assessing procedures for the management of origind software and backup copies (Part D).

Finaly, a sample software user survey is provided in Section 5.0 to help assess employees’ use of
software at the office and at home (for work performed a home).
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1.4  TheMost Common Types of Software Piracy®

The creetion and/or ingtdlation of unauthorized copies of software is referred to as software piracy.
The most common types of software piracy include counterfeiting, end-user piracy, compilation CD-
ROMs, hard disk loading, client/server piracy, and online piracy.

Counterfeiting. Counterfeit software is an unauthorized copy of software that is duplicated with the
intent of directly imitating the copyrighted product. Counterfeit software typicaly is reproduced and
digtributed in aform to make the product appear legitimate and thus may include sophigticated effortsto
replicate packaging, documentation, regisiration, logos, and security fegtures.

End User Piracy. End user piracy occurs when organizations or individuals make unauthorized copies
of software by (1) using one disk to ingtal a program on multiple computers, (2) copying disks for
ingdlation and digtribution; and (3) taking advantage of upgrade offers without having alegd copy of
the version to be upgraded.

Compilation CD-ROMs. A compilation CD-ROM is a compact disc (CD) on which pirates have
placed unauthorized copies of multiple software programs.. Compilation CDs typicaly include software
programs published by avariety of software publishers.

Hard Disk Loading. Hard disk loading occurs when unauthorized copies of software are loaded by
the hardware dealer onto the hard disk of the computer and then offered to the customer as afree or
heavily discounted incentive to purchase the computer.

Client/Server Piracy. Client/server piracy occurs when pirated copies of software are loaded onto an
organization' s servers for-use in anetwork environment, or legitimate software is used outside the
license terms (e.g., more smultaneous instances in use than alowed by the license).

Online Piracy. Online piracy occurs when unauthorized copies of software are distributed and
downloaded using the Internet.

20 SAMPLE SOFTWARE MANAGEMENT POLICY

Paragraphs 1 through 8 of this section comprise a sample software management policy based on
recommendations issued by the Federd CIO Council.

% Additional information on software piracy and misuse of software licensesis provided in Section 3.0, Sample
Software Acquisition Policy.
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1.

Purpose. This Software Management Policy (Policy) sets forth steps the
Departmental element must take to comply with Executive Order 13103, Computer
Software Piracy.

Software Acquisition and Installation Procedures.

* Where possible, all requests for software and software upgrades must be
submitted to the Federal manager for information management (IM) or his/her
designee.

» All software and software upgrades not acquired by the IM manager must be
documented and identified to the IM manager or his/her designee, who will verify
that the Departmental element has an appropriate license for the use of such
software.

» All acquisitions of hardware that include bundled software must be documented
and identified to the IM manager or his/her designee, who will verify that the
Departmental element has an appropriate license for.the use of such bundled
software.

Destruction of Unauthorized Software. The IM manager or designated
employees must destroy all copies of software for which the Departmental element
lacks the appropriate license. Alternatively, the IM manager may obtain the license(s)
necessary to maintain such software on Federal computers.

Software Management Review and Inventory. Periodically, the Departmental
element must conduct—

* an assessment ofits software management procedures and practices and

» aninventory of installed software and related license agreements, purchase
invoices, and other proof of licensed software use.

Record Keeping. The Departmental element, under the supervision of the IM
manager, must establish and maintain a record-keeping system for original software
licenses, certificates of authenticity, purchase invoices, completed registration cards,
original software media (e.g., diskettes, CD-ROMSs, or mainframe computer tapes),
user information, and assessment information. The Departmental element must
maintain such information in a secure location(s) to minimize the risk of software
theft and unauthorized duplication of software. The Department element also must
consider the use of software management computer programs to automate such
record keeping.

Software Use Policy. Employees should comply with the following software use
policy:

» Prohibition Against Unlicensed Software Use. Employees must not—
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a. Install, reproduce, distribute, transmit, or otherwise use software for which
this Departmental element lacks the appropriate license, unless such
software is properly licensed to the employee and used in accordance with
existing policy and the applicable license. If an employee becomes aware of
the reproduction, distribution, or use of unauthorized software within this
Departmental element, he/she should promptly notify his/her supervisor or the
IM manager.

b. Install, reproduce, or use any software upgrade on a computer that does not
already have resident on it the original version of the software.

c. Lend, distribute, or transmit Federal software to any third party, unless the
employee is expressly authorized to do so by his/her supervisor and the
applicable license.

Authorization to Use Agency Software on Home Computers. The licenses for
some Federal software permit employees of the Departmental element to make a
copy of the software for home use. In such event, employees may make a copy
of such software for home use only if they demonstrate a need to conduct
Federal business from their homes and receive express authorization from their
supervisor, the IM manager, or his/her designee. Under no circumstances,
however, may an employee use Federal software for purposes other than DOE
business.

Downloading of Software from the Internet or Other Sources onto Federal
Computers. A variety of software is available on the Internet. Some of this
software, called “freeware” or “shareware,” is available free of charge for limited
uses and may be downloaded by an employee. (NOTE: Depending on the
Internet usage and security-related policies in effect within your Departmental
element, supervisory approval may be required to permit employees to download
work-related “freeware” and “shareware” from the Internet.)

Other software available on the Internet and from other electronic sources,
however, requires the user to obtain a license for its use, sometimes for a fee.
Employees must not download licensed software to their workstations without the
prior approval of their supervisors, the IM manager, or his/her designee.

Enforcement. The IM manager must supervise periodic reviews and
assessments to evaluate the effectiveness of the software management policy.

Accountability. An employee may be held responsible for the existence of any
software on his/her workstation for which the Departmental element lacks the
appropriate licenses.

Questions. An employee may direct any questions concerning this Policy to
his/her supervisor or the IM manager [provide phone numbers, office locations,
and e-mail addresses].
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7. Education and Training. The Departmental element must provide education and

training to all employees on (1) compliance with the Software Management Policy, (2)
how to detect and prevent piracy, and (3) the consequences of violating the Software
Management Policy and applicable copyright laws. The Departmental element must
inform employees where they can get additional information on the Policy and
software piracy prevention.

Performance Measures. The IM manager must develop performance measures to
monitor compliance with the Software Management Policy. Examples of
performance measures include (1) the number of software inventories conducted
within the past 2 years; (2) the percentage of hardware assets included in the last
inventory; (3) the number of software license violations detected in the last inventory;
(4) license compliance; and (5) the percentage of employees who are aware of and
understand the organization’s software usage policies.

30 SAMPLE SOFTWARE ACQUISITION POLICY

Paragraphs 1 through 6 of this section comprise a sample software acquisition policy based on
recommendations issued by the Federa CIO Coungil.

1. Purpose. This Software Acquisition Policy (Policy) was adopted to implement those

provisions of Executive Order 13103, Computer Software Piracy, that require Federal
agencies to acquire computer software in compliance with applicable laws and
licensing restrictions. This Palicy identifies categories of software that violate such
laws or licensing restrictions and sets forth steps the Departmental element should
take to avoid acquisition of.illegal software. In addition, the Policy indicates remedial
actions that should be taken in the event a software reseller supplies computer
software that violates applicable laws or licensing restrictions.

Types of Pirated Software. To comply with Executive Order 13103, applicable
laws, and licensing restrictions, the Departmental element and its employees should
be cognizant of the different types of pirated software when evaluating bids or
engaging in negotiations to acquire computer software. For purposes of this Policy,
pirated software includes both illegally copied software and software that violates
licensing restrictions.

a. lllegally Copied Software. lllegally copied software includes counterfeit software,
compilation CDs, hard-disk loaded software, online pirated software, and other
illegally copied software.

» Counterfeit Software. Unauthorized copies of software that are duplicated
with the intent of directly imitating the copyrighted product. Counterfeit
software is typically reproduced and distributed in a form to make the product
appear legitimate and thus may include sophisticated efforts to replicate
packaging, documentation, registration, logos, and security features.
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» Compilation CDs. Unauthorized copies of multiple software programs that
are compiled onto a single CD. Compilation CDs typically include software
programs published by a variety of software publishers.

» Hard-Disk Loaded Software. Unauthorized copies of software loaded by the
hardware dealer onto the hard disk of the computer and then offered to the
customer as a free or heavily discounted incentive to purchase the computer.

» Online Pirated Software. Unauthorized copies of software that are distributed
and downloaded using the Internet.

» Other lllegally Copied Software. Software that is copied from disks, CDs,
client/servers, or other machines without the authorization of the copyright
owner.

License Misuse. Software copies are licensed, not sold, to'the end user. The
software publisher’s license agreement typically restricts how, and to whom,
software copies may be distributed. When acquiring software copies, the
Departmental element should review the applicable license and ensure that its
use of the software will not violate any restrictions imposed by the software
publisher. License misuse occurs when legitimate copies of software are
distributed and used in violation of the applicable license agreement. Examples
of license misuse include the following:

» Original Equipment.Manufacturer (OEM) Software. OEM software is licensed
and specifically marked for distribution with new computer hardware. License
misuse occurs when OEM software is “unbundled” from the computer and
distributed to, and used by, the end user as a stand-alone product, often at a
heavily discounted price.

» Academic Versions. Academic software is manufactured, licensed, and
specifically marked for distribution to educational institutions and students at
reduced prices. License misuse occurs when academic software is
distributed to, and used by, a nonacademic end user.

* Not for Resale (NFR) Software. NFR software is marked “not for resale” and
typically is distributed as promotional or sample product and not licensed for
commercial distribution and use. License misuse occurs when NFR
software is distributed in violation of its resale restrictions.

« Fulfilment Software. Fulfillment software is licensed solely for distribution to
mid- or large-sized end users that possess a volume license agreement or
valid site license. Fulfillment software is typically distributed in a CD jewel
case without the packaging or materials that accompany a retail product. The
fulfillment media is not itself a licensed product. License misuse occurs
when fulfillment software is distributed to, and used by, end users that lack
the necessary licenses for use of the underlying product. A similar situation
occurs when a software license is used for purposes other than software
development.
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» Software Upgrades. Upgrade versions of software programs are licensed
and specifically marked for distribution to end users that currently possess a
valid license for the original product or a designated set of competitive
products. License misuse occurs when upgrades are distributed to, and
used by, end users that lack a license for the original product.

Typically, OEM, fulfillment, and other nonretail products are distributed without the
colorful packaging and materials that accompany full retail products. Accordingly,
these nonretail products are easier to counterfeit. Thus, Federal employees
should be aware that deeply discounted nonretail software may, in fact, be
counterfeit.

Operational Defects of Pirated Software. The Departmental element and its
employees should be cognizant of the risks that accompany the acquisition and use
of software in violation of applicable copyrights or licensing restrictions. Beyond the
legal risks that accompany copyright and licensing violations, the use of pirated
software can jeopardize the effectiveness and integrity of the Federal computer
system. Pirated software typically lacks the full package of benefits that accompany
a legitimate product, including the following:

warranty protection;
notice of, and ability to obtain, upgrades and repairs/fixes to the software;
technical support for the software;

assurances that the software is free of computer viruses and other malicious
code; and

confidence that the most recent version of the software, free from defects, is
being obtained.

Steps to Avoid Acquisition of Pirated Computer Software. The Departmental

element and any employees authorized to acquire software should take all necessary
steps to minimize the risk of acquiring pirated software, including the following:

Educate Employees. Employees authorized to acquire software should be
educated on the requirements of Executive Order 13103 and this Software
Acquisition Policy.

Standardize Software Acquisition Procedures and Centralize Purchases. The
Departmental element should, to the extent possible:

— implement standardized software acquisition procedures;

— centralize software purchases within a designated department or group of
employees who have been educated on the requirements of the Executive
Order 13103 and this Software Acquisition Policy. By implementing
standardized acquisition procedures and centralizing software purchases, the
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Departmental element will be better able to prevent acquisition of pirated
software. Moreover, a centralized acquisition program can result in volume
purchases, which are often accompanied by discounts.

Demand Proper Licenses and Accompanying Materials. Before purchasing
software, the employee should research the license and materials that
accompany the legitimate product (e.g., an original license agreement,
registration card, manual, security features, and diskettes or CD-ROM). Federal
employees should demand and obtain each of these materials and avoid
software resellers that refuse to comply.

Verify Appropriate License. Before purchasing software, verify that the license
authorizes distribution to, and use by, the Departmental element.

Purchase Software from Reputable Resellers. Employees should seek out
software resellers with reputations for honesty.and customer service within the
community.

Contact the Software Publisher. Particularly for large purchases of software,
employees should contact the software publisher or its authorized distributor for
information on the product and authorized resellers within the community.
Moreover, the software publisher or authorized distributor should be contacted
whenever an employee suspects that software acquired by, or offered to, the
Departmental element may be pirated.

Warning Signs of Pirated Software. The Departmental element and any
employees authorized to acquire software should be aware of the following “warning
signs” that often accompany pirated software.

The price of the software is significantly below the software publisher’'s suggested
retail price or otherwise appears “too good to be true.”

The software is distributed in a CD jewel case without the packaging and
materials that typically accompany a legitimate product.

The software lacks the software publisher’s standard security features, such as a
hardware lock or certificates of authenticity.

The software lacks an original license or other information from which the agency
can verify that its use of such software is validly licensed by the copyright holder.

The packaging or materials that accompany the software have been copied or
are of inferior print quality.

The CD contains software from more than one software publisher or programs
that are not typically sold as a “suite.”

The software is downloaded from the Internet without the software publisher’s
authorization.
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The software is distributed by a mail order or online reseller that fails to provide
appropriate guarantees of legitimate product.

The software contains markings indicating that distribution to, and use by, the
Departmental element would violate the software publisher’s license (e.g.,
“distribute only with new PC hardware,” “Academic Version,” “Upgrade,” etc.).

The software is loaded onto computer hardware without a separate license or
invoice indicating a legitimate purchase.

6. Steps to Take if Pirated Software is Suspected. If an employee suspects that
software offered or supplied by a reseller is pirated, he/she should contact the
software publisher or an authorized reseller to investigate. If the employee’s
suspicions are confirmed, the Departmental element should take one or more of the
following remedial actions.

Return the pirated software and request legitimate replacement software or a
refund.

Withhold payment under the software contract until legitimate software is
supplied.

Terminate the contract for failure to comply with its terms.

Suspend and/or debar.the reseller for committing an offense that indicates a lack
of business integrity, for engagement in fraud, or for willfully failing to comply with
contract terms (debarment only). (See Federal Acquisition Regulation Subpart
9.4)

Bring a False Claims Act action against the contractor for payments related to the
illegal computer software.

40 SAMPLE TEMPLATESFOR ASSESSING COMPLIANCE WITH SOFTWARE
MANAGEMENT AND ACQUISITION POLICIES

This section includes four sample templates that you may use when ng compliance with software
management and acquisition policies a your Departmenta location. The first template identifies the
steps necessary to conduct a baseline assessment of employees’ software use (Part A). The second
template identifies the questions to be asked when ng software acquisition procedures (Part B).
The third template identifies the questions to be asked when assessing software ingdlation and
management procedures (Part C). Thefind template identifies the questions to be asked when
assessing procedures for the management of origind software and backup copies (Part D).
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Part A. Conducting the Baseline Assessment of Software Use.

Pre-Assessment Procedures

Date Completed

A.l. Collect and review software purchase records.

A.2.  Callect and review software licenses.

A.3.  Determine whether to notify employees of assessment and distribute
assessment information letter to employees, if warranted.

A.4. Determine whether to use software to perform certain functions of the
initial assessment and select software package and vendor, if
warranted.

Assessment Procedures Date Completed

A.5. Identify the location of servers, workstations, and al other hardware
that run software programs.

A.6.  Identify software resident.

A.7. Record thetitle, version, publisher, and serial number of software.

A.8. Record files not recognized by automated assessment programs or the
inspector and determine whether such files are legitimate.

A.9. Edlimate extent of home use of agency software by compiling results
of the Software User Survey.

A.10. Match the record of software against licenses and ownership
documentation to establish proof of authorization.

A.11. Reconcile number of users of software loaded on networks with the
number of users accounted for in licenses.

Post-Assessment Procedur es Date Completed

A.12. Delete and destroy unauthorized copies of software or obtain licenses
for them.

A.13. ldentify problem aress, if any, where the agency may focus training
and educationa efforts to reduce the use of unauthorized software.

A.14. Record results of the assessment.

Name/Title of Individual Completing Assessment:
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Part B. Assessing Software Acquisition Procedures.

13

Yes| No Comments

B.1.  Doesthe Departmental element include software as a
separate line item in its budgeting process?

B.2.  Does the Departmental element purchase software
through a central office?

B.3.  Doesthe Departmental element obtain a sufficient
number of licenses to cover the expected number of
users?

B.4. Doesthe M manager or other responsible officia
periodically review software licenses and ensure the
agency’ s compliance with them?

B.5. Doesthe Departmental element ensure that it
receives al required components (end user license
agreement, registration card, manual, and CD) and
security features for all retail or OEM softwareit
acquires?

B.6.  Doesthe Departmental element properly register
purchased software?

B.7.  Doesthe Departmental element maintain software
registration and license information in a centrally
located file and/or software management system?

B.8. If asoftware upgrade is requested or needed, does
the Departmental element obtain the necessary
updated licenses?

B.9.  Doesthe Departmenta element maintain alog listing
the hardware and software at each workstation and
each office location?

B.10. Does the Departmental element ensure that users
have access to manuals and reference materials?

B.11. Does the Departmental element remove from its hard
drives discontinued or obsolete software?

Date Assessment Completed:

Name/Title of Person Completing Assessment:
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Part C. Assessing Softwar e I nstallation and Management Procedures.

base of installed software with its software
licenses at regular intervals?

Comments

C.l  Wha, if any, softwareisingtaled by the vendor?

C.2. Wha softwareisingtdled by Federd personnel?

C.3. Who authorizes ingtalation of new software?

C.4.  Who monitors ingtdlations?

Yes | No Comments

C5.  Doesthe Departmental element use passwords
or other methods to restrict access to particular
software programs?

C.6. Areemployees authorized to use agency-owned
software at home for personal use?

C.7.  Areemployees authorized to use agency-owned
software at home for agency business?

C.8. If s0, does the Departmental element ensure that
the applicable license agreement permits home
use of agency-owned software?

C.9. Doesthe Departmenta el ement permit
employees to install persona software on their
computers at work?

C.10. If s0, does the Departmental element ensure that
these programs are used in accordance with
applicable license agreements?

C.11. Doesthe Departmenta element review and
document the software installed and used on
each work station at regular intervals?

C.12. Arelicense agreements retained and filed with
software serial numbers noted on hard copies?

C.13. Does the Departmental element reconcile its

Date Assessment Completed:

Name/Title of Person Completing Assessment:
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Part D. Assessing Proceduresfor the Management
of Original Software and Backup Copies.
Yes | No Comments
D.1.  Doesthe Departmental element make backup

copies of original software?

D.2.  Areorigina software diskettesCD-ROMs and
backup copies stored at a central location?
D.3. Doesthe Departmental element monitor the use
and return of backup diskettesCD-ROMS?
D.5.  Doesthe Departmenta element store original
diskettes’CD-ROMs in a secure location where
accessis limited to authorized employees?
D.6. Whoisresponsble for making and storing backed up software?

Date Assessment Completed:

Name/Title of Person Completing Assessment:
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50 SAMPLE SOFTWARE USER SURVEY

1. Which five software gpplications do you use most often at work and how frequently do you use
them?

Software Application Hours/Day

gk owbdNE

2. Does your employer provide you with the software you need to perform your job tasks?

Yes No

3. How did you obtain the software gpplications identified in Question 1? Check any of the
following answersthat apply.

| access software through a centralized server.
| obtained software from my supervisor.

| obtained software from IT support personnel.
| acquired software directly from areseller.

| downloaded software from the Internet.

| copied software from another employee.

| copied software from my home computer.

| copied software from friends/relatives.

4, Do you use a home computer to complete work-related assgnments?
Yes No
5. How do you transfer data between home and office?
Diskette Modem Portable Computer

6. Who provided the software used at home for work-related assignments (check any of the
following answers that gpply)?

| purchased my own software.
| was reimbursed by my employer for my software.
My employer purchased software for my use at home.
— lusea copy of my employer’s software for work-related tasks on my home
compute.
" | downloaded software from the Internet.
: | copied it from friends/relatives.
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7. What software gpplications would you like to have a work that you currently do not?

Employee Title

Date Unit/Department

17
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GLOSSARY OF COPYRIGHT TERMS'

The following terms and definitions provide a basic understanding of copyright law and legd software
use.

1. Client End. Theterm “client end” refersto the computer systern making requests to be
serviced by the server end computer system within a network environment. It may dso include
the individuals or organizations operating the computer system.

2. Computer Program. Under the Copyright Act, acomputer program is defined as “a set of
gsatements or ingructions to be used directly or indirectly in a computer in order to bring about
acertainresult.” 17 U.S.C. 101.

3. Concurrent License. A concurrent license permits a Specified number of usersto access
software ingtdled on aserver a any given time. Usudly, metering and lockout softwareis
required by the license to be ingtalled on the server to prevent excessve use. For example, a
concurrent license may permit any 75 usersto access software on a server, a asngle point in
time, in a100-user environment. The remaining 25 users are locked out until one of the origind
75 log off.

4, Content. Theterm “content” is used to refer to the various types of data that can be displayed
by a computer, such as text, sound, images, photographs, and motion pictures. Content should
be contrasted with software, which is a set of computer programs used to make the content
available to the user.

5. Copyright. Copyrightisthe exclusveright granted to “authors’ under the U.S. Copyright Act
to copy, adapt, distribute, rent, publicly perform, and publicly display their works of authorship,
such as literary works, databases, musical works, sound recordings, photographs and other il
images, and motion pictures and other audiovisud works.

6. Copy. A copy, asthat termisused in the Copyright Act, isany materid object, other than
phonorecords, in which awork isfixed by any method now known or later developed, and
from which the work can be perceived, reproduced, or otherwise communicated, either directly
or with the aid of amachine or device. 17 U.S.C. 101.

7. Crackz. Theterm “crackz’ usudly refersto materia or software designed to circumvent
copyright protections in software to facilitate illega use.

4 source: Software & Information Industry Association (www.sSia.net).
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8. Digital Content. Theterm “digital content” is used to refer to any information thet is published
or digtributed in adigita form, including text, data, sound recordings, photographs and images,
motion pictures, and software.

0. Display. To display acopyrighted work means to show an origind work or acopy of it,
whether directly or by means of afilm, dide, televison image, or any other device or process
or, in case of amoation picture or audiovisua work, to show individua images nonsequentidly.
17 U.S.C. 101.

10. Digtribution. Theterm “didribution,” in terms of copyright law, refersto the exclusive right of
the copyright holder to sll, trade, rent, lease, lend, or otherwise transfer materia from one
entity to another.

11. Fair Use. Far usisalimited doctrine providing for certain exceptions when permisson is not
required to use portions of copyrighted works. Because most copying of software includes the
entire program, its gpplication israre in this case.

12. Freeware. The reproduction and distribution of freeware is alowed and encouraged as long
asit isnot for profit and with the condition that derivative works must dso be designated as
freeware. That meansthat you cannet take freeware, modify or extend it, and then sdll it as
commercid or shareware software.

13. Implied License. Theterm*“implied licensg” refers to the permission to use a copyrighted
work that isimplied as aresult of some act or conduct on the part of the copyright holder. An
implied licenseis abinding contract between the parties which is agreed to as aresult of their
conduct, rather than.an overt expresson of agreement. The determination of an implied license
is subjective depending.on the circumstances of use of the copyrighted materidl.

14. Infringement. The concept of infringement arises in patent, copyright, or trademark law.
When someone copies software without permission of the copyright or patent owner, or usesa
trademark without the permission of the trademark owner, he or she has committed an act of
infringement, that is, he or she hasinfringed on the rights of the copyright, patent, and/or
trademark owner.

15. Intellectual Property. Theterm “intellectud property” refersto persond rights of ownership
acquired origindly or derivatively from intelectud creations. For example: copyrights,
trademarks, and patents.

16. License. A license (or license agreement) is a contract in which a party with proper authority
(the “licensor”) grants permission for another party (the “licensee’) to do something that would
otherwise be prohibited.
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17.

18.

19.

20.

21.

22.

23.

24,

25.

26.

Licensee. Thelicenseeisthe party who acquires permisson to exercise certain rightsin
software or content, subject to the terms and conditions imposed by the licensor, in alicense
agreement. A licensee obtains no ownership rightsin the copy of the content that he or she
recelves.

Licensor. Thelicensor isthe party who grants to another certain limited rights to possess and
use software or content.

Patent. A patent isagrant of exclusive rightsissued by the U.S. Patent and Trademark Office
that gives an inventor a 20-year monopoly on the right to “practice’ or make, use, and sdll his
or her invention.

Phonorecord. Phonorecords are materia objects in which sounds, other than those
accompanying a motion picture or other audiovisud work; are fixed by any method now known
or later developed, and from which the sounds can be perceived, reproduced, or otherwise
communicated, either directly or with the aid of amachineor device. 17 U.SC. 101. Thus a
compact disc is a phonorecord.

Piracy. Software piracy is the unauthorized use of software.

Public Display Right. Theterm “public display right” refers to the exclusive right granted to
the owner of a copyright to display (and to authorize others to display) his or her work publicly.
17 U.S.C. 106(5).

Public Domain. Public domain software comes into being when the origina copyright holder
explicitly relinquishes al rights to the software. Since under current copyright law, all
copyrighted works (including software) are protected as soon as they are committed to a
medium, for something to be public domain it must be clearly marked as such.

Published, Publication. Publication, under the Copyright Act, isthe ditribution of copies of a
copyrighted work to the public by sae or other transfer of ownership, or by rentd, lease, or
lending. The offering to distribute copies to a group of persons for purposes of further
digtribution, public performance, or public display adso condtitutes publication. A public
performance or display of awork does not of itself congtitute publication. 17 U.S.C. 101.

Reproduction Right. The term “reproduction right” refers to the exclusive right granted to the
owner of a copyright to make (and authorize others to make) copies of hisor her work. 17
U.S.C. 106(2).

Server End. Theterm “sarver end” refersto the computer system servicing the client
computer’ s requests within a network environment. 1t may aso include theindividuas or
organizations operating the computer system.
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27.  Server License. A sarver license permitsdl the users and/or workstations connected to a
server to access software ingtalled on the server. Other times, a server license specificaly
permits a set number of users or workstations to access software ingtalled on the server—often
called a per-seat or per-node license.

28.  Shareware. The copyright holders for shareware alow purchasers to make and distribute
copies of the software, but demand thet if, after testing the software, you adopt it for use, you
must pay for it.

29. Software. See dso, computer program.

30. Statutory Damages. Some laws provide athreshold level of damages, cdled statutory
damages. One such gatute is the Copyright Act, which provides that the plaintiff may recover
between $500 and $100,000 for each copyrighted work infringed by the defendant, regardless
of whether he or sheis able to provein court that he or she has actualy been damaged. 17
U.S.C. 504.

31.  Trademark. A trademark isany word, name, symbol, or device, or any combination thereof,
adopted and used by amanufacturer or merchant to identify his or her goods and distinguish
them from those manufactured or sold by others. 15 U.S.C. 1127.

32.  URL. Thetem“URL" isan acronymfor.uniform resource locator. It isthe address of aste
on the Internet and tells the client software where to locate a sought after file.

33. User. Seedso, client.

34. Warez. Theterm “warez” refersto pirated or illega software. Software or Sites labeled as
warez usudly contain illegad materid and should be avoided and reported.



DOE G 205.2-1 Appendix B
7-12-01 Page B-1

THE WHITE HOUSE

Office of the Press Secretary

For Immediate Release October 1, 1998
Executive Order 13103

COMPUTER SOFTWARE PIRACY

The United States Government is the world' s largest purchaser of computer-related services and
equipment, purchasing more than $20 billion annudly. At atime when acritica component in
discussons with our internationa trading partners concerns their efforts to combat piracy of computer
software and other intellectud property, it isincumbent on the United States to ensure that its own
practices as a purchaser and user of computer software are beyond reproach. Accordingly, by the
authority vested in me as President by the Condgtitution and the laws of the United States of America, it
is hereby ordered asfollows:

Section 1. Policy. It shdl bethe policy of the United States Government that each executive agency
shal work diligently to prevent and combat computer software piracy in order to give effect to
copyrights associated with computer software by observing the relevant provisions of internationa
agreementsin effect in the United States; including applicable provisons of the World Trade
Organization Agreement on Trade-Related Aspects of Intellectua Property Rights,

the Berne Convention for the Protection of Literary and Artistic Works, and relevant provisions of
Federd law, including the Copyright Act.

@ Each agency shal adopt procedures to ensure that the agency does not acquire, reproduce,
digtribute, or transmit computer software in violation of applicable copyright laws.

(b) Each agency shdl establish procedures to ensure that the agency has present on its computers
and uses only computer software not in violation of applicable copyright laws. These
procedures may include:

@ preparing agency inventories of the software present on its computers;
2 determining what computer software the agency has the authorization to use; and

3 developing and maintaining adequate record keeping systems.

(© Contractors and recipients of Federal financial assstance, including recipients of grants and loan
guarantee assstance, should have appropriate systems and controlsin place to ensure that
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Federa funds are not used to acquire, operate, or maintain computer software in violation of
applicable copyright laws. If agencies become aware that contractors or recipients are using
Federa fundsto acquire, operate, or maintain computer software in violation of copyright laws
and determine that such actions of the contractors or recipients may affect the integrity of the
agency’ s contracting and Federa financia ass stance processes, agencies shdl take such
measures, including the use of certifications or written assurances, as the agency head deems
appropriate and cons stent with the requirements of law.

(d) Executive agencies shdl cooperate fully in implementing this order and shdl share information as
gopropriate that may be ussful in combating the use of computer software in violation of
gpplicable copyright laws.

Section 2. Responghilities of Agency Heaeds. In connection with the acguisition and use of computer
software, the head of each executive agency shdl:

@ ensure agency compliance with copyright laws protecting computer software and with the
provisons of this order to ensure that only authorized computer software is acquired for and
used on the agency’ s computers,

(b) utilize performance measures as recommended by the Chief Information Officers Council
pursuant to section 3 of this order to assess the agency’ s compliance with this order;

(© educate appropriate agency personnel regarding copyrights protecting computer software and
the policies and procedures adopted by the agency to honor them; and

(d) ensure that the policies, procedures, and practices of the agency related to copyrights
protecting computer software are adequate and fully implement the policies set forth in this
order.

Section 3. Chief Information Officers Council. The Chief Information Officers Council (“Council”)
established by section 3 of Executive Order No. 13011 of July 16, 1996, shdl be the principa
interagency forum to improve executive agency practices regarding the acquisition and use of computer
software, and monitoring and combeting the use of unauthorized computer software. The Council shdl
provide advice and make recommendations to executive agencies and to the Office of Management
and Budget regarding appropriate government-wide measures to carry out this order. The Council
ghdl issueitsinitid recommendations within 6 months of the date of this order.

Section 4. Office of Management and Budget. The Director of the Office of Management and Budge,
in carrying out respongbilities under the Clinger-Cohen Act, shal utilize gppropriate oversight
mechanisms to foster agency compliance with the policies set forth in this order. In carrying out these
respongbilities, the Director shal consder any recommendations made by the
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Council under section 3 of this order regarding practices and policies to be ingtituted on a government-
wide basisto carry out this order.

Section 5. Definition *Executive agency” and “agency” have the meaning given to that term in section
4(1) of the Office of Federal Procurement Policy Act (41 U.S.C. 403(1)).

Section 6. Nationa Security. Inthe interest of nationa security, nothing in this order shal be construed
to require the disclosure of intelligence sources or methods or to otherwise impair the authority of those
agencieslisted a 50 U.S.C. 401a(4) to carry out intelligence activities.

Section 7. Law Enforcement Activities. Nothing in this order shal be construed to require the
disclosure of law enforcement investigative sources or methods or to prohibit or otherwise impair any
lawful investigetive or protective activity undertaken for or by any officer, agent, or employee of the
United States or any person acting pursuant to a contract or other agreement with such entities.

Section 8. Scope. Nothing in this order shdl be congtrued to limit or otherwise affect the
interpretation, application, or operation of 28 U.S.C. 1498.

Section 9. Judicid Review. This Executive Order isintended only to improve the internad management
of the executive branch and does not create any right or benefit, substantive or procedurd, at law or
equity by aparty againg the United States, its agencies or instrumentalities, its officers or employees, or
any other person.

WILLIAM J. CLINTON

THE WHITE HOUSE,
September 30, 1998
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