mad

ORDER

DOE 5650.2A

5-8-85

Canclled LyPE TEZ0- 25
DEPARTMENT OF ENERGY

CLASSIFICATION

OF

INFORMATION

MANUAL




Vet

U.S. Department of Energy ORDER

Washington, D.C.
gto ! DOE 5650.2A
5-8-85
SUBJECT: (CLASSIFICATION OF INFORMATION
nz ' 528 LD <5/~

1. PURPOSE. To specify responsibilities, authorities, policy, and procedures
for the management of the Department of Energy (DOE) classification system.

2, CANCELLATION. DOE 5650.2, CLASSIFICATION OF INFORMATION, of 12-12-78.

3. SCOPE. The provisions of this Order apply to all Departmental Elements and
contractors and subcontractors performing work for the Department as pro-
vided by law and/or contract and as implemented by the appropriate con-
tracting officer,

4. REFERENCES,

a. Atomic Energy Act of 1954, as amended, 42 U.S.C. 2011-2296 (Atomic
Energy Act), which established procedures for control of atomic energy
information.

b. Department of Energy Organization Act of 1977, Public Law 95-91, which
created DOE,

¢c. DOE Delegation Order No. 0204-2, 10-1-77, which authorizes the Assistant
Secretary for Defense Programs (DP-1) to direct and administer the DOE
classification program, based on the Atomic Energy Act.

d. DOE Delegation Order No. 0204-101, of 8-1-82, which. authorizes DP-1 to
direct and administer the NOE information security program, based on
Executive Order 12356.

e. Energy Reorganization Act of 1974, as amended, Public Law 93-438, which
created the Energy Research and Development Administration (ERDA) and
.the Nuclear Regulatory Commission (NRC).

f. Executive Order 10290, "Prescribing Regulations Establishing Minimum
Standards for the Classification, Transmission, and Handling, by Depart-
ments and Agencies of the Executive Branch, of Official Information
which Requires Safeguarding in the Interest of the Security of the
United States," of 9-24-51 (superseded by Executive Order 10501).

g. Executive Order 10501, as amended, "“Safeguarding Official Information in
the Interests of the Defense of the United States," of 11-5-53
(superseded by Executive Order 11652), which established requirements
concerning classification of defense information,
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Executive Order 10964, "Amendment of Executive Order No. 10501 Entitled
‘Safequarding Official Information in the Interests of the Defense of
the United States,'" of 9-20-61 (superseded by Fxecutive Order 11652},
which amended classification requirements of Executive Order 10501,

Executive Order 11652, as amended, "Classification and Declassification
of National Security Information and Materials," of 3-8-72 (superseded
by Executive Order 12065), which provided new requirements concerning
classification of information.

Executive Order 12065, "National Security Information," of 6-28-78
(superseded by Executive Order 12356), which provided new requirements
concerning classification of information.

Executive Order 12356, "National Security Information," of 4-2-52, 3 CFR
166 (1983), which provides new requirements concerning classification of
information,

Freedom of Information Act of 1967, as amended (hereinafter referred to
as the Freedom of Information Act (FOIA)), which established
requirements for public access to Government information,

Information Security Oversight Office Directive No., 1, "National
Security Information," of 6-23-82, 32 CFR 2001 (1984), which supplements
Executive Order 12356,

National Security Act of 1947, as amended, Public Law 80-253, which
created the Nepartment of Nefense (DON),

Patent Secrecy Act of 1952, Public Law 82-593, which established
authority for imposing secrecy on patents of importance to the national
security.

Presidential Order, "National Security Information," of 5-7-82, 3 CFR
257 (1983), in which the President authorizes particular officials to
classify information originally (the Secretary of Energy is granted Top
Secret Original Classification Authority).

Privacy Act of 1974, 5 U.S.C. 552a, which established requirements for
Government protection of personal information.

BY ORDER OF THE SECRETARY OF ENERGY:

B WILLIAM S. HEFFELFINGER
Director of Administration
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CHAPTER 1
ABBREVIATIONS AND DEFINITIONS

1. ABBREVIATIONS,

d.

C - Confidential.

D6 - Downgrade in 6 years.

D8 - Downgrade in 8 years.

D10 -.Downgrade in 10 years.

NOD - Department of Defense.

DOE - Department of Energy.

DP-1 - Assistant Secretary for Defense Programs.
NP-32 - Director of Classification.

DP-34 - Director of Safeguards and Security.

EO - Executive Order.

ERDA - Energy Research and Development Administration,
FERC - Federal Energy Regulatory Commission,
FOIA - Freedom of Information Act.

FRD - Formerly Restricted Data.

FRUS - Foreign Relations of the United States.
GC-42 - Assistant General Counsel for Patents.
GDS - General Declassification Schedule,

HQ - Headquarters,

1800 - Information Security Oversight Office.
NRC - Nuclear Regulatory Commission.,

NSI - National Security Information.

OADR - Originating Agency's Determination Required.

NUO0 - Official Use Only.
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X. RD - Restricted Data.
y. R&D - Research and Development.
z. REV20 - Review in 20 years.
aa. REV30 - Review in 30 years,
bb, S - Secret,
cc. SCI - Sensitive Compartmented Information.
dd. TS - Top Secret.
ee, UCNI - Unclassified Controlled Nuclear Information,
ff. XGDS - Exempt from the General Declassification Schedule.
DEFINITIONS. For the purpose(s) of this Order, these definitions also

include other Federal agencies and their contractors and subcontractors
performing work for DOE under Interagency Agreements and financial
assistance recipients whose efforts involve classified information,

a. Administrative Information is that required or generated in the normal

functioning of an organization or program, other than technical,
costing, or programmatic information.

b. Authorized Classifier.

(1) Original Classifier. One authorized to classify National Security
Information (NSI) by an original determination based on Executive

Order 12356, where no specific guidance exists.

(2) Derivative Classifier., One authorized to classify documents or

material as Restricted Data (RD), Formerly Restricted Data (FRD),

or NSI only in accordance with existing guidance.

c. Authorizing Official. See "Denying Official,” paragraph 2bb, below.

d. Classification,

(1) Original Classification. The initial determination that
information requires protection as NSI under the provisions of
Executive Order 12356. Includes the specification of a
classification level and the classification duration.
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(2) Derivative Classification,

(a) Restricted Data or Formerly Restricted NData. A determination
in accordance with approved classification guidance or source
documents that a document or material contains RD or FRD,

(b) National Security Information. A determination in accordance
with approved classification guidance, source documents, or
other instructions from an Original Classifier that a document
or material contains NSI,

Classification Appraisal. A systematic process by which a judgment is

made of the quality of a classification program,

Classification Authority,

(1) Origiral Classification Authority. Authority to originally
‘classify documents or material as NSI.

(2) Derivative Classification Authority. Authority to derivatively
ctassify documents or material as RD, FRD, or NSI,

Classification Boards are appointed by Heads of Field Elements or prime

contractor organizations or Classification Officers to assist them in
discharging their classification and declassification responsibilities.

Classification Category. One of the three kinds of classified infor-

mation: Restricted Data, Formerly Restricted Data, or National Security
Information,

Classification Guide. A document containing classification guidance for

the use of Authorized Classifiers and Derivative Declassifiers in making
classification determinations.

Classification Level, One of the three classification specifications:

Top Secret, Secret, Confidential.

Classification/Security Markings are affixed to classified documents or

material to indicate, among other things, the classification category of
information contained therein (i.e., RD, FRD, or NSI), the
classification level (i.e., Top Secret, Secret, or Confidential) or the
designation "Unclassified," and the date or event for declassification
for NSI.

Classification Officer.

(1) Department of Energy Classification Officer. One designa’ J4 by the
Head of a Field Element to administer its classification program
and oversee or monitor the classification programs of contractor
organizations under its jurisdiction.
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(2) Contractor Classification Officer., One designated by the head of a
contractor organization to administer its classification program
and oversee or monitor the classification programs of subcontractor
organizations under its jurisdiction,

Classification Policy. DOE policy on classification,

transclassification, downgrading, and declassification of information
under its purview,

Classification Violation. Willful abuse of the classification provi-

sions of the Atomic Energy Act, Executive Order 12356 and its
implementing directives, other statutes or executive orders pertaining
to classification, this Order, or approved classification guidance,

Classified Document. Any document containing classified information,

Classified Information requires protection against unauthorized

disclosure in the interest of national security and includes RD, FRD,
and NSI,

Confidential. The lowest classification level applied to information

the unauthorized disclosure of which could reasonably be expected to
cause damage to the national security.

Confidential Source. Any individual or organization that has provided,

or that may reasonably be expected to provide, information to the United
States on matters pertaining to the national security with the expecta-
tion, expressed or implied, that the information or identity of the
source, or both, will be held in confidence.

Contractor Classification Officer. See "Classification Officer,"

paragraph 21, above.

Contractor Organization. For the purpose(s) of this Order, the

definitions in subparagraphs t(1) and (2) also include other Federal
agencies and their contractors and subcontractors performing work for
DOE under Interagency Agreements and financial assistance recipients
whose efforts involve classified information,

(1) Prime Contractor Organization. An organization under direct
contract at any tier to DOE.

(2) Subcontractor Organization. An organization under contract at any
tier to a DOE contractor organization,

NDeclassification,

(1) A determination by appropriate authority that information is no
longer classified; or
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(2) A determination by appropriate authority in accordance with
approved classification policy or guidance that a classified
document or material no longer contains classified information; or

(3) The removal or cancellation of classification markings from a docu-
ment or material in accordance with a declassification notice from
an appropriate authority,

v. DNeclassification Authority. Authority to determine that information,
documents, or material can be declassified and to effect such
declassification,

w. Declassification Event., An event that would eliminate the need for
continued classification,

x. DNeclassification Guidance. Guidance provided by appropriate authority
for use in declassifying documents or material. It may be used only by
those with declassification authority.

y. DNeclassification Policy. DOE policy on declassification of information,

z. DNeclassified Document. A previously classified document that has been
declassified in accordance with approved declassification policy and
from which the classification markings have been removed or cancelled,

( ' aa., DNeclassified Information. Previously classified information that has
been declassified by appropriate authority.

bb. Denying Official, A NOF official authorized to make initial determina-
tions for DOE to deny, in whole or in part, requests for records under
the FOIA, (With respect to determinations to release information,
referred to as an "Authorizing Official,")

cc. DNepartmental Element, A Headquarters (HQ) Flement or a field element,

(1) Headquarters Element. For purposes of this Order, an organization at or
above the office level (level 3) located within the Washington, DC,
metropolitan area, or in the case of the 0ffice of Scientific and
Technical Information, located in Oak Ridge, Tennessee.

(2) Field Element. For purposes of this Order, an operations office, power
administration, regional office, or Naval Reactors field office.

dd. Department of Energy Classification Officer, See "Classification
Officer”, paragraph 21, above.

ee, Derivative Classification., See "Classification," paragraph 2d, above.

ff. Derivative Classification Authority. See Classification Authority,"
paragraph 2f, above,
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Derivative Classifier. See "Authorized Classifier," paragraph 2b,
above,

Derivative Declassifier. One authorized to downgrade and declassify
documents or material,

Document. Any record of information regardless of physical form or
characteristics, including, but not limited to, the following:

(1) A1l handwritten, printed, or typed matter;
(2) A1l painted, drawn, or engraved matter;
(3) A1l sound, magnetic, electromechanical, or optical recordings;

(4) A1l photographic prints, exposed or developed film, and still or
motion pictures;

(5) Automatic data processing input, memory, program, or output
information or records such as punch cards, tapes, memory drums or
disks, or visual displays; and

(6) A1l reproductions of the foregoing by any process.

Downgrading., Lowering the classification level of information,
documents, or material (does not include declassification).

Field Element. See "Departmental Element," paragraph 2cc, above,

Foreign Government Information.

(1) 1Information provided by a foreign government or an international
organization of governments, or any element thereof with the
expectation, expressed or implied, that the information, the source
of the information, or both, are to be held in confidence; or

(2) Information produced by the United States pursuant to or as a
result of a joint arrangement with a foreign government(s) or an
international organization of governments, or any element thereof,
requiring that the information, the arrangement, or both, are to be
held in confidence,

Formal Report, A formal topical or progress report distributed in
accordance with specific categories of the Standard Distribution Lists
NDOE/TIC-4500 for unclassified information and M-3679 for classified
information, and by other 1ists as designated by the Manager of
Scientific and Technical Information.

Formerly Restricted Data. Classified information jointly determined by
NP-1 and the NDOD to be related primarily to the military utilization of
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ZZ,

atomic weapons, and removed by NP-1 from the RN category pursuant to
section 142(d) of the Atomic Energy Act.

Government Agency. Any executive department, commission, independent
establishment, or corporation, wholly or partly owned by the United
States of America, which is an instrumentality of the llnited States, or
any board, bureau, division, service, office, officer, authority,
administration, or other establishment in the Executive Branch of the
Government,

Headquarters Classification Representative. An individual appointed by
his or her element to serve as the point of contact with DP-32 on
classification policies and procedures and to assist others in their
classification and declassification responsibilities and authorities.

Headquarters Element. See "Departmental Element," paragraph 2cc, above,

Information, In this Order, information means facts, data, or knowledge
itself, rather than the medium of its conveyance. (Documents and mater-
ials are deemed to convey or contain information and are not considered
to be information per se.)

Information Security Oversight Office. An organization within the
General Services Administration responsible for overseeing Government
implementation of Executive Order 12356.

Local Classification Guide. A classification guide prepared and issued
by DOE or a DOE contractor organization for a specific facility or
activity., It is based on one or more program classification guides and
provides detailed classification gquidance,

Mandatory Review. A declassification review that can be initiated or
requested by a member of the public, a Government employee, or another
Government agency pursuant to Executive Order 12356 and this Order,

Material. Any substance regardless of its physical or chemical form
(e.9., chemicals, raw materials, fabricated or processed items,
machinery, or equipment).

National Security. The national defense and foreign relations of the
United States.

National Security Information. Information pertaining to national
security and classified in accordance with an Executive Order.

Office of Classification. In this manual, the Office of Classification,
DOE-Headquarters.

Nffice of Safeguards and Security. In this manual, the Office of
Safeguards and Security, DOE-Headquarters.
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Official Information. Any information or material, regardless of its

physical form or characteristics, that is owned by, produced by or for,
or under the control of the United States Government,

Official Use Only,

(1) A designation identifying unclassified information that may be
exempt from mandatory disclosure under the FOIA; or

(2) A former (7-18-49 through 10-22-51) security classification
marking.

Original Classification. See "Classification," paragraph 2d; above.

Original Classification Authority. See "Classification Authority,"

paragraph 2f, above,

Original Classifier, See "Authorized Classifier," paragraph 2b, above.

Portion Marking, The application of NSI classification markings to

individual portions of a document to indicate their specific
classification.

Prime Contractor Organization. See "Contractor Organization,"

paragraph 2t, above,

Program Classification Guide. A guide that states specific

classification policy for a particular DOE program and provides the
basis for the development of local guides.

Reclassification, Restoration of classification to information

previously classified as NSI and then declassified.

Responsible Reviewers. Those appointed to advise the Director of Clas-

sification (DP-32) on classification and declassification of matters in
their fields of professional competence,

Restricted.

(1) A former U,S. security classification marking (prior to 12-15-53);
or

(2) An active security classification marking used by some foreign
governments and international organizations.

Restricted Data., All data concerning the following, but not including
data declassified or removed from the RN category pursuant to section
142 of the Atomic Energy Act:
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(1) Design, manufacture, or utilization of atomic weapons;
(?) Production of special nuclear material; or
(3) Use of special nuclear material in the production of energy.

Sanitizing. 1In this manual, the physical removal of all classified

information from a classified document.

Secret, The classification level between Confidential and Top Secret,

applied to information the unauthorized disclosure of which could

reasonably be expected to cause serious damage to the national security,

Sensitive Compartmented Information. All information and material

requiring special control for restricted handling under compartmented
foreign intelligence systems.

Source Document. A document, other than a classification guide, from

which information is extracted for inclusion in another document. The
term "source document" is used in the context that the classification of
information extracted from the source document is determined by refer-
ence to the classification specified in the source document for the
information extracted.

Subcontractor Organization, See "Contractor Organization," paragraph

2t, above.

Systematic Review, The classification review under Executive Order

12356 1n which the Archivist of the llnited States, acting under the
Federal Records Act, determines which NSI records and Presidential
papers or records are of sufficient historical value or other value to
warrant permanent retention,

Systematic Review Guidelines. Guidelines required by Executive Order

12356 for identifying NSI or documents containing NSI that may not be
declassified automatically by the National Archives at 30 years.

System Manager, The DOE official responsible for a NOE system of

records as designated in the system notice of that system published by
DOE in the "Federal Register" in accordance with the provisions of the
Privacy Act of 1974,

Top Secret. The highest classification level, applied to information,

the unauthorized disclosure of which could reasonably be expected to
cause exceptionally grave damage to the national security.

Transclassification. The removal of information from the RD ca.zgory

and its placement in the FRD category in accordance with section 142(d)
of the Atomic Energy Act or the NSI category in accordance with section
142(e). (Does not include declassification.)
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www. Unclassified, The designation for information, a document, or material
that has not been classified or that has been declassified by proper
authority.

xxx. Unclassified Controlled Nuclear Information. Certain unclassified
Government information prohibited from unauthorized dissemination under
section 148 of the Atomic Energy Act.

yyy. Upgrading. Raising the classification level of information, documents,
or material, including correction of classification on such items
erroneously issued as unclassified or at too low a classification level.

zzz, Visual Materials. Photographs, motion pictures, slides, artists'
concepts, engineering drawings, plant layouts, plots, plans, maps, and
so forth,
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CHAPTER II
RESPONSIBILITIES AND AUTHORITIES
PART A - HEADQUARTERS
1. SECRETARY,

a. 0Originally classifies NSI up to and including Top Secret.

b. Delegates Top Secret Original Classification Authority to those
principal subordinates who frequently need to exercise such authority.

c. Requests interpretations of Executive Order 12356 from the Attorney
General for any question arising in the course of its administration
pursuant to section 6.2(b) of Executive Order 12356.

ASSISTANT SECRETARY FOR DEFENSE PROGRAMS.

a. Approves basic NOE policy on the classification and declassification of
RD, FRD, and NSI; approves the "Classification Policy Guide for Nuclear
Programs" and other formal statements of NOE classification policy.

b. DNeclassifies and transclassifies RD and declassifies FRD in accbrdance
with sections 142(a), (c), (d), and (e) of the Atomic Energy Act.

c. Assures DOE implementation of the classification and declassification
provisions of the Atomic Energy Act and Executive Order 12356,

d. Determines which categories of information, in addition to those in
section 1,3{a) of Executive Order 12356, are related to the national
security and require protection against unauthorized disclosure.

e, Grants and revokes waivers of the requirement to portion mark documents
containing NSI only.

f. Grants and revokes waivers of the requirement to prepare classification

guides in areas concerning NSI for specified classes of documents and
information,

DEPUTY ASSISTANT SECRETARY FOR INTELLIGENCE.

a. Serves as the Senior Official of the Intelligence Community for DOE.

b. Advances the application of uniform procedures for administrative
handling and accountability of Sensitive Compartmented Information
(SC1), including the classification and marking of SCI document- and
materials.,
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DEPUTY ASSISTANT SECRETARY FOR SECURITY AFFAIRS. -
a. Oversees the implementation of the classification and declassification
provisions of the Atomic Energy Act and Executive Order 12356.
b. Reclassifies NSI previously declassified and disclosed, in accordance
with section 1.6(c) of Executive Order 12356, .
DIRECTOR OF CLASSIFICATION.
a. General Responsibilities and Authorities.
(1) Develops (for the approval of DP-1) the "Classification Policy
Guide for Nuclear Programs" and other formal statements of DOE
classification policy; coordinates proposed policies with
appropriate DOE program organizations,
(2) Interprets DOE classification policy.
(3) Develops and implements DOE classification and declassification
rules, regulations, and procedures.
(4) Recommends to DP-1 all actions for removing information from the RD
and FRD categories. )
(5) Determines the proper classification category and level of DOE ‘
information; interprets what information falls within the RD
definition,
(6) Manages the DOE Classification Guide System,

(a) Assures the preparation, coordination, and issuance of
classification guidance for DOE programs that involve or
generate classified information,

(b) Coordinates and assures issuance of classification guidance
for classified information generated under the cognizance of
DOE when the classification policy for such information is
developed by other Government agencies or foreign governments.

(c) Approves all program classification guides prior to their
issuance. Approves local classification guides or delegates
~authority for their approval to field elements, as
appropriate.

(d) Conducts a continuing review of all DOE classified information
and classification guides to ensure their accuracy and
currency and to identify which information may be declassified
without undue risk to the common defense and security.
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(7)

(8)

(e)

Maintains an index of all DOE and DOE contractor
classification guides.

Oversees international classification cooperation.

(a)

(b)

Maintains liaison and serves as DOE contact with foreign
governments on matters concerning classification and
declassification of information.

Nevelops classification and declassification standards as
required for international agreements for cooperation entered
into pursuant to the provisions of the Atomic Energy Act, and
reviews and evaluates foreign classification and declassifica-
tion policies, procedures, and actions established or taken
pursuant to such agreements to assure that they are consistent
with the requirements of the agreements,

Manages programs for the classification and declassification review
of documents and other materials.

(a)

(b)

(c)

(d)

(e)
(f)

Performs final reviews of all classified documents requested
from DOE under the provisions of the FOIA; determines the
proper classification thereof; if possible, prepares sanitized
versions of such documents; and is the DOE Denying Official
with regard to the denial of classified information requested
pursuant to the FOIA.

Reviews all testimony, transcripts, and other documents
prepared for the Congress in potentially classified subject
areas and, as requested, documents prepared by Congress
dealing with DOE-related programs involving classified
information or where any uncertainty may exist concerning the
classification of such documents,

Reviews documents for classification and declassification
submitted by Departmental Elements, NOE contractors, and other
Government agencies.

Reviews patent applications in potentially classified subject
areas.

Reviews documents submitted by uncleared authors,

Assists the Department of State in its preparation of the
Foreign Relations of the United States (FRUS) series by
reviewing classified documents containing NDOE information that
are proposed for inclusion in the FRUS series,
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Advises system managers with regard to classified documents
requested pursuant to the Privacy Act of 1974,

Conducts a continuous review of the classification and declas-
sification program to ensure compliance with the classification
provisions of the Atomic Energy Act, Executive Order 12356, and
this Order.

Develops classification and declassification education and training
programs, and administers such programs for the HOQ personnel and,
as required, field element personnel,

Advises and assists Heads of Departmental Elements with regard to
classification and declassification policies and procedures and
changes thereto.

Approves field elements' requests to conduct large-scale
declassification reviews. Approves specific procedures for such
reviews at Headquarters.

Appraises the effectiveness of the classification functions of
Departmental Elements.

Obtains service of field elements, contractor personnel, or private
consultants, when necessary, in the classification and
declassification program,

Approves, after coordination with the appropriate Headquarters
Element, a procedure for discharging classification and
declassification responsibilities and authorities related to its
Headquarters-administered contracts.

Maintains liaison and serves as the DOE contact with other
Government agencies and private interests on matters concerning DOE
classification and declassification policies and procedures and, as

appropriate, provides classification and declassification guidance
and training,

Performs other functions assigned by DP-1.

b. Responsibilities and Authorities Derived From Executive Order 12356,

(1)

Acts as the Senior Agency Official responsible for the direction
and administration of the DOE information security program, except
for those provisions of the Executive Order and implementing
directives which deal with the safeguarding of classified
information such as personnel security, physical security, and the
establishment of special access programs.
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(2)

(3)

(4)

(5)

(6)

(7)

(8)

(9)

(10)

(1)

(12)

(13)

I1-5

Originally classifies NSI information as Top Secret, Secret, or
Confidential (Executive Order 12356, section 1.2(d)(2)).

Publishes in the "Federal Register" those parts of DOE classificaticn
regulations which implement Executive Order 12356 and affect members
of the public.

Makes recommendations to DP-1 with regard to the determination

of categories of information related to national security and
requiring protection against unauthorized disclosure pursuant to
section 1.3(a)(10) of Executive Order 12356; ensures that such
determinations are reported to the Information Security Oversight
0ffice (IS00).

Declassifies NSI on a Departmentwide basis, consistent with
established DOE classification policy.

Represents the Secretary in any interagency meetings convened by the
IS00; acts as the DOE contact with the I1S00; and advises the
Secretary and DP-1 with regard to actions and determinations made by
the Director of the IS00 affecting DOE.

Collects, prepares, and submits information to the ISO0 pursuant to
Executive Order 12356, its implementing directives, and requests of
the 1S00.

Makes recommendations to the Secretary concerning the designation of
certain Top Secret Classifiers; acts for the Secretary in designating
other Top Secret Classifiers, all Original Secret and Confidential
Classifiers, and all HQ Derivative Classifiers.

Notifies the Director of Safeguards and Security (DP-34) of the
appointment of Top Secret Classifiers so that DP-34 may assign
appropriate Top Secret authenticating symbols.

Monitors the requirements for and use of original classification
authority in DOE and DOE contractor organizations.

Acts for the Secretary in designating Derivative Declassifiers and
maintains a record of all DOE and DOE contractor Derivative
Declassifiers.

Issues, reviews, and updates guidelines for systematic declassi-
fication review and designates experienced personnel to assist the
Archivist of the United States in the conduct of systematic reviews
of information originated by DOE.

Conducts, as required, an internal systematic review program for
classified information originated by DOE.



6.

DOE 5650.2A
5-8-85

(14) Develops procedures to process requests for the mandatory review of
NSI and publishes in the "Federal Register" the Departmental
Element to which such requests may be addressed,

(15) Serves as the central DOE authority for receiving all requests for
declassification review of information under the mandatory review
provisions of Executive Order 12356,

(16) Exercises, as necessary, the authority granted by section 1.6(d) of
Executive Order 12356 to classify documents requested pursuant to
the FOIA or the mandatory review provisions of Executive
Order 12356.

HEADS OF HEADQUARTERS ELEMENTS.

d.

e.

g.

Establish internal procedures to assure compliance with this Order and
any other regulations or instructions issued by the Office of
Classification,

Appoint, if so requested by DP-32, an individual (Headquarters
Classification Representative) to be responsible for liaison with the
Office of Classification.

Request designations of classification authority as needed for HQ
Elements or contractors under their jurisdiction,

Assure participation by personnel with classification responsibility in
the planning stages of new programs that have potential for involving or
generating classified information.

Inform DP-32 of all proposed projects or HO-administered contracts that
could involve classified information so that DP-32 may assure that
appropriate and adequate classification guidance is available for such
projects or contracts.

Establish, with the approval of DP-32, procedures to carry out an
appropriate classification program for HQ-administered contracts.,

Assure that DOE and DOE contractor personnel within their jurisdiction
who publish or deliver papers at conferences or any other presentation
concerning potentially classified subject areas are informed by
classification representatives on existing classification guidance in
the subject areas of their papers and advised as to potential danger
areas in the discussion following their presentations.

Assure appropriate classification review of all documents or materials
prepared by DOE or DOE contractor personnel under their jurisdiction
concerning potentially classified subject areas.
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P.

Assist DP-32 in preparing program classification guides or revisions
thereto.

Obtain classification guidance from DP-32 for programs under their
purview that have a potential for involving or generating classified
information; assure that all employees in their HQ element or
contractors under their jurisdiction receive adequate classification
guidance for their work.

Assure that approved classification guidance is included with authoriza-
tion of new work initiated by their HO element when such work is likely
to involve or generate classified information.

Provide DP-32 with information required to be maintained by DP-32 or
reported to the IS00 in accordance with Executive Order 12356 and its
implementing directives, or as determined to be required by NP-32,

Establish, when necessary, detailed procedures for large-scale
declassification reviews and submit such procedures to DP-32 for
approval,

Assist DP-32 in the classification education program for HO Elements and
their contractors.

Assist DP-32 in the classification appraisal program of H) Elements and
contractors involved with classified information; follow up on appraisal
findings requiring corrective action; take action on recommendations
made in appraisals of the classification programs under their
supervision; ensure that major prime contractor organizations conduct
classification appraisals of subcontractor organizations involved with
classified information.

Take appropriate and prompt corrective action whenever a classification
violation occurs within their organizations.

HEADQUARTERS CLASSIFICATION REPRESENTATIVES,

a.

bo

C.

Serve as the point-of-contact for their elements with NDP-32 concerning
classification policies and procedures.

Assist the Heads of HQ Elements in exercising their classification and
declassification responsibilities and authorities,

Respond to questions from individuals within their elements concerning
classification policies and procedures and refer questions, as
necessary, to DP-32,

Maintain a current listing of Authorized Classifiers and Derivative
Declassifiers within their elements.
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DEPARTMENT OF ENERGY EMPLOYEES.,

a.

C.

Refer questions concerning classification or declassification of infor-
mation, documents, or material to Authorized Classifiers, their classi-
fication office, or through channels to DP-32,

Obtain a determination from an Authorized Classifier on information,
documents, or material the classification of which is in question,

Refer suggestions, complaints, or challenges concerning the DOE classi-
fication and declassification program to their classification office or
DP-320
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PART B - FIELD ELEMENTS AND CONTRACTOR ORGANIZATIONS

HEADS OF FIELD ELEMENTS.

a.

b.

C.

Establish internal procedures to assure compliance with provisions of
this Order and any other regulation or instruction issued by DP-32,

Designate, when needed and with the concurrence of DP-32, persons to
serve as DOE Classification Officers. Review contractor nominations for
Classification Officers and recommend DP-32 approval.

Request of DP-32, as needed for field elements or contractors under
their jurisdiction, designations of classification authority for:

(1} Original Classification Authority (all levels);
(2) Top Secret Derivative Classification Authority; and
(3) Derivative NDeclassification Authority.

Assure designation of Secret and Confidential Derivative Classifiers, as
necessary, for field elements or contractors under their jurisdiction
and maintain a listing of such classifiers and declassifiers in field
elements and contractors under their jurisdiction.

Assure participation by appropriate Classification Officers and other
personnel with classification responsibility in the early planning
stages of new programs that have potential for involving or generating
classified information,

Obtain classification guidance from DP-32 for programs under their
purview that concern potentially classified subject areas.

Assist DP-32 in preparing program classification guides or revisions
thereto.

Assure that field elements and contractors under their jurisdiction
prepare local classification guides or receive program classification
guides approved for this purpose covering all classified work being
performed.

(1) Where delegated such authority, approve local classification guides
for implementation, providing final copies for the record to DP-32,

(2) Where local approval authority has not been delegated, submit
proposed local classification guides and significant changes in
local classification guides to DP-32 for approval prior to their
issuance.
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i. Assure that approved classification guidance is included with authoriza-
tion of new work initiated by field elements or contractors under their
jurisdiction when such work is likely to concern classified subject
areas, and provide copies of such guidance to DP-32 at the time of
initial distribution.

j. Assure that DOE and contractor personnel within their jurisdiction who
publish or deliver papers at conferences or any other presentation con-
cerning potentially classified subject areas are informed by classifica-
tion representatives on existing classification guidance in the subject
areas of their papers and advised as to potential danger areas in the
discussion following their presentations,

k. Assure that all documents and materials prepared within their jurisdic-
tion by DOE or DOE contractor personnel concerning potentially classi-
fied subject areas receive appropriate classification review.

1. Provide DP-32 with information required to be maintained by DP-32 or
reported to the 1S00 in accordance with Executive Order 12356 and its
implementing directives, or as determined to be required by DP-32.

m. Establish, when necessary, detailed procedures for special large-scale
reviews of accumulations of classified documents in their field
elements. Approve such plans when submitted by contractors under their
jurisdiction, after consultation with DP-32,

n, Develop and conduct a classification appraisal program for their field
elements and contractors involved with classified information; follow up
on appraisal findings requiring corrective action; take action on recom-
mendations made in appraisals of the classification programs under their
supervision; ensure that major prime contractor organizations conduct
classification appraisals of subcontractor organizations involved with
classified information,

o. Take appropriate and prompt corrective action whenever a classification
violation occurs within their field elements.

p. Assure that an appropriate classification education program is conducted
for DOE and DOE contractor organizations under their jurisdiction.

q. Appoint Classification Boards, as appropriate.

r. Assure that Heads of contractor organizations discharge, in relation to
their own organization, subcontractors and suppliers, the responsibili-
ties and authorities specified in (a) through (q), above, by including
appropriate provisions in their contracts. If these responsibilities
entail submission of information to DP-32, it should be made through the
appropriate Headquarters or field element,
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2. FIELD ELEMENT AND CONTRACTOR CLASSIFICATION OFFICERS.

a. Assist or act for the Head of their Field Element or contractor
organization, as appropriate, in exercising their responsibilities and
authorities with regard to classification and declassification,

b. Maintain continuous contact with appropriate technical staff personnel
and with other Classification Officers in related programs.

c. Provide classification guidance to employees within their organization
and, as necessary, to their contractors or subcontractors,

d. Coordinate the preparation of local classification guides for fields of
operation or programs within their purview,

e. Assure that DOE and DOE contractor personnel within their jurisdiction
who publish or deliver papers at conferences or any other presentation
concerning potentially classified subject areas are informed on existing
classification guidance in the subject areas of their papers and advised
as to potential danger areas in the discussion following their
presentation,

f. Assure that all documents and materials prepared by DOE or contractor
personnel within their jurisdiction concerning potentially classified
ﬁwh‘ subject areas receive appropriate classification review.

g. Provide technical advice, as requested, to DP-32 on classification
matters of mutual interest.

h, Initiate classification and declassification reviews of documents
originated within their field elements,

i. Conduct classification appraisals of their contractor or subcontractor
organizations.

J. Supervise special declassification activities or reviews.

k. Conduct a classification education program for their field elements and
assure that such programs are conducted at their contractors' and
subcontractors' sites.

1. Appoint Classification Boards, as appropriate.

3. RESPONSIBLE REVIEWERS.,

a., Advise DP-32 with regard to the classification of information within
their fields of competence.
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b. Make recommendations to DP-32 regarding theAdeclass1f1cat1on or

continued classification of documents or mater1als subm1tted for their
review,

4, F1ELD ELEMENT AND CONTRACTOR EMPLOYEES.

a. Refer questions concerning classification or declassification of
information, documents, or material to Authorized Classifiers, their
classification office, or through channels to DP-32,

b. O0Obtain a determiniation from an Author1zed C1ass1f1er on 1nformat1on
‘documents, or material the c]ass1f1cat1on of which is in question,

c. Refer suggestions, complaints, or challenges concerning the DOE
classification and declassification program to their classification
office or DP-32,
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PART C - APPOINTMENTS AND QUALIFICATIONS

1., AUTHORIZED CLASSIFIERS, See Chapter V, Part A,

2. AUTHORIZED DECLASSIFIERS. See Chapter VI, Part A.

3. CLASSIFICATION OFFICERS (FIELD ELEMENT AND CONTRACTOR).

a. Qualifications. Classification Officers must have a scientific or
technical degree unless otherwise approved by DP-32 on a case-by-case
basis. Classification Officers will be designated as Authorized
Classifiers,

b. Appointment. Heads of Field Elements shall designate, when needed and
witﬁ the concurrence of DP-32, persons to serve as Classification
Officers. They shall review contractor nominations for Classification
Officers and recommend DP-32 approval.

4. HEADQUARTERS CLASSIFICATION REPRESENTATIVES.

a. Qualifications. Headquarters Classification Representatives shall
normally be expected to have the same qualifications as an Authorized
Classifier. Exceptions may be granted by DP-32,

b. Appointment. Headquarters Classification Representatives will be
designated by the Heads of Headquarters Elements with the concurrence of
DP-32.

5. RESPONSIBLE REVIEWERS.

a. Qualifications. Responsible Reviewers must be qualified experts who are
recognized authorities in their respective fields. They also must be
knowledgeable in DOE classification policies and procedures.

b. Appointment. Responsible Reviewers are appointed by DP-32.



DOE 5650.2A [1r-1
5-8-85

CHAPTER TII
POLICY AND OBJECTIVES

1. GENERAL. The objectives of the DOE classification program are the estab-
Tishment of policies and procedures which ensure the proper classification
of information within the purview of DOE requiring protection in the
interest of the security of the United States, and the identification of
those documents and materials which reveal such information so as to assure
its protection. Information within the purview of the DOE classification
program includes RD and FRD, which are classified at their inception
pursuant to the Atomic Energy Act, and NSI, which is classified pursuant to
Executive Order 12356.

2. RESTRICTED DATA AND FORMERLY RESTRICTED DATA.

a. Pursuant to the Department of Energy Organization Act and the Energy
Reorganization Act of 1974, as amended, the Secretary of Energy has
certain responsibilities with regard to the control of information which
falls under the purview of the Atomic Energy Act. 1In accordance with
the Atomic Energy Act, it is DOE policy to control the dissemination and
declassification of RD and FRD in such a manner as to assure the common
defense and security. Consistent with such policy, NOE shall be guided
by the following principles (section 141, Atomic Energy Act):

a. Until effective and enforceable international
safeguards against the use of atomic energy for
destructive purposes have been established by an
international arrangement, there shall be no
exchange of Restricted Data with other nations
except as authorized by section 144; and

b. The dissemination of scientific and technical
information relating to atomic energy should be
permitted and encouraged so as to provide that
free interchange of ideas and criticism which is
essential to scientific and industrial progress
and public understanding and to enlarge the fund
of technical information.

b. It is DOE's responsibility, through DP-32, to interpret and implement
the classification and declassification provisions of the Atomic Energy
Act. (See Chapter X, Part A for excerpts from the Atomic Energy Act.)

3. NATIONAL SECURITY INFORMATION,

a. Pursuant to Executive Order 12356 (see Chapter X, Part B) and the
Presidential Order of 5-7-82, "National Security Information," the
Secretary of Energy has certain responsibilities with regard to the
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control of information which falls under the purview of DOE and which
may be classified as NSI. It is DOE policy:

(1) To classify as NSI, in accordance with the provisions of Executive
Order 12356, information concerning the national defense and
foreign relations of the United States which, in the interests of
the United States and its citizens, must be protected against
unauthorized disclosure.

(2) That only individuals specifically authorized to do so may
originally classify or declassify information or derivatively
classify or declassify documents or other material.

(3) That, whenever possible, all classified information be covered by
classification guides approved by DP-32,

b. It is DOE's responsibility, through DP-32 and DP-34, to interpret and
implement Executive Order 12356 as it applies to information under the
purview of DOE.

4, LIMITATIONS ON CLASSIFICATION OF NATIONAL SECURITY INFORMATION.

a, Classification may not be used to conceal violations of the law, inef-
ficiency, or administrative error; to prevent embarrassment to a person,
organization, or agency; or to restrain competition,

b. Basic scientific research information not clearly related to the
national security may not be classified.

c. Classification may not be used to limit dissemination of information
that is not classifiable or to prevent or delay the public release of
such information,

5. CLASSIFICATION OF FOREIGN GOVERNMENT INFORMATION. Foreign government or
international organization of governments information shall either retain
its foreign government classification designation or be assigned a U.S.
classification category, level, and duration equivalent to that assigned by
the foreign government or international organization that furnished the
information. Documents or other material containing or revealing foreign
government information shall be derivatively classified on the basis of the
source document from which the foreign government information was extracted,
or, if available, guidance covering the subject. Special security markings
are required on such documents., Refer to DOE 5635.1, CONTROL OF CLASSIFIED
DOCUMENTS AND INFORMATION, for detailed marking instructions, 1If
information given "in confidence" by another government is not marked as
classified when received, a determination to classify shall be made in
accordance with guidance provided by DP-32,
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f. CHALLENGES TO CLASSIFICATION., Those involved with classified information
are encouraged to challenge the classification of information, a document,
or material when there is reason to helieve that it is classified
unnecessarily, improperly, or for an inappropriate period of time. Those
who wish to make such a challenge should, under normal circumstances,
request that those responsible for such classifications reexamine their
determinations, If satisfactory resolutions are not reached, or if the
challengers do not wish to challenge the classifiers directly, they may take
the matter to higher authority for resolution.
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CHAPTER IV
CLASSIFICATION CRITERIA AND LEVELS
PART A - CRITERIA FOR CLASSIFICATION

RESTRICTED DATA AND FORMERLY RESTRICTED DATA. Information under the purview

of the Atomic Energy Act is classified at its inception by that Act. There
is no original determination required to classify such information hecause
all RD and FRD is originally classified by the Act.

NATIONAL SECURITY INFORMATION,

a. Criteria for Classification. The following two conditions must be met

before official information may be classified pursuant to Executive
Order 12356:

(1) The information must concern at least one of the following areas:

(a)
(b)

Military plans, weapons, or operations;

Vulnerabilities or capabilities of systems, installations,
projects, or plans relating to the national security;

Foreign government information;

Intelligence activities (including special activities) or
intelligence sources or methods;

Foreign relations or foreign activities of the United States;

Scientific, technological, or economic matters relating to the
national security;

J.S. Government programs for safeguarding nuclear materials or
facilities;

Cryptology;
A confidential source; or

Other categories of information related to the national
security that require protection against unauthorized dis-
closure, as determined by the President, the Secretary of
Energy, or DP-1. Any determination made under this subsection
shall be reported promptly to the Director of IS00 by NDP-32,

(2) The unauthorized disclosure of the information itself or in the
context of other information could reasonably be expected to cause
damage to the national security. (Note: Unauthorized disclosure
of foreign government information, the identity of a confidential
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foreign source, or intelligence sources or methods is presumed by
Executive Order 12356 to cause damage to the national security.)

b, Unofficial Publication or Inadvertent or Unauthorized Disclosure.
Information classified in accordance with the above shall not be
declassified automatically as a result of any unofficial publication or
inadvertent or unauthorized disclosure in the United States or abroad of -
jdentical or similar information.
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PART B - LEVEL OF CLASSIFICATION

CLASSIFICATION LEVELS. The designations used to specify levels of

protection for RD, FRD, and NSI are as follows, in descending order of
sensitivity:

a. Top Secret shall be used only for information the unauthorized disclo-
sure of which could reasonably be expected to cause exceptionally grave
damage to the national security.

b, Secret shall be used only for information the unauthorized disclosure of
which could reasonably be expected to cause serious damage to the
national security.

¢. Confidential shall be used only for information the unauthorized dis-
cTosure of which could reasonably be expected to cause damage to the
national security.

USE OF THE TERM “"UNCLASSIFIED". Only the three foregoing designations can

be used to identify the level of classified information., The term
"unclassified" is used to indicate information that is not classified
pursuant to an executive order or a statute, Unclassified information
normally is not marked as such except to distinguish it from classified
information in a classified document when such a distinction is required or
serves a useful purpose. Wholly unclassified documents or materials
normally need not be marked "unclassified" unless such a marking would serve
a useful purpose, Note: Certain unclassified documents may require
additional markings, for example, Unclassified Controlled Nuclear
Information (UCNI).

CLASSIFICATION IN CONTEXT. Certain information which would otherwise be

unclassified may require classification when combined or associated with
other unclassified or classified information, Classification on this basis
shall be supported by a written explanation which, at a minimum, shall be
maintained with the file or referenced on the record copy of the
information.
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CHAPTER V
CLASSIFICATION OF INFORMATION AND DOCUMENTS
PART A - CLASSIFICATION AUTHORITIES

TYPES OF CLASSIFICATION AUTHORITY, There are two basic types of

classification authority.

a,

Original Classification Authority applies to information, independent of

Jts medijum or form. Original cilassification applies only to NSI hecause
RD and FRD are "born classified" under the Atomic Energy Act. Original
Classification Authority allows an authorized individual to make the
initial determination that previously unclassified information should be
classified. An original classification decision should not he made when
classification guidance exists.

Nerivative Classification Authority applies to documents or other

material, not directly to the information contained in or revealed by

the document or material. It allows an authorized individual to make a

determination that a document or other material contains or reveals
information that is in substance the same as information already classi-
fied. Derivative classification is based on explicit instructions found
in formal classification guides, implicit guidance (by example) found in
classified source documents, or on instructions from an Original
Classifier that a document contains NSI. An individual with Original
Classification Authority may also classify documents and other material
on a derivative basis., DNerivative classification applies to documents
or other material containing or revealing RD, FRD, or NSI.

A1l classification authority is granted to a particular individual in a
particular position, Classification authority is not automatically
transferred with an individual when transferring to a different
position, By the same token, an individual assuming a position
previously held by an authorized classifier or acting in that position
may not automatically assume classification authority,

Any individual may temporarily mark and protect a questionable document
as RD, FRD, or NSI. However, the document must be promptly referred to
an appropriate classification authority for final determination,

ORIGINAL CLASSIFICATION AUTHORITY,

a,

Restricted Data and Formerly Restricted Nata. Individuals do not have

Original Classification Authority for RN or FRD, A1l RD and FRD is
originally classified by the Atomic Energy Act.

National Security Information. Original classification is an

initial determination by an authorized individual that certain
previously unclassified information requires, in the interest of
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national security, protection against unauthorized disclosure, together
with specification of a classification level (Top Secret, Secret,
Confidential) signifying the degree of protection required and the
duration of classification. Such a determination can only be made by an
Original Classifier pursuant to Executive Drder 12356, Information so
classified is NSI.

Qualifications. An Original Classifier must (1) have demonstrated

competence in the subject area in which the authority will be used;

(2) be knowledgeahble in DOE classification policy and procedures
(especially with all classification guides in the subject area in which
the authority will be used); (3) be in a position with a proven or
anticipated need for Original Classification Authority; and (4) be so
designated in writing by appropriate authority as described below.

Nesignation.

(1)

(2)

(3)

(4)

Requests for Original Classification Authority for positions that
do not currently have such authority should be submitted in writing
to DP-32., Such requests should include (1) the level (Top Secret,
Secret, Confidential) of Original Classification Authority
requested; (2) the name and title of the individual for whom the
authority is being requested; (3) a description of the subject area
and jurisdiction for which the authority is needed; (4) the
anticipated frequency of use of the authority; (5) the effective
date of the authority; and (6) any other information which would
support the need for such authority and the qualifications of the
individual for whom the authority is being requested.

When an individual vacates a position for which Original Classi-
fication Authority has been granted, the name and title of the
individual losing the authority and the effective date of the lnss
of the authority must be sent by the individual's organization to
DP-32,

When an individual assumes a position for which Original Classifi-
cation Authority has already been granted, that individual's name,
title, and qualifications must be submitted to DP-32 for approval.
The individual may not assume the classification authority of the
position until his or her approval by NP-32,

Original Classification Authority may not be redelegated.

Cancellation.

(1)

[f the Head of a Departmental Element determines that a position no
longer requires 0Original Classification Authority, DP-32 shall be
promptly notified of the position title, the name of the person who
holds or Tast held the position, and the effective date of
cancellation of authority.
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(2) If NP-32 determines that an individual nn longer requires Original
Classification Authority, he or she shall advise the person
concerned that such authority is to be cancelled, the date of
cancellation, and the reasons for the cancellation,

Recordkeeping Requirements, DP-3? shall maintain a list of all

individuals with Original Classification Authority, This list shall
include (1) the level of the authority granted, (2) the name and title
of the individual granted the authority, (3) the individual's Depart-
mental Element or contractor organization, and (4) the effective date of
the designation. In addition, each Departmental Element and contractor
organization shall maintain a similar list of all individuals with
Original Classification Authority within their jurisdiction.

Authority Definition, (See also Chapter X, Part C,) An individual with

Original Classification Authority may:

(1) Originally classify NSI within the classifier's programmatic
jurisdiction at any classification level up to and including the
level (Top Secret, Secret, Confidential) of the classifier's
authority whenever classification guidance or relevant classified
source documents are not available., Such determinations must be
consistent with established NOE classification policy., Original
Classification Authority does not apply to RD or FRD, See Chapter
X, Part D for a detailed analysis regarding making an original
classification determination,

(2) Originally declassify or downgrade NSI (except formal reports) from
any classification level up to and including the level (Top Secret,
Secret, Confidential) of the classifier's authority over which the
classifier has sole programmatic jurisdiction and which the classi-
fier, his or her predecessors, or their subordinates originally
classified, so long as such action is consistent with NDDE classifi-
cation policy and guidance. Original declassification or down-
grading authority does not apply to RD or FRN, Refer to page VI-9O,
paragraph 4 for a more detailed description of Original Declassi-
fication/Nowngrading Authority.

(3) Derivatively classify documents which contain RD, FRD, and/or NSI
as defined in his or her letter of appointment at any classifi-
cation level up to and including the level (Top Secret, Secret,
Confidential) of the classifier's authority, Such determinations
shall be based on classification guides authorized for the classi-
fier's use or on classified source documents. Refer to page V-4,
paragraph 3 for a more detailed description of Derivative Classi-
fication Authority.

(4) Derivatively declassify or downgrade documents (except formal
reports) which the classifier, his or her predecessors, or their
subordinates originally or derivatively classified from any
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classification level up to and including the level (Top Secret,
Secret, Confidential) of the classifier's authority. Such
determinations shall be based on classification guides authorized
for the classifier's use. Derivative declassification or
downgrading authority is applicable to all documents marked as
containing any category of classified information (RD, FRD, or
NSI). Refer to page VI-1, paragraph 2a, for a more detailed
description of Derivative Declassification/Downgrading Authority.

DERIVATIVE CLASSIFICATION AUTHORITY.

d.

C.

Applicability. Individuals with Derivative Classification Authority may

classity documents or other material that contains or reveals RD, FRD, or
NSI.

Qualifications. A Derivative Classifier must (1) have demonstrated
competence in the subject area in which the authority will be used; (2) be
knowledgeable in DOE classification policy and procedures (especially with
all classification guides in the subject area in which the authority will
be used); (c) be in a position with a proven or anticipated need for
Derivative Classification Authority; and (d) be so designated in writing,
as described below.

Designation.

(1) Headquarters. DP-32 appoints all Derivative Classifiers within
Headquarters Elements, including contractors under the direct purview
of a Headquarters Element.

(a) Requests for Derivative Classification Authority for positions
currently without such authority should be submitted in writing
to DP-32. Such requests should include (1) the level (Top Secret,
Secret, Confidential) of Derivative Classification Authority
requested; (2) the name and title of the individual for whom the
authority is being requested; (3) a description of the subject
area and jurisdiction for which the authority is needed; (4) the
anticipated frequency of use of the authority; (5) the effective
date of the authority; and (6) any other information which would
support the need for such authority and the qualifications of the
individual for whom the authority is requested.

(b) When an individual vacates a position for which Derivative
Classification Authority has been granted, the name and title of
the individual losing the authority and the effective date of the
loss of the authority must be sent by the individual's
Departmental Element to DP-32.

(c) When an individual assumes a position for which Derivative
Classification Authority has already been granted, that
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individual's name, title, and qualifications must be submitted
to DP-32 for approval. The individual may not assume the
classification authority of the position until his or her
approval by DP-32,

(2) Field. Each Operations Office is responsible for the establishment
of a system to appoint Derivative Classifiers in the field elements
and contractor organizations under its purview.

(3) Derivative Classification Authority may not be redelegated.

Cancellation.

(1) If the Head of a Departmental Element or contractor orgarnization
determines that a position no longer requires Derivative
Classification Authority, he or she shall promptly notify the
appointing official (e.g., DP-32 for HQ) of the positicen title, the
name of the person who holds or last held the position, and the
effective date of cancellation of authority.

(2) If the appointing official (e.g., DP-32 for HQ) determines that an
individual no longer requires Derivative Classification Authority,
the appointing official shall advise the person concerned of the
cancellation of such authorityv, the date of cancellation, and the
reasons for the cancellation.

Recordkeeping Requirements. Each appointing official shall maintain a

Tist of all individuals with Derivative Classification Authority under his
or her purview. This list shall include (1) the level of the authority
granted, (2) the name and title of the individual granted the authority,
(3) the individual's Departmental Element or contractor organization, and
(4) the effective date of the designation.

Reporting Reguirements. Each Operations Office shall report annualiy as
part of the "Annual Statistical Report for Information Security Oversight
0ffice” the number of Derivative Classification Authorities, at each
level, appointed in Departmental Elements and contractor organizations
under its purview.

Authority Definition. (See also Chapter X, Part C). Individuals with
Derivative Classification Authority may derivatively classify documents or
materials which contain RD, FRD, and/or NSI as defined in their letters of
appointment at any classification level up to and including the level

(Top Secret, Secret, Confidential) of the classifier's authority. Such
determinations shall be based on classification guides authorized for the
classifier's use or on classified source documents. See Chapter X, Part E
for a detailed analysis on making derivative classification determinations.
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PART B - CLASSIFICATION GUINANCE

1. TYPES OF CLASSIFICATION GUINDANCE, A hierarchy of documents provides
classification guidance within DOE, These documents range from the "Clas-
sification Policy Guide for Nuclear Programs," approved by NP-1, to local
classification gquides written by DOF field elements and contractor
organizations,

a, "Classification Policy Guide for Nuclear Programs."

(1) Originator/Source of Authority. This document is developed by NP-
3?2 for approval by DP-1.

(2) Purpose. This document is the mechanism by which DP-1 approves
asic DOE policy statements on the classification and
declassification of all DOE nuclear-related information. Tt
identifies general subject areas under the purview of the Atomic
Energy Act that remain classified or have been declassified
pursuant to section 142 of that Act, It also identifies certain
subject areas related to DOE nuclear programs that are classified
as NSI pursuant to Executive Order 12356, Further, this document
explains the factors affecting the decision on whether or not a
subject area should be classified,

(MMN (3) Users. DP-32 interprets this document when approving program and
Tocal classification guides, preparing program guides, or
determining that information is unclassified. This guide is not to
be used by others for classification/declassification
determinations except to the extent expressly delegated by N0-32,

b. "Guide to the Neclassified Areas of Nuclear Fnergy Research.,"

(1) Originator/Source of Authority., This guide is developed and issued
by np-32.

(2) Purpose. This guide identifies nuclear-related subject areas under
the purview of DOE that fall within the definition of RD hut have
heen removed from the category pursuant to section 142a of the
Atomic Energy Act. It elaborates on the "Classification Policy
Guide for Nuclear Programs."

(3) Users. Any originator of a document may use this guide to verify
that the information in question has been declassified. DNetailed
instructions as to the scope, use, and limitations of this guide
are found in the guide itself.
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Program Classification Guides.

(1)

(?)

(3)

Originator/Source of Authority., These guides implement the Classi-

fication Policy Guide for Nuclear Programs" and other formal

statements of DOE policy. Program guides are approved by DP-32
(together with appropriate officials in other Government agencies
if the guide is a joint guide).

Purpose, These guides identify specific elements of information

under the purview of DOE that are classified or unclassified, Such
guides also specify the proper classification level of the specific
classified information identified within them and, for NSI, the
duration of its classification.

Users, These guides are used by Original and Derivative Classi-
fiers as the basis for their derivative classification determi-
nations and by Derivative Neclassifiers as the basis for their
derivative declassification determinations. Classifiers may use
only those guides approved for their use. Such guides are also
used by local classification offices as the basis for preparation
of detailed classification guides primarily intended for use within
a field or contractor organization,

Classification Bulletins,

(1)

(2)

(3)

Originator/Source of Authority, The originator and the source of
authority are the same as for program classification guides except
that hulletins also may be based on program classification guides.

Purpose. In general, the purpose of classification bulletins is
the same as for program classification guides, but with a more
limited scope. Most bulletins address specific facts or concepts,
whereas a program classification guide typically addresses an
entire subject area. Bulletins may interpret, clarify, or expand
on guidance contained in a program classification guide, In
addition, classification bulletins may be used to promulgate
changes in classification procedures,

Users, Bulletin users are the same as those for program classifi-
cation guides.

Local Classification Guides.

(1)

Originator/Source of Authority. These guides are based on program
classification guides and classification bulletins, Heads of Field
Elements and contractor organizations are responsible for assuring
that local classification guides are prepared as needed for all
classified work within their jurisdictions. Except where approval
authority has been specifically delegated to field elements, such
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guides must be submitted to DP-32 for review and approval before
the originating element uses or issues them, If the responsibility
of more than one field element or of another Government agency
(such as DOD) or of a foreign government is involved, DP-32 may
determine that a local classification guide should be issued as a
program classification guide.

(2) Purpose, These guides have the same purpose as program classifi-
cation guides, but are more detailed and tailored to the specific
needs of the originating field element or contractor,

(3) Users, These guides are used by Original and Derivative
Classifiers as the basis for their derivative classification
determinations and by Derivative Declassifiers as the basis for
their derivative declassification determinations, Classifiers may
use only those guides approved for their use. Unless otherwise
directed by DP-32, local classification guides may be disseminated
to other organizations within and outside DOE as required, in
accordance with "need-to-know" principles.

0F PROGRAM AND LOCAL CLASSIFICATION GUIDES.

5-8-85

2. USE
a.
b.
C.

General, Classification guides are to be used wherever they exist, lse

of these guides often entails difficult judgments and interpretations of

topics. Classifiers or Neclassifiers may use only those classification
guides specifically approved for their use by their local classification
office or by DP-32, Omission from any classification guide of an
explicit statement concerning classification of a specific fact within
the subject area covered by the guide does not mean that the fact in
question is unclassified, In cases in which a guide appears ambiguous,
incomplete, or in apparent contradiction to another guide, the local
classification office should be consulted for further guidance, and, if
needed, referral may be made to DP-32, Pending resolution of the
problem, the most restrictive interpretation of the guide should be
used.

Classification Level/Category. These classification guides indicate the

classification level or range of levels and the classification category
of specific information within the scope of the subject area of the
guide.

Duration of Classification, For NSI only, a guide indicates how long

specific information must remain classified, This duration can be
defined as a period of time measured from the date of origination of the
document under review or as an event which must occur prior to
declassification. When a specific date or event cannot be determined

at the time the classification guide is issued, the declassification
instructions will indicate that the "Originating Agency's Determination
(is) Required" (0DADR). Documents containing RD or FRN, regardless of
whether they contain NSI, are not to be marked in advance for
declassification,
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d. Other Information. These classification guides also contain
instructions concerning when and how to use and interpret the guides.

CONVERSION OF DECLASSIFICATION AND REVIEW DATES, Refer to page VI-5,

paragraph 2, for instructions on how to interpret the declassification and
review instructions found in classification guides issued pursuant to
Executive orders preceding Executive Order 12356,

REQUIREMENT FOR PERIONDIC REVIEW OF CLASSIFICATION GUINES., Those portions of

DOE program and local classification guides and bulletins which contain
classification guidance for NSI, regardless of whether they also contain
classification guidance for RD or FRD subject areas, shall be reviewed for
currency and completeness by the issuing office at least every 2 years and
updated as necessary.

NISTRIBUTION OF LOCAL GUIDES TO DIRECTOR OF CLASSIFICATION, A minimum of

three copies of the final version of each local classification guide and all
subsequent changes issued by any DOE field element or contractor
organization shall be sent to DP-32 as part of the initial distribution of
the guide. These copies will be put into (a) the permanent file, (b) the
reference file, and (c) the automated Classification Guidance System,
Additional copies of such guides may be requested by DP-32, on a case-by-
case basis, for use within HQ,

INDEX OF CLASSIFICATION GUIDES. DP-32 shall maintain a 1ist of all DOE and

NOE contractor classification guides in current use.

CLASSIFICATION GUINDANCE FOR WORK NOT FUNDED BY THE DEPARTMENT, Classifi-

cation guidance for work conducted at NOE facilities but not funded by NOE
is the responsibility of the funding organization. The classification
guidance so provided will be followed unless it is in conflict with DOE
guidance. A1l conflicts will be reported to DP-32 for resolution. Until
resolution, the information in question shall bhe classified in accordance
with the most restrictive guidance,

CLASSIFICATION GUIDANCE FOR JOINTLY FUNDED WORK, Classification guidance

for work conducted at NOE facilities funded by both NDOE and a non-DOE U.S.
Government organization is the joint responsibility of both funding
organizations, Program offices should contact NDP-32 to assure development
of appropriate joint classification guidance.
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PART C - CLASSIFICATION/SECURITY MARKINGS

GENERAL.

a. All authorized classifiers are responsible for ensuring that the
necessary classification/security markings are placed on a classified
document. These include:

(1) Classification level;

(?2) Classification category;

(3) DNate of classification;

(4) Classification authority and/or identity of the classifier;
(5) Duration of classification, if applicable;

(6) Office of origin;

(7) Special markings (if required);

(8) Documentation information (if Secret or Top Secret); and
(9) Authentication information for Top Secret documents.

b. Refer to DOE 5635.1, CONTROL OF CLASSIFIED DOCUMENTS AND INFORMATION,
for rules concerning the use, format, and placement of classification/
security markings. This Order describes only certain markings related

to the classification of a document,

CLASSIFICATION AUTHORITY. All classified documents must indicate the source

of classification authority which is the basis for the document's classifi-
cation and/or the identity of the Authorized Classifier of the document.
Nocuments originated by individuals without appropriate classification
authority must be reviewed by an Authorized Classifier having the
appropriate authority when it is reasonable to expect that the documents
contain classified information or when regulations or other requirements
apply. Note that the identification of the classifier of a document, as
required in the following paragraphs, is not analogous to preparation of a
document for someone else's signature; that is, the identity of the actual
c]gssifier of a document and his or her Departmental Element should be
indicated.

a. Restricted Data/Formerly Restricted Data. The following rules apply to
all classified documents that contain RD or FRD, regardless of whether
they also contain NSI,
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The classification authority for documents which contain RD or FRD
is the Atomic Energy Act. The RD or FRD stamp serves to identify
the source of classification authority (but see paragraph (2)
below).

Documents which contain RD or FRD are always derivatively classi-
fied and may, therefore, be classified by an Original or Derivative
Classifier, The "Derivative Classifier" line on the document must
be completed with the name and title of the classifier of the docu-
ment. In those cases where the signer is the Derivative Classi-
fier, the word "signer" may be substituted for the name and
position title of the classifier.

National Security Information Only., The following rules apply to

classified documents that contain only NSI (i.e., they do not contain
any RD or FRD),

(1)

(2)

Originally Classified. If the classification of a document is not

based on the use of classified information from other documents or
on classification guides, the document must be classified by an
Original Classifier. The "Classified by" line on the document must
be completed with the name and position title of the Original Clas-
sifier. In those cases where the signer is the Original Classi-
fier, the word "signer" may be substituted for the name and posi-
tion title of the Original Classifier, (Note: Such documents must
be portion marked. See page V-15, paragraph 5 for more detailed
information.)

Derivatively Classified. If the classification of a document is

based on the use of classified information from another document or
on a classification guide, the document must be classified by an
Nriginal or Nerivative Classifier, The "Classified by" line on the
document must include the identity of the classification source
(e.g., a classification guide or the date and originator of the
memorandum that served as the basis for the classification
determination), The "Derivative Classifier" line on the document
must be completed with the name and title of the classifier of the
document. In those cases where the signer is the Derivative
Classifier, the word "signer" may be substituted for the name and
position title of the classifier.

More Than One Classification Source, If the classification of a

document is based on more than one document, classification guide,
or Original Classifier determination,” the "Classified by" line must
include the term "Multiple Sources." The classifier shall include
the identification of each classification source, as specified in
the previous two paragraphs, with the file or record copy of the
document, O0Otherwise, the rules for classification marking are as
specified in the two preceding paragraphs,
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3. DURATION OF CLASSIFICATION,

a.

Restricted Data/Formerly Restricted Data. DNocuments that contain RD or

FRN {regardless of whether they also contain NSI) are not to be marked
for declassification or review. Therefore, such documents do not
require a "Declassify on" line,

National Security Information Only. DNocuments that contain only NSI

(i.e., they do not contain any RD or FRD) shall be marked for declas-
sification in accordance with the following:

(1)

(2)

Originally Classified. If the classification of a document is not

based on the use of classified information from other documents or
on classification guides, the Original Classifier of the document
shall set a specific date or event for declassification at the time
the information is originally classified, if possible. The
"Declassify on" line on the document must be completed with this
date or event., When a specific date or event for declassification
cannot be determined at the time of original classification, the
"NDeclassify on" line on the document must be completed with the
fo]lowing: "Originating Agency's Determination Required" or

“0ADR.,

NDerivatively Classified,

(a) If the classification of a document is based on the use of
classified information from another document, the declassifi-
cation instructions of the source document should be carried
forward to the "Neclassify on" 1ine of the new document.

1 Documents deriving their classification from a source
document classified pursuant to Executive Order 1235A
shall carry forward the declassification instructions from
the source document,

2 Documents deriving their classification from a source
document classified pursuant to predecessors of Fxecutive
Order 12356 should be marked for declassification
according to the conversion table in Chapter X, Part F,
See also page VI-5, paragraph 2,

(b) 1If the classification of a document is based on instructions
in a classification guide, those instructions should be
followed,

1 Documents deriving their classification from a

classification guide issued pursuant to Executive Order
12356 shall be marked with the latest date or event for
declassification specified for the information concerned
or with the indication that the "Originating Agency's
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Determination (is) Required" (OADR) if this instruction is
specified for any information in the document under
review.

2 Documents deriving their classification from a
classification guide issued pursuant to predecessors of
Executive Order 12356 should be marked for
declassification according to the conversion table in
Chapter X, Part F. See also page VI-5, paragraph 2.

(c) 1f the classification of a document is derived from a source
document or a classification guide which does not specify
declassification instructions, the "Declassify on" line should
be completed with "OADR."

(d) Documents deriving their classification from more than one
classification guide or source document shall be marked with
the latest occurring date or event for declassification
indicated in the classification guides or source documents, or
with "DADR", as appropriate.

OBSOLETE MARKINGS., Certain classification or security markings that were

once commonly used but are no longer used or currently have a different
meaning are defined below. Prior to any use or distribution, old documents
marked with these terms shall be reviewed by a classifier or declassifier to
determine their current classification status. The markings of such
documents shall be changed to show their proper classification. Pending
this review, such documents issued in the time periods indicated hbelow shall
he safequarded as Confidential-NSI documents.

a. Restricted, The term "Restricted" is an obsolete classification marking
defined in Executive Order 10290 of 9-24-51, which was superseded by
Executive Order 10501, of 12-15-53., DNuring and prior to this time,
"Restricted" specified a security level less sensitive than "Con-
fidential," Note that "Restricted" is an active classification marking
still used by some foreign governments and international organizations,

h, O0Official Use Only. From 7-18-49 to 10-22-51, the Atomic Energy
Commission used the term "Official Use Only" ("OUD") as a security
marking equivalent to the term "Restricted" defined in the previous
paragraph, (Note: This marking is currently used as a designation for
certain sensitive but unclassified information which requires some
degree of protection,)

PORTION MARKING,

a. In accordance with the provisions of section 1,5(b) of Executive Order
12356, NP-1 granted a waiver of the requirement of that section to
portion mark the classes of documents specified below,
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(1) Nocuments which contain both RN or FRD and NSI.

(2) Documents which contain only NSI and which are derivatively
classified,

Thus, portion marking is required only for NSI-only documents which have
been originally classified,

This waiver does not pertain to any document containing only RD or
FRD, Such information is not under the jurisdiction of Executive Order
12356 and is not portion marked.

This waiver was sought because it is the position of NOE that the use of
classification guides clearly is a superior method for providing
guidance to Derivative Classifiers,

If portion marking an originally classified NSI-only document is not
practicable, the document shall contain a statement sufficient to
identify the information that is classified, the level of such
classification, and the information that is not classified., 1If all
portions of a document are classified at the same level, this fact
should be indicated by a statement to that effect on the face of the
document.
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PART D - UPGRADING

1. AUTHORITY TO UPGRADE THE CLASSIFICATION OF INFORMATION AND DOCUMENTS,

a.

Information,

(1) Restricted Data and Formerly Restricted Nata, Only DP-32, NP-1, or
a higher authority may upgrade the level of classification of RD
and FRD,

(2) National Security Information. 0nly DP-32, DP-1, a higher
authority, or an Original Classifier may upqrade the classification
of NSI, consistent with DOE classification policy. Original
Classifiers have authority only over information which they, their
predecessors, or their subordinates originally classified.

NDocuments and Material. lpgrading the classification of documents or

matertial may be authorized only by Original Classifiers or by Derivative
Classifiers pursuant to their designated authorities. However, any
individual in possession of a document he or she believes should be
upgraded, should protect it accordingly and promptly seek guidance from
an appropriate classification authority. A change of classification
markings on a document to indicate an upgrade may be carried out by
custodians of the documents upon receipt of notification from proper
authority. If such upgrades are authorized through classification
guides, only those authorized to use the classification guides (i.e.,
Original and Derivative Classifiers, Derivative Declassifiers) may make
changes, or direct that changes be made, on documents or material
affected by the change. These requirements do not apply to the
immediate correction of a misclassification by issuance of a replacement
version,

2. PROCENYRES FOR UPGRADING THE CLASSIFICATION OF INFORMATION AND DOCUMENTS.

d.

Notification of Upgrading.

(1) Information. Written notification of upgrading of the
classification of information shall be made by DP-32 and may be in
the format of a classification guide or bulletin,

(2) Documents and Material. Those individuals authorizing the
upgrading of documents will ensure that all holders of the
documents are notified as follows:

(a) Content of Notices. Classification upgrading notices should
identify the document as fully as possible, citing the title
(or briefly describing the document); the identification
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number, if any; the author; the document date; the person
authorizing the change; and the nature and date of the change.
Notices should be classified in accordance with appropriate
classification guidance.

Formal Reports. The person authorizing the upgrading of a formal

report that has been distributed outside the originating organi-
zation shall provide a copy of the upgrading notice to the Office
of Scientific and Technical Information, Oak Ridge, Tennessee
37831, for inclusion in that office's data base.

Forwarding of Notices. If the recipient of an upgrading notice

has transmitted the document to another custodian, the upgrading
notice should be forwarded to the new custodian.

Marking.of Upgraded Documents. The person changing the markings of a

document upon receipt of proper authorization shall mark the new
classification on the document and delete the former markings. Any such
changes must be verified by a second individual. The following statement
shall also be placed on the first page of the document:

Classification changed to

CMSLT

(Insert appropriate classification level and category)

by authority of ( ZQ;! 94 Zzé.g“'i #%ﬁ &/30/8’0

uthority forf change in cTassitfication) (Daté)

by Q.8 Q‘&f"&' asdl &d, E. %fg& 3/3/%/
ignatures of persons making and verifying éhange) {Dafe)

Figure V-1
Example of Upgraded Document Marking
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PART E - RECLASSIFICATION

1. AUTHORITY TO RECLASSIFY INFORMATION AND DOCUMENTS.

a.

Information.

(1) Restricted Data and Formerly Restricted Data, Pursuant to section
146 of the Atomic Energy Act of 1954, as amended, RD and FRD
information which has been formally declassified by proper
authority may not be reclassified.

(2) National Security Information., NSI which has been formally
declassified by proper authority may only be reclassified by the
Deputy Assistant Secretary for Security Affairs (DP-30) or higher
authority. Pursuant to section 1.6(c) of Executive Order 12356,
previously declassified NSI information may be reclassified if it
is determined in writing that (1) the information requires
protection in the interest of national security; and (2) the
information may reasonably be recovered. (See I1S00 Directive No, 1
on pages X-15-22 for further information.)

Nocuments and Material. In most cases, documents and material may be

reclassified by their Original Classifiers or by Derivative Classifiers
pursuant to their designated authority. However, only NP-3? or higher
authority may reclassify NSI-only documents or material following an
FOIA or Privacy Act request. Custodians of the documents may indicate
reclassification by changing the classification markings on a document
upon receipt of notification from proper authority., If such
reclassifications are authorized through classification guides, only
those authorized to use the classification guides (i.e., 0riginal and
NDerivative Classifiers and Derivative Declassifiers) may make changes,
or direct that changes be made, on documents or material affected by the
change,

7. PROCENURES FOR RECLASSIFYING INFORMATION AND DNCUMENTS,

a.

Motification of Reclassification.

(1) Information. MWritten notification of reclassification of
information shall be made by DP-32 and may be in the form of a
classification guide or bulletin,

(2) Documents and Material. Those individuals authorizing the reclas-
sification of documents will assure that all holders of the
documents who have a clearance for and a need to know the
reclassified information are notified as follows:

(a) Content of Notices. Reclassification notices should identify
the document as fully as possible, citing the title (or
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briefly describing the document); the identification number,
if any; the authority; the document date; the person
authorizing the change; and the nature and date of the
change. Notices should be classified in accordance with
appropriate classification guidance,

(b) Forwarding of Notices. 1If the recipient of a reclassification
notice has transmitted the document to another custodian who
has the proper level of clearance and a need to know the
reclassified information, the reclassification notice should
be forwarded to the new custodian.

b. Marking of Reclassified NDocuments., The person changing the markings of
a document upon receipt of proper authorization to reclassify it shall
mark the new classification on the document and cancel the former
markings (if any). Any such change must be verified by a second
individual, The following statement shall also be placed on the first
page of the document:

Reclassified to CANST

(Insert appropriate classification level and category)

by authority of Cé%& Wd—@( #ZA &/5/80

by

(Authority for ‘reclassification) (Date)
a.8 ' dE. 3/3/8/
(Signatures of persons making and verifying change) (Date)
Figure V-2

Example of Reclassified NDocument Marking
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1.

d.

PART F - CLASSIFICATION STATUS OF
RESEARCH AND DEVELOPMENT ACTIVITIES

RENERAL.,

Research and development (R&D) conducted under the purview of DOE uses
or generates information ranging from completely unclassified to wholly
classified. Consistent with the needs of national security, as much of
this work as possible is kept unclassified in order to promote the free
interchange of ideas essential to scientific and industrial progress and
public understanding. A1l DOE RAD activities must be evaluated to
determine the nature and extent of classification requirements
applicable to the activities., This review is particularly important in
areas of new or rapidly expanding technology. The purpose of this part
is to describe (1) the steps involved in making classification status
determinations (see Chapter X, Part G), and (?) the resulting
requirements imposed upon the program organization. These determinations
are based on the potential for generating classified information by the
R&N activities. The responsible Heads of HD or Field Elements will
determine what constitutes an R&D "activity" for the purposes of this
section, Activities are described as: Category I, unclassified
activity with virtually no potential for using or generating classified
information; Category 11, unclassified activity with the potential for
using or generating classified information; and Category III, classified
activity with great potential for using or generating classified
information.

Since there are two bases for classification of information (the Atomic
Energy Act for RD/FRD and Executive Order 12356 for NS1), determination
of the classification status of a DOE R&N activity requires the merging
of two different but parallel evaluations., The steps involved in this
process are described in Chapter X, Part 5, Additional procedural
guidance is availahle from NP-32,

AUTHORITIES AND REQUIREMENTS FOR NETERMINATION OF RESEARCH AND DEVELOPMENT

ACTIVITY CLASSIFICATION STATUS. The following authorities and requirements

relate to the determination of the classification status category of NNF R&N
activities. (Refer to Chapter X, Part G, Figure X-6).

a.

Netermination Authority. Heads of HQ and Field Elements, as

appropriate, may designate the classification status category of DOE R&D
activities under their programmatic jurisdiction., This determination
may be changed by DP-32, who also may permanently or temporarily waive
the requirement to make this determination for certain programs,

Reporting Requirements. All category designations shall be reported to

the local classification office., Activities with Category II or III
designations (see Chapter X, Part G, paragraph 3 and Figure X-6) shall
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also be reported annually to DP-32, These reports shall include (1) a
description of the activity; (2) the category designation; (3) the name
and title of the individual designating the category; (4) the date of
the designation; and (5) the name, title, and address of the individual
programmatically responsible for the activity (usually the principal
investigator).

Recordkeeping Requirements. All designations of classification status

category of RAD activities shall be recorded and maintained by the local
classification office or by the HQ program office, as appropriate. DNOE
field sites which do not have a local classification office (e.qg.,
Fnergy Technology Centers) shall have their records maintained by the
appropriate HQ) program office. The information required in the reports
described in the previous paragraph shall be recorded by the local
classification office or by the H) program office, as appropriate, for
all DOE R&N activities under their jurisdiction.

Appointments, (Refer to Chapter X, Part G, Figure X-A.) Category 1

activities do not have any appointment requirements, Category 11
activities require that at least a Derivative Classifier (usually the
principal investigator) be designated to monitor the activity to assure
that any classified information used or generated by the activity is
identified and classified, and that the activity is upgraded to
Category I1I. Category IIl activities require the appointment of a
Classification Officer for the program element (e.g., the overall
contractor flassification Officer) or coordination with the responsible
Headquarters or field element for classification assistance.

Guides are required for fCategory IIl activities. In certain

circumstances, NP-32 may request the preparation of a classification

guide for Category Il activities.
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PART G - CLASSIFICATION REVIEW QOF NEWLY GENERATED DOCUMENTS
1. GENERAL.

a. The following procedures apply to the classification review of all newly
generated documents originated by DOE or its contractors, Variations in
the review process are based on the following differences in the types
of documents:

(1) Format;

(2) Purpose;

(3) Intended distribution;

(4) Author's security clearance;

(5) Author's classification authority; and
(6) Subject area.

b. It is NOE policy to provide formal classification guidance whenever
possible., However, the absence of a topic in a guide is not sufficient

ﬁ@”\ to declare a document unclassified., (Refer to sections below and
Chapter V, Part A.)

c. Determination that a document is unclassified does not mean it can be
released to the public. Other factors (e.g., FOIA exemptions such as
section 148 of the Atomic Energy Act, Privacy Act exemptions, Patent
Secrecy Act, patent clearance review) may limit the releasability of all
or part of the document.

2. DOCUMENTS ORIGUNATED BY DEPARTMENTAL ELEMENTS OR DEPARTMENTAL CONTRACTOR

PERSONNEL., These procedures apply to all documents originated by DOE or DOE

contractor personnel. DNP-32 and Heads of Field Flements may exempt specific

categories of documents or subject areas from these procedures.

d.

Nocuments Which Concern Category I Activities or which deal with non-R&D

subjects having no potential for using or generating classified infor-
mation do not require classification review by an Authorized Classi-
fier. However, any questionable cases should be referred for review to
an Authorized Classifier. (This decision is the responsibility of the
originator,)

Nocuments Which Concern Category II or Category III Activities. All

newly generated documents written by DOF or NOF contractor personnel,
regardless of their format, that concern Category 11 or Category III R&D
activities or any other subject area having a potential for using or
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generating classified information must be reviewed for classification hy
an Authorized flassifier. Such a review is sufficient for documents
that the Authorized Classifier determines (1) to be classified or (2) to
be unclassified, but which will receive Timited distribution. FExamples
of such unclassified but limited distribution documents include most
letters, memoranda, internal analyses, and planning documents,

c. Documents Intended for Widespread Nistribution or Public Release. All
newly generated documents written by DOE or DOE contractor personnel,
regardless of their format, that concern Category II or Category ITI
program subject areas, or other classified areas and that are intended
for public release or for such widespread internal distribution that
public release is likely, must be reviewed for classification by the NOE
or DOE contractor classification office or NDP-32, as appropriate. This
authority may be delegated to specified Authorized Classifiers.

Examples of this type of unclassified document include formal reports,
journal articles, press releases, speeches, and conference papers.

d. Oral Presentations. The review requirements described in subparagraphs
a, b, and c, above, are also applicable to any oral presentation,
including speeches, briefings, or interviews, to be made hy NOE or DOE
contractor personnel, Whenever possible, such presentations should be
made from a prepared text which has been reviewed according to the
applicable requirements described above. When review of prepared text
is not possible or when extemporaneous remarks are likely, the person
who is to deliver the oral presentation shall be thoroughly briefed
beforehand by local DOE or NOE contractor classification office
representatives on classification guidance in the field covering the
subject matter of the paper and advised of the danger areas in
discussions following the presentation.

3, DOCUMENTS SURMITTED BY PERSONS OTHER THAN DEPARTMENTAL OR DEPARTMENTAL
CONTRACTNR PERSONNEL., These procedures apply to documents submitted by
persons other than DOE or DOE contractor personnel (a) with past or current
NOE security clearances, (b) with past or current security clearances issued
hy other Government agencies, or (c) with no record of a security clearance.

a. All newly generated documents that concern Category Il or Category III
DOE R&D activities written by persons other than NDOE or NOE contractor
personnel possessing an active security clearance from NOE or another
agency and submitted for review, are subject to the requirements
described in paragraph 2, above. DNocuments submitted by such
individuals for classification review shall be reviewed by the local
classification office or DP-32. The author will be requested to delete
any classified information contained in the document prior to its
unclassified publication,

b. Documents submitted by persons who no longer have a security clearance
will normally be treated under the rules of subparagraph 3a, above,
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4.

C.

unless the document deals with areas in which they were not authorized
access. Those cases should be referred to DP-32.

Documents submitted for classification review by persons who never had a
security clearance shall be referred to DP-32, The submitter may be
notified of this referral, but no further elaboration should be made.

REVIEW OF DOCUMENTS (PATENT APPLICATIONS AND REPORTS) REFERRED UNDER

SECTIONS 151(c) AND 151(d) OF THE ATOMIC ENERGY ACT.

a.

c.

Reports of inventions and discoveries useful in the production and
utilization of special nuclear material or atomic energy and concerning
Category II or Category IIl R&D activities shall be forwarded by the
Assistant General Counsel for Patents (GC-42) to DP-32 and reviewed to
determine whether the reports contain classified information,

Patent applications referred to GC-42 by the Commissioner of Patents and
Trademarks under section 151(d) of the Atomic Energy Act and forwarded
to DP-32 shall be reviewed to determine whether they contain classified
information,

Both reports of inventions and patent applications shall be handled in
accordance with section 151(e) of the Atomic Energy Act, shall bhe kept
in confidence by NOE, and shall not be referred to a Responsible
Reviewer for classification review without express written approval of
GC-42,

WAIVER OF REVIEW REQUIREMENTS., The classification review requirements des-

cribed in this part may be waived on a case-by-case basis by DP-32,
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CHAPTER VI
DECLASSIFICATION AND DOWNGRADING
PART A - AUTHORITY FOR DECLASSIFICATION AND DOWNGRADING
1. INFORMATION,
a. Restricted Data and Formerly Restricted Data. Only NP-1 may declassify
RD and FRN, NP-1 and NP-3? may daowngrade RD and FRD,
b. Mational Security Information. Declassification and downgrading
authority is limited to the Original Classifiers of such information,
NP-32, and NP-1,
?. DNOCUMENTS AND MATERTAI,

a.

General, DNocuments and material may he declassified hy PP-32, Original

Classifiers (see page VI-9, paragraph 4, helow, for extent and limita-

tions of such authority), or DNerivative Neclassifiers, (Note: A custo-
dian of classified documents or material does not require declassifica-
tion authority in order to proceed in accnrdance with a declassification
notice from an authorized source,)

Nerivative Neclassification Authority.

(1) oOualifications., A Derivative Neclassifier must {Aa) have demon-
strated competence in the subject area in which the authority will
he used; (b) he knowledgeahle in NOF classification pnlicy and
procedures (especially with all classification guides in the
subject area in which the authority will be used); (c) be in a
position with a proven or anticipated need for Nerivative
Peclassification Authority; and (d) he sn designated in writing as
described helow,

(?) DNesignation,

(a) Requests for Derivative Neclassification Authority for posi-
tions currently without such authority should he submitted in
writing to DP-32, Such requests should include (1) the name
and title of the individual for whom the authority is request-
ed, (?) a description of the subject area and jurisdiction for
which the authority is needed, (3) the anticipated frequency
nf use of the authority, (4) the qualifications of the indi-
vidual for whom the authority is requested, and (5) any other
informatinn which would support the need for the authority.

(b} When an individual vacates a ponsition far which Derivacive
Neclassification Authority has heen granted, the name and
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title of the individual losing the authority and the effective
date of the loss of that authority must be sent by the
individual's organization to DP-32,

When an individual assumes a position for which Derivative
Declassification Authority has already been granted, that
individual's name, title, and qualifications must be submitted
to DP-32 for approval. The individual may not assume the
declassification authority of the position until his or her
approval by DP-32,

(d) Derivative Declassification Authority may not be redelegated.
Cancellation.
(a) If the Head of an organization determines that a position no

(b)

longer requires Derivative Declassification Authority, NP-32
shall promptly be notified of the position title, the name of
the person who holds or last held the position, and the
effective date of cancellation of authority.

If DP-32 or the Manager of the Operations Office determines
that an individual no longer requires Derivative Declassifi-
cation Authority, he or she shall advise the person concerned
that such authority is to be cancelled, the date of
cancellation, and the reasons for the cancellation.

Recordkeeping Requirements, DP-32 shall maintain a list of all

individuals with Derivative Declassification Authority. This list
shall include (a) the name and title of the individual granted the
authority, (b) the individual's Departmental Element or contractor
organization, and (c) the effective date of the designation, In
addition, each Departmental Element and contractor organization
shall maintain a similar list of all individuals with Derivative
Declassification Authority within its jurisdiction,

Authority Definition. (See page X-23, Part C.)

(a)

(b)

An individual with Derivative Declassification Authority may
derivatively declassify or downgrade documents or material
originated by his or her Departmental FElement, its contrac-
tors, or the predecessors of these organizations. 1In certain
circumstances, NP-32 may grant broader declassification
authority to an individual,

Derivative Declassifiers may declassify documents or material
only in the areas in which they have been delegated such
authority and which disclose only:
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VI-3 (and VI-4)

Information falling within the "unclassified" topics of
classification and/or declassification guidance
specifically authorized for their use in declassifying
documents; or

Information identified as unclassified or that has bheen
declassified by DP-32; or

Purely administrative information which reveals no
technical or programmatic data. (Caution: This criterion
is intended for historical documents and is to be
interpreted very narrowly. 1f there is any doubt as to
whether information is "purely administrative," specific
guidance must be sought.)
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PART B - AUTOMATIC DECLASSIFICATION AND DOWNGRADING

RESTRICTED DATA AND FORMERLY RESTRICTED DATA. Only DP-1 may declassify RD

and FRD, DP-1 and DP-32 may downgrade RD and FRD, RD and FRD are not
subject to automatic declassification or downgrading.

NATIONAL SECURITY INFORMATION. (See Chapter X, Part F, Figure X-3 for a

summary conversion table on the duration of classification.)

a.

c.

Nocuments Classified Pursuant to Executive Order 10290, DNocuments

classified pursuant to Executive Order 10290 and marked for automatic
downgrading or declassification should be downgraded and declassified in
accordance with such markings.

Nocuments Classified Pursuant to Executive Order 10501,

(1) Groups 1 and 2. Documents under Groups 1 and 2 of Executive Order
10501, as amended by Executive Order 10964, are not automatically
downgraded or declassified.

(2) Group 3. Documents under Group 3 of Executive Order 10501, as
amended by Executive Order 10964, shall be downgraded as follows:
(a) Top Secret to Secret at 12 years from date of origin of the
document; or (b) Secret to Confidential at 12 years from origin
(unless the document was originally classified as Top Secret, in
which case downgrade to Confidential at 12 years from the time it
was downgraded to Secret).

(3) Group 4. nNocuments under Group 4 of Executive Order 10501, as
amended by Executive Order 10964, shall be downgraded as follows:
(a) if originated on or before 12-1-66, they shall be declassified
immediately; (b) if originated on or after 12-2-66 and on or before
5-31-72, they shall be downgraded to Confidential and declassified
at 1?2 years from date of origin,

Nocuments Classified Pursuant to Executive Order 11652.

(1) Advanced Declassification Schedule. Documents marked for automatic
downgrading in advance of the General Neclassification Schedule
(GDS) of Executive Order 11652 shall be downgraded in accordance
with the schedule for downgrading marked on the documents. Unless
otherwise specified on the documents, they will be subject to the
GDS for the rest of the time they remain classified.

(2) General Neclassification Schedule. Documents marked as being
subject to the GDS of Executive Order 11652 shall be downgraded as
follows: (a) Top Secret to Secret at 2 years from date of origin
of the document; (b) Secret to Confidential at ? years from date of
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origin (unless the document was originally classified as Top
Secret, in which case it is 2 years from the time it was downgraded
to Secret); and (c) Confidential documents will be declassified

6 years from date of origin (or from the date at which they were
downgraded to Confidential).

(3) Documents Marked as Exempt From the General Declassification
Schedule of Executive Order 11652 normally were not marked for
automatic downgrading. When such documents have been marked for
automatic downgrading, they shall be downgraded in accordance with
the schedule for downgrading marked on the documents.

Documents Classified Pursuant to Executive Order 12065 and marked for

automatic downgrading or declassification will be downgraded or
declassified in accordance with such markings.,

Documents Classified Pursuant to Executive Order 12356 and marked for

automatic downgrading or declassification will be downgraded or
declassified in accordance with such markings.
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PART C - REVIEW OF DOCUMENTS FOR
DECLASSIFICATION OR DOWNGRADING

1. GENERAL. Part C pertains to RD, FRD and NSI, except as noted on Page VI-10,
paragraph 7. Previously generated classified documents shal] be reviewed
for possible declassification/downgrading in accordance with the proceQuCes
described below. Note that a determination that a document is unclassified
does not mean that it can be released to the public. Other factors (e.qg.,
FNIA exemptions such as section 148 of the Atomic Energy Act, Privacy Act
exemptions, Patent Secrecy Act, or patent clearance review) may limit the
releasability of all or part of the document.

a.

C.

Nocuments as specified in (1) through (5) below may not be automatically
declassified, but must be reviewed in accordance with procedures
specified below as appropriate hefore they are declassified.

(1) Documents with no markings which indicate declassification or
review dates or events.

(2) Documents marked as RD or FRD,

(3) DNocuments assigned to Groups 1, 2, or 3 as defined in Executive
Order 10964.

(4) DNocuments Exempt from the General Declassification Schedule (XGDS)
as defined in Executive Order 11652 and marked with a date or event
for automatic declassification beyond 20 years from the date of
origin of the documents (30 years for documents containing foreign
government information), or for which the declassification period
was impossible to determine or was indefinite at the time of
origin.

(5) Documents classified pursuant to Executive Order 12065 and assigned
a date or event for review.

Nocuments which carry conflicting declassification instructions will be
handled in accordance with the most restrictive markings.

Nocuments may be declassified only by Derivative Neclassifiers and
Original Classifiers under certain conditions prescribed in this
manual, (See Chapter VI, Part A, and Chapter V, Part A, respectively.)

In the declassification review process, referrals may be made, as appro-
priate, to Responsible Reviewers. It is also the responsibility of the
Departmental Element or contractor organization initiating the review to
obtain patent clearance where appropriate.
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Under certain circumstances, DP-32 may determine that documents
concerned with specific sensitive areas may he declassified only by
certain declassifiers, Specific instructions will be issued when and if
such occasions arise. If the reviewer decides that he or she is not
sufficiently competent in the subject area addressed in the document to
determine whether it may be declassified, or it is outside his or her
jurisdiction, the matter must be referred to the local classification
office, or, where appropriate, through channels to NDP-32.

FORMAL REPORT REVIEW, This procedure is used for formal reports produced

for or by DOE or its predecessors,

a,

e.

Formal reports are to be declassified only by a Nerivative Neclassifier
in the local (i.e., NOE or contractor) classification office or DP-32.
This authority may also be delegated to other specified Derivative
Declassifiers.

When there is any doubt about whether a document should be declassified,
it shall be referred through channels to DP-32 for resolution. Two
copies of the formal report should be submitted along with a recommen-
dation and evaluation tao DP-32., A Classification Officer may also refer
the report to an appropriate Responsible Reviewer,

Upon receipt of a request for a formal report review, NDP-32 may transmit
a copy of the report to an appropriate Responsible Reviewer, When
Responsible Reviewers review reports under this provision, they shall
transmit the copy of the report with their recommendations and
evaluation to NP-32,

In its review, NDP-32 will consider the comments of the Classification
Officer submitting the request, the Responsihle Reviewer, and any other
organization asked to review the report prior to the final determination
concerning declassification of the report. DP-32 will notify the
Classification Officer who initiated the request, or the individual
initiating the request when the request is made directly to DP-32, with
regard to the final declassification determination,

If the report is to be declassified, upon receipt of notification of
declassification from DP-32, the Classification Officer or other
initiator of the declassification review shall assure that all holders
of copies of the report are notified of the declassification,

REVIEW BY DERIVATIVE DECLASSIFIERS.

a.

Nerivative Declassifiers shall review documents or materials submitted
to them for declassification review in accordance with the provisions of
this Order, If, as a result of the review, documents or materials are
to be determined declassifiable, the reviewer will declassify them,
Nocuments or material determined not to be declassifiable under this
authority, but possibly declassifiable under other authority, may be
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referred hy the Derivative Declassifiers for further processing to the
Classification Officer or DP-32, as appropriate,

h., The person who declassifies a document shall assure that all known
holders of its copies are promptly notified,

REVIEW RY ORIGINAL CLASSIFIERS. Authorized Original Classifiers may

originally deciassify NSI documents (other than formal reports) over which
they have exclusive programmatic jurisdiction and which they, their prede-
cessors, or subordinates, including contractor and/or subcontractor organi-
zations under their cognizance, originally classified, provided the
declassification is consistent with DOE policy. They may derivatively de-
classify RD, FRD, and NSI documents (other than formal reports) over which
they have exclusive programmatic jurisdiction and which they, their prede-
cessors, or subordinates, including contractor and/or subcontractor organi-
zations under their cognizance, derivatively classified, provided the
declassification is consistent with NOE policy and guidance. Derivative
declassification actions must be based on the information appearing as an
unclassified topic in a guide approved for the classifier's use in declassi-
fying documents.

LARGE-SCALE REVIEWS (FILE CLEARANCE REVIEWS). Files containing classified

documents that are obsolete or deal with an activity that has been
declassified or discontinued may be reviewed to declassify those documents
no longer requiring security protection, Reviews involving more than a
small number of documents are subject to the following special requirements
in addition to normal procedures:

a. Special reviews may be approved only by the cognizant NDOE Classification
Officer after coordination with NDP-32, A request to conduct a special
review at a contractor site must be submitted by the NOE contractor
Classification Officer to the Nperations Office. The Operations Office
will review the proposal and may approve it only after written
coordination with NP-32, (HD and field elements should submit requests
for such reviews at their sites to DP-32,)

b. A1l such requests shall include, at a minimum:
(1) A description of the nature of the review;
(2) An explanation of the requirement for the review;
(3) The identities and qualifications of the reviewers;

(4) A description of the classification guidance to be used on the
review; and

(5) Detailed, written procedures for conducting the technical and
clerical aspects of the review, including methods of quality
assurance to be employed.
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c. The review must be conducted under the direct supervision of the local
classification officer (in Headquarters, DP-32).

d. As with all declassification reviews, extreme care must he exercised.

(1) Particular care must be taken to assure that sufficient time is
allowed for a careful and thorough review of the documents,

(2) Reviewers must be rebriefed just prior to initiation of the review
project to assure they are fully cognizant of their authorities and
thoroughly understand the classification guidance to be used.

(3) Specific instructions must be given regarding treatment of informa-
tion not covered explicitly in current classification guides.

PATENT APPLICATION REVIEW, GC-42 initiates requests for declassificatinon

review of all patent applications.

a. G6C-42 shall transmit one copy of the patent application to NDP-32 for
review to determine if it may be declassified in accordance with current
NNE classification policy.

b. DP-32 may refer questions about declassification of NDOE patent appli-
cations to a Responsible Reviewer for review and recommendations,
However, classified, private, non-DOE patent applications shall not be
referred to a Responsible Reviewer without the express written approval
of GC-42, Such special handling of patent applications as is necessary
to comply with section 151(e) of the Atomic Energy Act and as may be
required to protect the patent position of the U.S. Government will be
observed,

c. Upon completion of the required review, DP-32 will return the patent
application to RC-42 with the determination,

REVIEWS PURSUANT TO EXECUTIVE ORDER OR STATUTE. FExecutive Order 12356, the

FOIA, and the Privacy Act contain provisions requiring classification review
of information and documents. The procedures for carrying out such reviews
are given in the following subparagraphs,

a. FExecutive Order 12356 requires the establishment of procedures for
Mandatory Review for declassification of NSI. It also requires that
systematic review guidelines be furnished to the Archivist of the United
States for use in reviewing for declassification/downgrading of (1)
classified documents accessioned into the National Archives of the
United States, and (2) classified presidential documents under the
Archivist's control which were originated by or contain information
under the purview of DOE or its predecessors, Under Executive Order
12356, DP-32 may conduct internal and systematic review programs for
classified information originated by DOE and contained in documents
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determined by the Archivist to be permanently valuahle, but which have
not been accessioned into the National Archives of the lnited States,

(1) Mandatory Review for Neclassification,

(a)

(b)

(c)

Except as provided in section 3.4(h) of Executive Order 17356,
all information classified by DOE under Executive Order 12356
or its predecessor orders (i.e., NSI) is subject to a review
for declassification by NOE if the request:

1 1Is made by a U.S. citizen or permanent resident alien, a
~  Federal agency, or a State or local government;

2 Describes the document or material containing or revealing
the NSI in question with sufficient specificity to enable
it to be located with a reasonabhle effort; and

3 Is sent to the NDirector of Classification, t.S. Nepartment
of Energy, Washington, NC 20545,

Invalid Requests. The requester will be notified promptly by
TP-37 if his or her request is not valid. This notification
letter will explain why the request cannot be processed and,
if applicable, tell the requester what additional information
is needed to allow processing of the request.

Valid Requests. Upon receipt of a valid request for mandatory
declassification review, DP-32 shall:

1 Contact all appropriate Departmental Elements requesting
that their files be searched for documents and material
responsive to the request.

|~

On the basis of the results of the abnve search, determine
whether estimated review and coordination time required to
process the request precludes a prompt declassification
determination and, if so, inform the requester of the
additional time needed to process the request.

3 Review the documents or other material responsive to the
request and determine whether or not the classified
information under the purview of DOE contained in or
revealed by the documents or other material can be
declassified,

| &

Coordinate with other agencies the review of documents or
other material originated by NNE that are responsive to
the request and that contain information under the purview
of those agencies.
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After deletion of all classified information under the
purview of DOE, forward a copy of any documents or other
material originated by another agency to that agency for
further processing and direct response to the requester,
including a copy of the request together with recommendations
for action and, after consultation with the originating
agency, inform the requester of the referral.

Transmit to the requester the final determination of DP-32 as

to whether all or part of any documents or other material

responsive to the request may be released to the requester. >
This determination must be made within 1 year from the date

of receipt of the request except in unusual circumstances

(e.g., delays caused by coordination of the review of

responsive documents or other material originated by DOE with

agencies having purview over information contained in or

revealed by the documents or other material).

In those cases where a fee (see 10 CFR 1004.9 for schedule of
fees charged for documents or material provided to requesters)
is to be charged, notify the requester of the estimated

amount of the fee and await confirmation by the requester of
willingness to pay the fee.

In those cases where no fee is to be charged, or where the o
requester has agreed to pay the fee, and consistent with

other applicable law, send the requester copies of

declassified documents or other material or declassified

portions of classified documents or other material that

constitute coherent segments.

In those cases where all or part of documents or other
material responsive to a request cannot be declassified,
notify the requester that he or she has the right to an
administrative appeal of the denial within 60 days of receipt
of the denial letter. The requester shall be notified that
the appeal shall specify why the requester believes the
information in question does not warrant classification and,
if possible, should include copies of the initial request
letter and the denial letter from the Director of
Classification. The appeal should be sent to the Assistant
Secretary for Defense Programs, U.S. Department of Energy,
Washington, DC 20545. -

Appeals of Denials of Mandatory Declassification Review Requests.

1

Immediately upon receipt of an appeal request, an ad hoc
committee will be assembled and headed by a representative
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from the Office of DP-1 and will be made up of represen-
tatives from any Departmental Element that he or she
determines to have an interest in the appeal or in the
information in question.

2 DP-32 will provide the committee all information,
documents, and any other assistance pertinent to the
appeal, and will advise the committee with regard to the
classification of the information involved.

3 The committee will review the basis for the denial and
transmit its findings and recommendations to DP-1 within
15 working days following receipt of the appeal.

4 On the basis of the committee report, DP-1 shall make a
final determination on the appeal within 25 working days
following receipt of the appeal. The head of the
committee then shall notify the requester, within 30
working days following receipt of the appeal, in writing,
of the final determination., In accordance with this
determination and consistent with other applicable law,
copies of declassified documents or other material or
declassified portions of classified documents or other
material responsive to the request will be released to the
requester, upon payment of any required fees, and/or the
requester will be given a statement as to why some or all
of the documents or other material cannot be declassified.

Systematic Review by the Archivist of the United States. Executive

Order 12356 requires the Archivist of the United States to
systematically review for declassification or downgrading (a)
classified documents accessioned into the National Archives of the
United States and (b) classified presidential documents under the
Archivist's control. Such documents shall be reviewed in
accordance with systematic review guidelines provided by NDP-32 for
information under the purview of DOE or its predecessors.

(a) Systematic Review Guidelines, NP-32 shall issue and maintain
guidelines for systematic declassification review of
information under the purview of NOE or its predecessors.
These guidelines shall be developed in consultation with the
Archivist and the Director of ISO0 and designed to assist the
Archivist in the conduct of systematic reviews, These
guidelines shall be reviewed and updated at least every §
years unless earlier review is requested by the Archivist,

(b) Assistance to the Archivist, DPP-32 shall designate
experienced personnel to provide timely assistance to the
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Archivist in the systematic review process. Such personnel
shall be designated as having Derivative Neclassification
Authority for the documents subject to the systematic review
process that contain information under the purview of DOE or
its predecessors.

(c) Internal Systematic Review Programs. DNP-32 may conduct
internal systematic review programs of documents containing
information under the purview of DOE or its predecessors that
have been determined by the Archivist to be permanently
valuable but that have not been accessioned into the National
Archives of the United States. DP-32 shall originate any
required instructions or guidelines on a case-by-case basis
for internal systematic review programs.

Freedom of Information Act or Privacy Act of 1974. Classification

review and other actions regarding review of classified documents
requested pursuant to the FOIA or the Privacy Act shall be conducted in
accordance with the provisions of this Order and NOE orders concerning
the FOIA and the Privacy Act.

Confirmation of Existence of Requested Documents. Individuals

responding to requests for classified documents made pursuant to the
FOIA, the Privacy Act, or the mandatory review provisions of Executive
Order 12356 shall refuse to confirm or deny the existence or
nonexistence of requested documents whenever the fact of their existence
or nonexistence is itself classified.

OTHER REVIEWS BY THE OFFICE OF CLASSIFICATION.

de

Centralized Categorical Reviews. Under certain circumstances, NDP-32 may
determine that the declassification review of documents or material

dealing with specified categories of information must be conducted by
nP‘32.

Priority Reviews. When the Head of a Departmental Element or his or her

designated representative determines that an immediate declassification
review is required of a document that is beyond the local declassi-
fication authority, he or she may request a priority review for
declassification by DP-32, DP-32 will conduct the review as rapidly as
possible and will return one copy of the document to the initiator of
the declassification request with an official notification of final
action. When the situation so warrants, a priority review should be
explicitly requested, with a brief explanation as to the need for
special handling, The purpose of the review and any special
instructions should be included in the request.
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9. DEPARTMENTAL AND CONTRACTOR REVIEW RESPONSIRILITY.

a. Originating Departmental Element or Contractor Organization. That
Nepartmental Element or contractor organization which originated a
document must be consulted before declassification/downgrading of the
document,

b. Departmental Element or Contractor Organization With Programmatic
Interest 1n a Document. Regardliess of who originated 1t, any document
containing information outside the programmatic jurisdiction of the
declassifier must he coordinated with the Departmental Element(s) or
contractor organization(s) having programmatic interest, 1In the case of
other agency or foreign government information, see paragraph d,
below, This coordination is particularly important when no single
organization has sole programmatic jurisdiction over the information in
a document,

c. Director of Classification. DNP-32 is authorized to make the final
determination to declassify/downgrade documents originated by any
Departmental Element or contractor organization. This authority may be
delegated,

d. External Coordination. DNP-32 shall conduct all interagency or inter-
Government coordination required to declassify/downgrade documents in
the possession of DOE or its contractors. When NP-32 receives a request
made pursuant to the FOIA, the Privacy Act, or the mandatory review
provisions of Executive Order 12356 for classified documents in its
custody that were classified by another agency, it shall refer copies of
the request and the requested documents to the originating agency for
processing, and may, only after consultation with the originating
agency, inform the requester of the referral, In cases in which the
originating agency determines in writing that a response subject to the
conditions specified on page VI-14, paragraph 7c¢ of this part is
required, NDP-32 shall respond to the requester in accordance with that
paragraph.

10. REPRODUCTION FOR DECLASSIFICATION REVIEW. Reproduction of documents for the
sole purpose of facilitating their review for declassification shall not
require the consent of the originator.
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1.

PART N - NOTIFICATION OF NECLASSIFICATION OR NOWNGRADING

GENFRAL. Part D pertains to RD, FRD and NSI, Those authorizing a change in

classification (declassification or downgrading) of documents will ensure

that all holders of the documents are notified as follows,

a.

c.

Top Secret Documents, The person authorizing the declassification or

downgrading of a Top Secret document shall notify NP-34, who shall
notify all custodians.

Secret and Confidential NDocuments. The person authorizing the

declassification or downgrading of a Secret or Confidential document
shall ensure that all known holders of the document are notified.

Nncuments Sent to the Office of Scientific and Technical Information.

The person authorizing the declassification or downgrading of a document
that has been sent to the Office of Scientific and Technical Information
shall provide a copy of the change of classification notice to the
Office of Scientific and Technical Information, P.0., Rox 62, Nak Ridge,
Tennessee 37831, through the Director of Classification, for inclusion
in the Office of Scientific and Technical Information data base.

Forwarding of Notices. If the recipient of a declassification or down-

grading notice has transmitted the document to another custodian, the
change notice should be forwarded to the new custodian.

NECLASSIFICATION NOTICES.

a.

Neclassification Notices shall be prepared, reviewed, and signed by the
individual authorizing the declassification., It is the responsibility
of this individual to ensure that the notice accurately and uniquely
describes the document, In general, recipients of the notice (including
the Office of Scientific and Technical Information) will not be in a
position to verify its accuracy.

Internal declassification notification may be handled by each
Nepartmental Element and contractor organization according to its own
requirements, Internal declassification notices shall contain, as a
minimum, the following information:

(1) Full title of the document, 1f the document is untitled, a
description of the document sufficient to uniquely identify it
shall be provided.

(2) The identification number of the document (such as report number,
short title, document number), if any.

(3) The identity of the author, signer, or originator of the document,
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(4) The document date,

(5) The number of pages in the document (from the documentation stamp
on those documents with such a marking; otherwise, this is not
required in the notice).

(6) The name of the Departmental Element or contractor organization
that originated or issued the document.

(7) The original classification of the document,

(8) The identity of the person authorizing the declassification (by
name, title, and organization).

(9) The effective date of the declassification action.

A1l declassification notices will also contain a statement worded
substantially as follows:

The custodian of the document described herein is
authorized to remove, cancel, or otherwise void the
classification markings from the document. Such
markings may be removed only when the correspondence
of this notice to the document has been verified by
two persons, who must ensure that the document con-
cerned identically fits the description provided
herein, Otherwise, the markings may not be

removed, If there is any doubt regarding the
identity of the document to which this notice
applies, the recipient should contact the originator
of the notice for further information. The persons
who remove the markings and validate that action
shall mark the document as having been declassified,
identify this notice as their authority for doing
so, and sign and date the action on the document,

If a person who receives this notice has given the
document or copies thereof to others, this notice
should also be forwarded to such other custodians.

Unless sanitization is specifically required or requested, reviewers
will not sanitize documents, Moreover, notification of sanitization to
other than the requester will not be issued. Each extract or deleted
version of a numbered classified document (i.e., those with report
numbers, document numbers, etc.) will be assigned a new, unique

number., 1f necessary, the new version can also be identified as being
an extract or deleted version of the original document., When an extract
or deleted version is declassified, the declassification notice will
specifically state that the document is an extract or deleted version,
as appropriate.
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PART E - RE-MARKING DECLASSIFIEND OR _NOWNGRANEN DOCUMENTS

GENERAL. Part E pertains to RD, FRD and NSI, except as noted in paragraph

3, below.

REMOVAL OR CANCELLATION OF CLASSIFICATION MARKINGS FROM DOCUMENTS.

a.

Custodians of documents for which a written notification of declassi-
fication is received from an authorized source will ensure that the
document concerned exactly corresponds to the description given in the
declassification notice before removing or cancelling the classification
markings., Custodians of formal reports may declassify them only on the
basis of formal declassification notices issued by the Office of
Scientific and Technical Information, However, custodians in the same
organization in which a declassification determination of a formal
report has been made may act upon notification from the appropriate
declassification authority in accordance with local procedures without
having to wait for formal notification from the 0Office of Scientific and
Technical Information, Custodians of documents other than formal
reports may declassify them only on the basis of a written declassifica-
tion notice from an authorized source. At least two persons must verify
the applicability of the declassification notice to the document
concerned,

If there is any doubt regarding the identity of a document to be declas-
sified, the document should not be declassified., If there is any doubt
regarding the identification of a document for which a declassification
notice has been received, the custodian shall contact the person author-
izing the declassification for more specific identification or confirma-
tion, If clarification is needed for declassification notices published
by the Office of Scientific and Technical Information for formal
reports, the custodian should contact NP-32 for identification of the
person authorizing declassification.

When the classification markings are removed or cancelled from a

document pursuant to a declassification notice or shall be marked to
show:

(1) The signature of the person removing the markings and the date of
the action;

(?) The signature of the person verifying the validity of the action
and the date of verification; and

(3) The authority for declassifying the document (e.g., a memorandum,
an O0ffice of Scientific and Technical Information notice, a
classification guide, or guide topic).



DOE 5650.2A
VI-20 5-8-85

Classification changed to lé)uggébtgéfg;ug,
(Insert appropriatd classification)
by authority of 6%2’2’144/ ABC. 4/4/32
uthority for change in classification) (Date)

by K. /5 . 6 /6 /34

(Signatures of persons makKing change(and verifying ate
the information)

Figure VI-1
Example of Document Declassification/Downgrading Marking

3. AUTOMATIC DECLASSIFICATION, An NSI document marked with a date or event for
automatic declassification may be declassified by any custodian of the
document when that date or event has occurred, The declassification/
downgrading marking illustrated in Figure VI-1, above, is not required.
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CHAPTER VII
EDUCATION

ORJECTIVE, Fmployees of NOF, its contractors, and others who generate or
have access to classified information must have sufficient understanding of
classification policies, principles, and procedures to discharge their
duties. The classification education program is intended to provide such an
understanding.

ENUCATION PROGRAMS,

d.

Initial Classification Education, All new DOE and NOE contractor

employees must understand their classification responsibilities before
being given access to classified information, Therefore, in
preparation, they shall be given a classification orientation which
shall, as a minimum;

(1) Explain what classification and classified information are,
including the classification levels and the difference between RN,
FRD, and NSI.

(2) Explain the local classification organizational structure and the
channels through which new employees should refer classification
questions.

(3) Stress the individual's responsibility for assuring that documents
are reviewed for classification, In addition, employees who re-
quire knowledge of classification guidance in their work should
have such guidance explained to them., This may be accomplished
either during the initial orientation or at some reasonable time
thereafter,

Continuing Education. A1l DOE and NNE contractor classification offices

shall conduct a continuing classification education program to maintain
classification awareness and apprise employees of changes in classifica-
tion policies and procedures.

Classifier/NDeclassifier Briefing. Before an individual becomes an Ori-

ginal or Derivative Classifier or Nerivative Neclassifier, a local
classification representative shall explain in detail the classification
guidance pertaining to the classifier's subject area, and the special
procedures which may apply. Periodic updates shall be given every 2
years or as changes in classification policy or procedures occur.

Special Briefings., Periodically, a classification representative shall

conduct special oral or written briefings. Such briefings may be
required, for example, because of the issuance of new guidance in a par-
ticular subject area or because of a change in classification procedures,
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such as redefinition of the authority of a Secret Original Classifier,
Such briefings might be conducted, for example, for all individuals in a
given Departmental Element or contractor organization who are involved
in the affected technical area or who have the redefined classification
authority. The need for such briefings may be identified by the local
classification office or by the potential attendees.

OTHER CLASSIFICATION EDUCATION METHODS., Classification Officers are

encouraged to provide continuity to their classification education program
by utilizing some or all of the following suggested methods:

d,

e.

f.

Impress supervisors with the importance of observing classification
guidance and procedures, and urge them to do likewise for their
subordinates.

Encourage discussions of specific classification items and problems at
staff meetings.

Invite outside speakers in the classification field to address employees
on specific aspects of the classification and declassification programs.

Invite technical and scientific personnel to speak in areas in which
they have particular expertise and where classification determinations
may have an impact.

Use internal publications, posters, and so forth, for classification
messages.

Share information concerning classification efforts with other NOE and
DOE contractor classification offices.

PRIVATE ORGANIZATIONS AND INDIVIDUALS. The statutory definition of RD is

not limited to data developed in government programs but includes all data
that meet the statutory definition of RD, including data generated in
private work,

a.

b.

DOE is responsible under the Atomic Energy Act for monitoring R&D
conducted by private organizations and individuals,

NP-32 is responsible for educating private organizations and individuals
insofar as classification concerns affect their activities. Such educa-

tion will be carried out primarily by publication of relevant infor-
mation in the "Federal Register."

Field classification personnel will assist in this portion of the educa-
tion program by advising DP-32 of private R&D or other activity likely
to generate RD and where, consequently, there is a need for classifi-
cation education,
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CHAPTER VIII
CLASSIFICATION APPRAISALS

1. POLICY. The classification practices, procedures, and performance of NOE
and DOE contractor organizations shall be appraised to ascertain their
adequacy and effectiveness.

2. DBJECTIVES,

a. To determine the effectiveness of classification personnel in imple-
menting the classification program,

b. To determine whether classification practices and performance conform to
NOE policy.

c. To evaluate the effectiveness of locally developed methods of imple-
menting NOE classification policy and regulations.

d., To evaluate the adequacy of the classification guidance and control
provided by NOE and NOE contractor organizations to those within their
supervision,

3. STANDARNS AND PROCEDURES.

a. Appraisal Guidance and Instructions. This chapter presents policy,
objectives, and general guidance regarding standards and procedures to
be used in conducting classification appraisals. DNetailed instructions
and specific guidance on the conduct of appraisals, including prepara-
tion for appraisals, suggested formats for workpapers and reports, and
suggested methods for gathering and evaluating relevant information, are
contained in the classification appraisal procedural guide developed and
promulgated under the authority of DP-32,

b. Scope of Appraisals. The classification programs of the various
Nepartmental Elements and DOE contractor organizations differ in scope,
complexity and sensitivity. No single list of points to be covered in
an appraisal is, therefore, appropriate in all cases, The list of areas
below is presented merely as a guideline; it should serve to introduce a
measure of uniformity into appraisal reports and to remind the apprais-
ers of areas that may need attention. An appraisal should provide
answers to those of the following questions that are applicable:

(1) Management Awareness. How actively does management keep informed
of current DOE classification policy, especially as it applies to
information, projects, and materials under their purview?

(2) Management Support., What is the position of the classification
function and the Classification Officer in the organization? Are
sufficient resources available to the Classification Officer? 1f
the Classification Nfficer has additional duties, do the
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Classification Officer and any assistants devote sufficient time to
classification matters?

Practices. How closely do classification practices comport with DOE
policy? (The answer should be based on a review of representative
samplings of classified and unclassified correspondence, records,
procurement forms, financial reports, etc.).

Classification Guidance. How complete, effective, and timely is the
guidance developed for classified projects? (Appraisal of a prime
contractor organization should include review of the classification
guidance of both the prime and subcontractor organizations and the
resulting classification practices.) Have local classification guides
been prepared for all classified work being performed? Are they kept
current?

Education Program. How active and effective is the education program
for indoctrination and instruction of all individuals in classifi-
cation policies and procedures?

Classification Board. If a board has been appointed, what is its
purpose, who is on it, what is the frequency of its meetings, and is
it effective?

Classifying and Declassifying Officials. How current is the
appointment of Authorized CTassifiers and Authorized Declassifiers?
Are their numbers, locations, and qualifications appropriate?

Declassification. Is a declassification program needed? If there is
a program, is it being effectively administered?

Appraisals. How thorough is the appraisal system in determining
compTliance with approved guidance? Are subcontractor appraisals being
conducted?

Other Classifying Organizations. Do any organizations other than DOE
(for example, DOD} have classitfication responsibilities regarding
sole or joint programs at the organization being appraised? If there
are inconsistencies between DOE classification guidance and other
guidance, have actions been taken to resolve them?

Nonnuclear Programs. In field elements with jurisdiction over
nonnucTear programs, have procedures been implemented for periodic
review of these programs for possible need for classification? If so,
are these review procedures timely and comprehensive? Have the
personnel responsible for the review been properly trained and
designated with appropriate classification authority?
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¢. Frequency of Appraisals. The scope and frequency of appraisals shall be

determined by the management of the appraising Nepartmental Element
after consideration of the following factors:

(1) Past Performance Experience and Appraisal Results. Problem areas
and key functions representing potential trouble spots should be
identified for frequent review.

(2) 1Interval Since Last Appraisal, FEvery function having a major
classification interest should be appraised at least every 3 years
unless particular circumstances indicate otherwise., Functions
having a minor classification interest may be appraised on a 5-year
or longer basis.

(3) Management's need for information,

(4) Number of classified contracts administered by a Departmental
Element.

d. Visits,
(1) Classification performance should be evaluated on the basis of a

. (2)

visit to the Departmental Element or contractor organization being
appraised, A classification appraisal based not on a visit but on
performance as revealed by matters raised by the organization
itself or incidentally exposed may neglect many factors. Various
units within the NDepartmental Flement or contractor organization
may be unaware that their classification practices are incorrect or
may be reluctant to call attention to them, Appraisals of a
Nepartmental Element or contractor organization based on personal
visits should include an inspection of classification practices of
the various units and a classification review of both outgoing and
internal papers and records, In cases where visits for classi-
fication appraisals may be impractical (e.g., that of a contractor
who has responsibility for numerous small subcontractors),
appraisals may be made without visits, provided all other require-
ments of this Order regarding appraisals are met,

Written records should be kept of all information gathered during a
classification appraisal. These records form the basis for the
conclusions presented in the appraisal report and can serve to
clarify or substantiate these conclusions, A suggested format for
these written appraisal records is given in the classification
appraisal procedural gquide,

e. Appraisal Reports.

(1)

A written appraisal report is required, It should include
sufficient evaluation of the scope of the classification program
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(3)

(4)

(5)

(6)

(7)
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listed on page VIII-1, paragraph 3, or equivalent treatment at the
discretion of the appraiser, to give a clear picture of
classification performance.

A format for appraisal reports is given in the classification
appraisal procedural guide. Use of this format is recommended in
order to increase the comparability and uniformity of appraisals.

The report should inform both the Departmental Element appraised
and the organization responsible for the appraisal of the adequacy
of the classification program, and 1ist as recommendations any
problem areas and necessary corrective actions, If a substantial
number of recommendations appear in the report, they should be
summarized for ready reference.

Generally, no final report should be made without first informing
the Head of the appraised Departmental Element of the appraisal
results and the probable content of the report.

The appraisal report on a Departmental Element shall be submitted
to the Head of that Nepartmental Element, and copies forwarded to
the HO element with primary interest in its operations, DP-1, and,
if appropriate, to other Secretarial officers.

The appraisal report on an area element or a contractor organiza-
tion by the field element administering the contract shall be filed
in that field element, and a copy provided on request to DP-32,

The appraisal report on a subcontractor organization by the
contractor organization administering the contract shall be on file
at the contractor organization, and a copy provided to the
NDepartmental Element administering the prime contract.

f. Followup.

(1)

(2)

Where recommendations for action on minor deficiencies have been
submitted to responsible management, the adequacy of their
implementation shall normally be determined and reported in the
next appraisal. However, if measures are required to correct major
deficiencies, a followup, at least by correspondence, shall be
instituted by the appraising Departmental Element or contractor
organization in a timely manner,

A schedule for implementation of any necessary corrective actions
should be prepared by the appraised Departmental Element or con-
tractor organization and submitted to the appraising Departmental
Element or contractor organization, which should institute measures
to monitor the progress of implementation of corrective measures.
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CHAPTER IX
CLASSIFICATION VIOLATIONS
1. VIOLATIONS SUBJECT TO SANCTIONS. DOE and DOE contractor personnel shall be

subject to appropriate sanctions if they:

a. Knowingly, willfully, or negligently disclose to unauthorized persons
information properly classified under the Atomic Energy Act of 1954, as
amended, Executive Order 12356, or predecessor Executive Orders;

b, Knowingly, willfully, or negligently classify or continue the
classification of information, documents, or materials in violation of
Executive Order 12356, its implementing directives, this Order, or
approved classification guidance;

c. Knowingly and willfully violate any other classification provisions of
Executive Order 12356, its implementing directives, or this Order; or

d. Knowingly and willfully violate any provision of the Atomic Energy Act
with regard to the classification or declassification of information
under the purview of that Act,.

REPORTING VIOLATIONS. When such violations occur, Heads of Departmental

Elements shall promptly notify NDP-32 and DP-34 through appropriate
channels, Violations under paragraphs 1(a) and l(b) above involving NSI
will be promptly reported to ISOD by NP-34,

CORRECTIVE ACTIONS. Sanctions for such violations may include reprimand,

suspension without pay, removal, termination of classification authority, or
other sanction in accordance with applicable Taw. Heads of Departmental
Elements wherein such violations occur shall ensure that appropriate and
prompt corrective action is taken (including action to prevent recurrence).
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REFERENCES AND OPERATING PROCEDURES
PART A - ATOMIC ENERGY ACT EXCERPTS
1. GENERAL. Pursuant to the Department of Energy Organization Act and the

Energy Reorganization Act of 1974, as amended, the Secretary of Energy has

certain responsibilities with regard to the control of information which
falls under the purview of the Atomic Energy Act. In accordance with the
Atomic Energy Act, it is DOE policy to control the dissemination and
declassification of RD in such a manner as to assure the common defense and
security. All information falling within the definition of RD is classified
at its inception by the Atomic Energy Act.

NECLASSIFICATION AND TRANSCLASSIFICATION are also provided for by the Act.

The five provisions of the Atomic Energy Act excerpted below deal with
declassification or transclassification (section 142, Atomic Energy Act):

"a. The [Secretary of Energyl shall from time to
time determine the data, within the definition
of Restricted Data, which can be published with-
out undue risk to the common defense and secu-
rity and shall thereupon cause such data to be
declassified and removed from the category of
Restricted Data.,

“b. The [Secretary of Energyl shall maintain a
continuous review of Restricted Data and of any
classification guides issued for the guidance of
those in the atomic energy program with respect
to the areas of Restricted Data which have been
declassified in order to determine which infor-
mation may be declassified and removed from the
category of Restricted Data without undue risk
to the common defense and security,

“c. In the case of Restricted NData which the
[Secretary of Energy] and the Department of
Defense jointly determine to relate primarily to
the military utilization of atomic weapons, the
determination that such data may be published
without constituting an unreasonable risk to the
common defense and security shall be made by the
[Secretary of Energy] and the Department of
Nefense jointly, and if the [Secretary of
Energy] and the Department of Defense do not
agree, the determination shall be made by the
Pres%dent. [Provision for declassification of
FRD.
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d.

The [Secretary of Energy] shall remove from the
Restricted Data category such data as the
[Secretary of Energy] and the Department of
Defense jointly determine relates primarily to
the military utilization of atomic weapons and
which the [Secretary of Energy] and the Depart-
ment of Defense jointly determine can be ade-
quately safeguarded as defense information:
provided, however, that no such data so removed
from the Restricted Data category shall be
transmitted or otherwise made available to any
nation or regional defense organization, while
such data remains defense information, except
pursuant to an agreement for cooperation entered
into in accordance with subsection 144b [of the
Atomic Energy Act]. [Provision for the trans-
classification of RD to FRD.]

The [Secretary of Energy] shall remove from the
Restricted Data category such information con-
cerning the atomic energy programs of other
nations as the [Secretary of Energy] and the
Director of Central Intelligence jointly deter-
mine to be necessary to carry out the provisions
of section 102(d) of the National Security Act
of 1947, as amended, and can be adequately safe-
guarded as defense information."

BOE 5650.2A
5-8-85
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PART B - EXECUTIVE ORDER 12356 AND DIRECTIVE NO, 1

1. EXECUTIVE ORDER 12356:

Tuesday
April 6, 1982

Part IV

The President

Executive Order 12356—
National Security Information
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Title 3— Executive Order 12356 of April 2, 1882

The President National Security Information
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This Ordoer prescribes a uniform system for classifying, declassifying, and
safeguarding national security information. It recognizes that it {s essential
that the public be informed concerning the activities of its Government, but
that the interests of the United States and its citizens require that certain
information concerning the national defense and foreign relations be protected
against unauthorized disclosure. Information may not be classified under this
Order unless its disclosure reasonably could be expected to tause damage to
the national security.

NOW, by the authority vested in me as President by the Constitution and laws
of the United States of America, it is hereby ordered as follows:

Part1
Original Classification
Section 1.1  Classification Levels.

{a) National security information (hereinafter “classified information") shall
be clagsified at one of the following three levels:

{1) “Top Secret” shall be applied to information, the unauthorized disclosure
of which reasonably could be expected to cause exceptionally grave damage
to the national security.
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{2) “Secret” shall be applied to information, the unauthorized disclosure of
which reasonably could be expected to cause serious damage to the national
security.

(3) “Confidential” shall be applied to information, the unauthorized disclosure
of which reasonably could expected to cause damage to the national
security.

(b) Except as otherwise provided by statute, no other terms shall be used to
{dentify classified information.

(c) If there {8 reasonable doubt about the need to classify information, it shall
be safeguarded as if it were classified pending a determination by an original
classification authority, who shall make this determination within thirty (30)
days. If there is reasonable doubt about the appropriate level of classification,
it shall be safeguarded al the higher level of classification pending a determi-
nation by an original classification authority, who shall make this determina-
tion within thirty (30) days.

8ec.1.2 Classification Authority.

(8) Top Secret. The authority to classify information originally as Top Secret
may be exercised only by:

(1) the President;

(2) agency heads and officlals designated by the President in the Federal
Rogister; and

(3) officials delegated this authority pursuant to Section 1.2(d).

(b) Secret. The authority to classify information originally as Secret may be
exercised only.by:

(1) agency heads and officials designated by the President in the Federal
Register;

{2) officials with original Top Secret classification authority; and
{3) officials delegated such authority pursuant to Section 1.2(d).

{c) Confidential. The authority to classify information originally as Confiden-
tial may be exercised only by:

(1) agency heads and officials designated by the President in the Fedearal
Register;

(2} officials with original Top Secret or Secret classification authority; and
(3} officials delegated such authority pursuant to Section 1.2(d).

(d) Delegation of Original Classification Authority.

(1) Delegations of original classification authority shall be limited to the
minimum required to administer this Order. Agency heads are responsible for
ensuring that designated subordinate officials have a demonstrable and con-
tinuing need to exercise this authority.

(2) Original Top Secret classification authority may be delegated only by the

President; an agency head or official designated pursuant to Section 1.2(a)(2):

and the senior official designated under Section 5.3(a)(1), provided that official

ll:as:een delegated original Top Secret classification authority by the agency
ead.

(3) Original Secret classification authority may be delegated only by the
President; an agency head or official designated pursuant to Sections 1.2(a)(2)
and 1.2(b)(1}; an official with original Top Secret classification authority; and
the senior official designated under Section 5.3(a){1), provided that official has
been delegated original Secret classification suthority by the agency head.

(4) Original Confidential classification authority may be delegated only by the
President; an agency head or official designated pursuant to Sections 1.2(a)(2).
1.2(b)(1) and 2.2(c)(1); an officia] with original Top Secre! classification author.

n
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ltg and the senlor official designated under Section 5.3(a)(1), provided that
g gl.al has been delegated original classification authority by the agency
ea :

(8) Bach delegation of original classification authority shall be in writing and
the authority shall not ba redelegated except as provided in thia Order. It shall
fdentify the official delegated the authority by name or position title. Delegat-
od classification authority includes the autherity to classify information at the
lavel granted and lower levels of classification.

(e) Exceptional Cases. When an employee, contractor, licensee, or grantee of
an agency that does not have original classification authority originates
information believed by that person to require classification, the information
shall be protected in a manner consistent with this Order and its implementing
directives. The information shall be transmitted promptly as provided under
this Order or its implementing directives to the agency that has appropriate
subject matter interest and classification authority with respect to this infor-
mation. That agency shall decide within thirty (30) days whether to classify
this information. If it is not clear which agency has classification responsibill-
ty for this information, it shall be sent to the Director of the Information
Security Oversight Office. The Director shall determine the agency having
primary subject matter interest and forward the information, with appropriate
recommendations, to that agency for a classification determination.

8ec. 1.3 Classification Categories.

{a) Information shall be considered for classification if it concerns:

(1) military plans, weapons, or operations;

(2) the vulnerabilities or capabllities of systems, installations, projects, or-
plans relating to the national security;

(3) foreign government information;

(4} Int&o ence activities (Including special activities), or intelligence sources
or me 3

(6) foreign relations or foreign activities of the United States;
(6) sclentific, technological, or economic matters relating to the national

g)dlﬂalted States Government programs for safeguarding nuclear materiala or
en;

() cryptology:

(9} a confidential source: or

(10) other categories of information that are related to the national security
and that require protection against unauthorized disclosure as determined by
the President or by agency heads or other officials who have been delegated
o classification authority by the President. Any determination made
under this subsection shall be reported promptly to the Director of the
Information Security Oversight Office.

(b) Information that is determined to concern one or more of the categories in
Section 1.3{a) shall be classified when an original classification authority also
determines that its unauthorized disclosure, either by itself or in the context of
other information, reasonably could be expected to cause damage to the
national security. .

(c) Unauthorized disclosure of foreign government information, the identity of
a confidential foreign source, or intelligence sources or methods is presumed
to cause damage to the national security.
&d) Information classified in accordance with Section 1.3 shall not be declassi-
ed automatically as a result of any unofficial publication or inadvertent or
ul:fnuthorized disclosure in the United States or abroad of identical or simllar
ormation.
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8ec. 34 Duration of Classification.

{a) Information shall be classified as long as required by national security
considerations. When it can be determined, a specific date or event for
declassification shall be set by the original classification authority at the time
the information is originally classified.

{b) Automatic declassification determinations under predecessor orders shall
remain valid unless the classification is extended by an authorized official of
the originating agency. These extenslons may be by individual documents or
categories of information. The agency shall be responsible for notifying hold-
ers of the information of such extensions.

(c) Information classified under predecessor orders and marked for declassifi-
cation review shall remain classified until reviewed for declassification under
the provisions of this Order.

Sec. 1.8 Identification and Markings.

(a) At the time of classification, the following information shell be
shown on the face of all classified documents, or clearly associated with other
forms of classified information in a manner appropriate to the medium
involved, unless this information itself would reveal a confidential source or
relationship not otherwise evident in the dccument or information:

{1) one of the three classification levels defined in Section 1.1;

(2} the fdentity of the o | classification authority if other than the person
whose name appears as the approving or signing official;

(3) the agency and office of origin; and

(4) the date or event for declassification, or the notation “Originating Agency’s
Determination Required.”

(b) Each classified document shall, by marking or other means, indicate which
portions are classified, with the applicable classification level, and which
portions are not classified Agency heads may, for good cause, grant and
revocke waivers of this requirement for specified classes of documents or
{nformation. The Director of the Information Security Oversaight Office shall be
notified of any waivera.

{c) Marking designations implementing the provisions of this Order, including
abbreviations, shall conform to the standards prescribed in implementing
directives issued by the Information Security Oversight Office.

(d) Foreign government information shall either retain its original classifica-

tion or be assigned a United States classification that shall ensure a degree of

l;fprotecti;;tl:l.t least equivalent to that required by the entity that furnished the
‘ormal

(e) Information assigned a level of classification under predecessor orders
shall be considered as classified at that level of classification despite the
omission of other required markings. Omitted markings may be inserted on &
document by the officials specified in Section 3.1(b}.

Bec. L8 Limjtations on Classificotion.

(a) In no case shall information be classified in order to conceal violations of
law, Inefficlency, or adminlstrative error; to prevent embarrassment to a
person, arganization, or agency; to restrain competition; or to prevent or delay
the release of information that does not require protection in the interest of
national security.

(b) Basic scientific research information not clearly related to the national
security may not be classified.

(c) The President or an agency head or official designated under Sections
1.2(a}{2], 1.2(b)(1), or 1.2(¢)(1) may reclassify information previously declassi-
fied and disclosed if it is determined in writing that (1) the information
requires protection in the interest of national security; and {2} the information

X-7
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| may reasonably be recovered. These reclassification actions shall be reported
promptly to the Director of the Information Security Oversight Office.

(d) Information may be classified or reclassified after an agency has received
a request for it under the Freedom of Information Act (3 U.S.C. 552) or the
Privacy Act of 1974 (8 U.8.C. 552a), or the mandatory review provisions of this
Order (Section 3.4) If such classification meets the requirements of thia Order
and is accomplished personally and on a document-by-document basis by the
agency head, the deputy agency head, the senior agency official designated
. under Section 5.3(a)(1), or an official with original Top Secret classification

authority..
Part2
Dertvative Classification

8oc. 21 Use of Derivative Classification.

(a) Derivative classification s (1) the determination that information s in
substance the same as information currently classified. and (2) the application
of the same classlfication markings. Persons who only reproduce, extract, or
summarize classified Information, or who only apply classification

derived from source material or as directed by a classification guide, need not
poasess original classification authority.

(b) Persons who apply derivative classification markings shall:
(1) observe and respect original classification decisions; and

{2) carry forward to any newly created documents any assigned authorized
markings. The declassification date or event that provides the longest period
of classification shall be used for documents classified on the basis of multiple
sources.

8oc. 22 Clossification Guides.

(a) Agencies with original classification authority shall prepare classification
guides to facilitate the proper and uniform derivative classification of informa-
tion.

{b) Bach guide shall be approved personally and in writing by an official who:

(1) has program or supervisory responsibility over the information or is the
genior agency official eslgnntgd under Section 5.3(a)(1); and

(2) is authorized to classify information originally at the highest level of
classification prescribed in the guide.

(c) Agency heads may, for good cause, grant and revoke waivers of the
requirement to prepare classification guides for specified classes of documents
or information. The Director of the Information Security Oversight Office shall
be notified of any watvers.

Part3
Declassification and Downgrading
Bec. 3.1 Declassification Authority,

(a) Information shall be declassified or downgraded as scon as national
security considerations permit. Agencles shall coordinate their review of
classified information with other agencies that have a direct interest in the
subject matter, Information that continues to meet the classification require-
ments prescribed by Section 1.3 despite the passage of time will continue to be
protected in accordance with this Order.

(b) Information shall be declassified or downgraded by the official who
authorized the original classification, If that official is still serving in the same
position; the originator’s successor; a supervisory official of either; or officials
delegated such authority in writing by the agency head or the senior agency
official designated pursuant to Section 8.3(a}(1).
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{c) If the Director of the Information Security Oversight Office determines that
information is clagsified in violation of this Order, the Director may require
the information to be declassified by the agency that originated the classifica.
tion. Any such decision by the Director may be appealed to the National
Security Council. The information shall remain classified. pending a prompt
decision on the appeal.

R {d) The provisions of this Section shall also apply to agencies that, under the
terms of this Order, do not have original classification authority, but that had
such authority under predecessor orders.

8ec. 32 Transferred Information.

(a) In the case of classified information transferred in conjunction with a

transfer of functions, and nol merely for storage purposes, the receiving

aog:incy shall be deemed to be the originating agency for purposes of this
er.

{(b) In the case of classified information that is not officially transferred as
described in Section 3.2(a}, but that originated in an agency that has ceased to
exigt and for which there is no successor agency, each agency in posseasion of
such information shall be deemed to be the originating agency for purposes of
this Order. Such information may be declassified or downgraded by the
agency in possession after consultation with any other agency that has an
interest In the subject matter of the information.

(c) Classified information accessioned into the National Archives of the
United States shall be declassified or dow-ngaded by the Archivist of the
United States in accordance with this Order, the directives of the Information
Security Oversight Office, and agency guidelines.

8ec. 33 Systematic Review for Declassification.

(a) The Archivist of the United States shall, in accordance with procedures
and timeframes prescribed in the Information Security Oversight Office’s
directives implementing this Order, systematically review for declagsification

(e or downgrading (1) classified records accessioned into the Natlonal Archives

of the United States, and (2) classified presidential papers or records under
the Archivist's control. Such information shall be reviewed by the Archivist
for declassification or do ading In accordance with systematic review
guidelines that shall be prwiged by the head of the agency that originated the
“informatian, or in the case of foreign govemment information, by the Director
of the Information Security Oversight Office in consultation with interested
agency heads.

{b) Agency beads may conduct internal syatematic review programs for
classified information eriginated by their agencies contained in records deter-
mined by the Archivist lo be permanently valuable but that have not been
accessioned into the National Archives of the United States.

(c) After consultation with affected agencies. the Secremz of Defense may
eotablish special procedures for systematic review for declassification of
classified cryptologic Information, and the Director of Central Intelligence may
establish special procedures for systematic review for declessification of
classified information pertalning to intelligence activities (including special
activities), or intelligence sources or methods.

8ec. 3.4, Mandatory Review for Declassification.

(a) Except as provided in Section 3.4(b), all information classified under thia
Order or predecessor orders shall be subject to a review for declassification
by the originating agency, if:

(1) the request is made by a United States citizen or permanent resident alien,
a federal agency, or a State or local government; and

{2) the request describes the document or material containing the information
with sufficient spedificity to enable the agency to locate it with a reasonable
amount of effort.
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(b) Information originated by a President, the White Houee Staff, by commit-
tees, commissions, or boards appolnted by the President, or others specifically
providing advice and counsel to a Presldent or acting on behalf of a President
is exempted from the provisions of Section 3.4(a). The Archivist of the United
States shall have the authority to review, downgrade and declassify informa-
tion under the control of the Administrator of General Services or the Archi-
vist pursuant to sections 2107, 2107 note, or 2203 of title 44, United States
Code. Review procedures developed by the Archivist shall provide for consul-
tation with agencles having primary subject matter Interest and shall be
consistent with the provisions of applicable laws or lawful agreements that
pertain to the respective presidential papers or records. Any decision by the
Archivist may be appealed to the Director of the Information Security Over-
sight Office. Agencies with primary subject matter interest shall be notified
promptly of the Director’s decision on such appeals and may further appeal to
the National Security Council. The information shall remain classified pending
a prompt decision on the appeal.

(c) Agencies conducting & mandatory review for declassification shall declas-
sify information no longer requiring protection under this Order. They shall
release this information unless withholding is otherwise authorized under
applicable law.

(d) Agency heads shall develop procedures to process requests for the manda-
tory review of classified information. These procedures shall apply to informa-
tion classified under this or predecessor orders. They shall also provide a
means for administratively appealing a denial of a mandatory review request.

(e) The Secretary of Defense shall develop special procedures for the review
of cryptologic .information, and the Director of Central Intelligence shall
develop special procadures for the review of information pertaining to intelli-
gence activities (Including special activities), or intelligence sources or meth-
ods, after consultation with affected agencies. The Archivist shall develop
special procedures for the review of Information accessioned into the National
Archives of the United States.

(f)-In response to a request for information under the Freedom of Information
Act, the Privacy Act of 1974, or the mandatory review provisions of this Order:

(1) An agency shall refuse to confirm or deny the existence or non-existence of
requested information whenever the fact of its existence or non-existence is
itself classifiable under this Order.

(2) When an agency recelves any request for documents In its custody that
were classified by another agency, it shall refer copies of the request and the
requested documents to the originating agency for processing, and may, after
consultation with the originating agency, inform the requester of the referral.
In cases in which the originating agency determines in writing that a response
under Section 3.4(f)(1) Is required, the referring agency shall respond to the
requester in accordance with that Section.

Part 4

Safeguarding

8oc. 4.1 General Restrictions on Access.

(a) A person I3 eligible for access to classified information provided that a
determination of trustworthineas has been made by agency heads or designat-

ed officials and provided that such access is essential to the accomplishment
of lawful and authorized Government purposes.

(b) Controls shall ba established by each agency to ensure that classified
information is used, proceased, stored. reproduced, transmitted. and destroyed
only under conditions that will provide adequate protection and prevent
access by unauthorized persons.
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{c) Classified information shall not be disseminated outside the executive
branch except under conditions that ensure that the information will be givenr
protection equivalent'to that afforded within the executive branch.

(d) Except as provided by directives issued by the President through the
National Security Council, clasaified information originating in one agency
may not be disseminated outside any other agency to which it has been made
available without the consent of the originating agency. For purposes of this
Section, the Department of Defense shall be considered one agency.

Sec. 42 Special Access Programs.

{(a) Agency heads designated pursuant to Section 1.2(a) may create special
access programs to control access, distribution, and protection of particularly
sensitive information classified pursuant to this Order or predecessor orders.
Such programs may be created or continued only at the written direction of
these agency heads. Por special access programs pertaining to intelligence
activities (including special activities but not including military operational,
strategic and tactical programs), or intelligence sources or methods, this
function will be exercised by the Director of Central Intelligence.

(b) Each agency head shall establish and maintain a system of accounting for
special access programs. The Disector of the Information Security Oversight
Office, conaistent with the provisions of Section 5.2(b)(4), shall have non-
delegable access to all such accountings.

8ec. 43 Access by Historical Researchers and Former Presidential Ap-
pointees.

(8) The requirement in Section 4.1(a) that access to classified information may
be granted only as is essential to the accomplishment of authorized and lawful
vaemmem purposes may be waived as provided in Section 4.3(b) for persons
who:

{1) are engaged in historical research projects, or

{2) previously have occupied policy-making positions to which they were
appointed by the President.

{b) Waivers under Section 4.3(a) may be grn:_lled only if the originating agency:

‘(l) determines in writing that access is consistent with the interest of national

(2) takes appropriate steps to protect classified information from unauthorized
disclosure or compromise, and ensures that the information is safeguarded in
a manner consistent with this Order; and

(3) limits the access granted to former presidential appointees to items that the
person originated, reviewed, signed, or received while serving as a presiden-
tial appointee.

Part5

Implementation and Review

8ec. 8.1 Policy Direction.

(a) The National Security Council shall provide overall policy direction for the
information security program.

{b) The Administrator of General Services shall be responsible for implement-
ing and monitoring the program established pursuant to this Order. The
Administrator shall delegate the implementation and monitorship functions of
this program to the Director of the Information Security Oversight Office.

8ec. B2 Information Security Oversight Office.

(a) The Information Security Oversight Office shall bave a full-time Director

appointed by the Administrator of General Services subject to approval by the

lc’)rg.idenl. The Director shall have the authority to appoint a stafl for the
ce.
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{b} The Director shall:

(1) develop, in consultation with the agencies, and promulgate, subject to the
approval of the National Security Council, directives for the implementation of
this Order, which shall be binding on the agencies;

(2) overaee agency actions to ensure compliance with this Order and imple-
menting directives;

(3) review all agency Implementing regulations and agency guidelines for
systematic declassification review. The Director shall require any regulation
or guldeline to be changed If it is not consistent with this Order or implement-
ing directives. Any such decision by the Director may be appealed to the
National Security Council. The agency regulation or guideline shall remain in
effect pending a prompt deciaion on the appeal; ‘
(4) bave the authority to conduct on-site reviews of the information security
program of each agency that generates or handles classified information and
to require of each agency those reports, information, and other cooperation
that may be necessary to fulfill the Director’s responsibilities. If these reports,
inspections, or access to specific categories of classified information would
pose an exceptional national security risk, the affected agency head or the
senior official designated under Section 8.3(a)(1) may deny access. The Direc-
tor may appeal denials to the National Security Council. The denial of access
shall remain in effect pending a prompt decision on the appeal;

(8) review requests for org!.nnl classification authority from agencies or offi-
clals not granted original classification authority and, if deemed appropriate,
recommend presidentia] approval;

(6) consider and take action on complaints and suggestions from persons

within or outside the Government with respect to the administration of the
Information security program;

(7) have the authority to prescribe, after consultation with affected agencies,
standard forms that will promote the implementation of the information
security program;

(8) report at least annually to the President through the National Security
Council on the implementation of this Order; and

{9) bave the authority to convene and chair interagency mestings to discuss
matters pertaining to the information security program.

Bec. 83 General Responsibilities.
Agencles that originate or handle classified information shall:

(a) designate a senior agency officlal to direct and administer its information
security program, which shall include an active oversight and security educa-
tion program to ensure effective implementation of this Order;

(b) promulgate implementing regulations. Any unclassified regulations that
establish agency information eecurity policy shall be published in the Federal
Register to the extent that these regulations affect members of the public;

(c) establish procedures to prevent unnecessary access to classified informa-
tion, Including procedures that (i) require that a demonstrable need for access
to classified information {s established before initiating administrative clear-
ance procedures, and (i) ensure that the number of persons granted access to
classified information is limited to the minimum consistent with operational
and security requirements and needs; and

(d) develop special contingency plans for the protection of classified informa-
tion used in or near hostile or potentially hostile areas.

Sec. 834 Sanctions.

{a) If the Director of the Information Security Oversight Office finds that a
violation of this Order or its lm&lamenun? directives may have cccurred, the
Director shall make a report to the head of the agency or to the senior official
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designated under Section 5.3(a)(1) so that corrective steps, if appropriate, may
be taken.

(b) Officefs and employees of the United States Government, and its contrac-
tors, licensees, and grantees shall be subject to appropriate sanctions If they:

(1) knowingly, willfully, or negligently disclose to unauthorized persons infor-
mation properly classified under this Order or predecessor orders;

(2) knowingly and willfully elassify or continue the classification of informa-
tion in violation of this Order or any implementing directive: or

{3) knowingly and willfully violate any other provision of this Order or
implementing directive.

(c) Sanctions may include reprimand, suspension without pay, removal, termi-
nation of classification authority, 10ss or denial of access to classified infor-
mation, or other sanctions in accordance with applicable law and agency
regulation. : -

(d) Each agency head or the senior official designated under Section 5.3(a)(1)
shall ensure that approptiate and prompt corrective action is taken whenever
a violation under Section 8.4(b) occurs. Either shall ensure that the Director of
the Information Security Oversight Office is promptly notified whenever a
violation under Section 5.4(b) (1) or (2} occurs.

Part 6

General Provisions

8ec. 8.1 Definitions.

(a) "Agency" has the meaning provided at § U.8.C. 552(e).

(b} “Information” means any information or material, regardless of its physical
form or characteristics, that is owned by, produced by or for, or is under the
control of the United States Government.

(c) “National security information” means information that has been deter-
mined pursuant to this Order or any predecessor order to require protection
against unauthorized disclosure and that is so designated.

(d) “Foreign government information” means:

(1) information provided by a foreign government or governments, an interna-
tional organization of governments, or any element thereof with the expecta-
ton, expressed or implied, that the information, the source of the information,
or both, are to be held in confidence; or

(2) information produced by the United States pursuant to or as a result of a

joint arrangement with a forelgn government or governments or an interna-

tionel organization of governments, or any element thereof, requiring that the
- information, the arrangement, or both, are to be held in confidence.

(e) “National security” means the national defense or foreign relations of the
United States.

{f) “Confidential source™ means any individual or organization that has
provided, or that may reasonably be expected to provide, information to the
Unlted States on matters pertaining to the national security with the expecta-
tion, expressed or implied, that the information or relationship, or both, be
beld in confidence.

(8) “Original classification” means an initial determination that information
requires, in the interest of national security, protection against unauthorized
disclosure, together with a classification designation signifying the level of
protection required.

Bec. 82 General

(a} Nothing in this Order shall supersede any requirement made by or under
the Atomic Energy Act of 1854, as amended. “Restricted Data" and “Formerly
Restricted Data” shall be handled, protected, classified, downgraded, and
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declassified in conformity with the provisiona of the Atomic Energy Act of

1054, as amended, and regulations issued under that Act.

(b) The Attomey General, upon request by the head of an agency or the

Director of the Information Security Oversight Office, shall render an interpre-

tation of this Order with respect to any question arising in the course of its .
administration.

(c) Nothing in this Order limits the protection afforded any information by
other provisions of law.

(d) Executive Order No. 12065 of June 28, 1978, as amended, is revoked as of
the effective date of this Order.

{e) This Order shall become effective on August 1, 1882,

R v, Ruoge

THR WHITE HOUSE,
April 2, 1882

[FR Doc. 83-@320

Piled 4-2-62 252 pm)

Billing code 1195-01-M

Editorial Note: The Presicent’s statement of Apr. 2, 1882, on signing Executivo Order 12338 is
printed in the Weokly Compilation of Presidentiol Documents [vol. 18, no. 13) ,ew
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INFORMATION SECURITY OVERSIQHT
OFFICE

32 C#R Part 2001
[Directive Ko. 1]

National Security Information

AQENCY: Information Security Oversight
Office (1SC0). )
AcTiON: Implementing Directive; final

rule.

SUMMARY: The Information Security
Oversight Office s publishing this
Directive (fina! rule) pursuant to section
§.2(b)(1) of Executive Order 12358,
relating to naticnal security information.
The National Security Council n‘%proved
this Directive on June 22, 1982, The
Executlve order prescribes a uniform
information security system: it also
establishes a monltoring system to
enhance Its effectiveness. This Directive
sets forth guidance to agencies on
original and derivative clasatfication,
downgrading, declassification, and
safeguarding of national security
information.
EFFECTIVE DATE: August 1, 1882,
FOR FURTHER INFORMATION CONTACT:
Steven Garfinkel, Director, ISQO.
Telephone: 202-535-7251,
SUPPLEMENTARY INFORMATION: This
Directive is issued pursuant to the
provisions of section 5.2(b)(1) of
Executive Order 12358. The purpase of
the Directive is to assist in implementing
the Order; users of the Directive shall
refer concurrently to that Order for

" guidance,

List of Subjects in 32 CFR Part 2001

Archives and records, Authority
delegations, Classified information,
Executive orders, Freedom of
information, Informaticn, Intelligence,
National defense, National security
information, Presidential documents,
Security information, Security measures.

Title 32 of the Code of Federal
Regulations, Part 2001, is revised to read
as follows:

PART 2001—~NATIONAL SECURITY
INFORMATION

Subpart A—Original Classification

20011 Classification levels.

2001.2 Classification authority.
2001.3 Classification categories.
20014 Durstion of classificaticn.
2001.5 [Identification and markings.
20018 Limitations on classification.

Subpart B—Derivative Clasalfication

200120 Use of derivativo classification.
2001.21 Classification guides.

ge;.u: Derivativo {dentification and
markings.

Subpart C—Declassification and

Downgrading

2003.30 Listing declassification and
downgrading authorities.’

2001.31 Systematic review for
declassification.

200182 Mandatory review far
declassification.

zomsaa Assistance to the Department of

tate.
2001.34 FOIA and Privacy Act requests.

Subpart D—-Sategusrding

200140 General,

200141 Standards fof security equipment.
200142 Accounlability.

2001.43 Storage.

200144 Transmittal,

200143 Special access programs.
200148 Reproduction controls,

200147 Loss or possible compromise,
200148 Dispoaition and destruction.
200149 Responsibilities of holders.
2001.50 Emergency planning.

2001.51 Emergency authority.

Subpert E—implementaticn and Review
2001.60 Agency ations.

2001.81 Security education.

2001.82 Oversight.

Subpart F—General Provisions
200170 Definitions.
2001.71 Publication and effective dats.

Authozity: Section 5.2(b}(1), EO. 12356. 47
FR 14874, April 6, 1922

Subpart A—Original Classification

§2001,8 Ctassification levels.

(a) Limitations {1.1{b}}.! Markings
other than “Top Secret,” “Secret,” and
*Confidential.” such as “For Official Use
Only" or “Limited Official Use,” shall
not be used to identify national security
information. No other term or phrase
shall bs used in conjunction with these
markings, such as “Secret Sensitive” or
“Ag Confidential,” to Identify
national security information. The terma
“Top Secret,” “Secret,” and
“Confidential” should not be used to
identify nonclassified executive branch
information.

(b) Reasenable doubt {1.1{c)]. (1)
When there Is reasonable doubt about
the need to classify information, the
Information shall be safeguarded as if it
were “Confidential” information in
accordance with Subpart D, pending the
determination ebout its clasalfication.
Upon the determination of a need for
classification, the information that is
classified shall be marked as provided
in § 2001.5.

(2) When there is reasonable doubt
about the appropriate classification

1Brecketed rferences pertain to related sections
of Executive Order 12558

level, the information shall be
safeguarded at the higher level in
accordance with Subpart D, pending the
determination about its classification
level. Upon the determination of its
classification level, the Information shall
be marked as provided in § 2001.5.

§2001.2 Ctaseification authority,

(a) Requests for original clossification
authority {1.2 and 5.2(b)(5}]. A request
for original classification authority
pursuant to section 1.2 of Executive
Order 12358 (hereinafter “the Order")
shall include a complete justification for
the level of classification authority
sought, a description of the information
that will require original classification,
and the anticipated frequency of original
classification actions.

'(b) Listing classification authorities
[1.2). Agencies shall meintain a current
listing of officials delegated original
classification authority by name,
position, or other identifier. If possible,
this listing shall be unclassified.

(c) Exceptional cases [1.2(e}].
Information described In eection 1.2(e)
of the Order shall be protacted as
provided in § 2001.1(b).

§20013 Classification categories.
{a) Classifi in t of related

information {1.3(b}]. Certain information
which would otherwise be unclassified
may require classification when
combined or assoclated with other
unclassified or classified information.
Classification on this basis shall be
supported by a written explanation that,
at a minimum, shall be maintained with
the file or referenced on the record copy
of the information.

{b) Unofficial publication or
disclosure {1.3{d}]. Following an
inadvertent or unauthorized publication
or disclosure of information identical or
similar to Information that has been
classified in accordance with the Order
or predecessor orders, the agency of
primary Interest shall determine the
degree of damage to the national
security, the need for continued
classification, and, in coordination with
the agency in which the disclosure
occurred, what action musi be taken to
prevent similar occurrences.

§20014 Duration of classification.

(a) Information not marked for
declassification [1.4]. Information
classified under predecessor orders that
is not subject to outomatic
declassification shall remain classified
until reviewed for declassification.

(b) Authority to extend automatic
declassification determinations [1.4{b}].
The authority to extend the
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classification of information subject to
evlomatic declassification under
predecessor orders s limited to those
officials who have classification
authority aver the information and are
designated in writing to have original
classification authority at the level of
the information to remain clasaified.
Any decision 1o extend this
classification on other than a document-
by-document basis shall be reported to
the Director of the Information Security
Overaight Office.

§ 20015 identification and
{1.6(a), 1.5(b) and 15(¢c))

A uniform information security system
requires that standard mar! be
applied to national security information.
Except in extraordinary circumstances
as provided in section 1.5{a) of the
Order, or as indicated herein, the
marking of paper documents created
after the eHective date of the Order
shall not deviate from the following
prescribed formats. These markings
shall also be affixed to material other
than paper documents, or the originator
shall provide halders ar recipients of the
information with written instructions for
protecting the Information.

{8) Classification Jevel. The markings
“Top Secret.” “Secret.” and
“Confidential" are used to indicate: that
information requires protection as
national security information under the
Order; the highest level of classification
contained in a document; and the
classification laval of each page and, in
abbreviated form, each portics of a

¢ ( )O?etl.u.ll marking. The highest level
1 i ost love
of classificationso! informationin a
document shall be marked ia such a
way as to distinguish it clearly fram the
Informational text. These m shall
appear at the top and bottom of the
ouiside of the front cover (if any), on the
title page (if any), on the first page, and
" 2) Pago morking, Boch e page”
ago ) page
of a classified document shall be
marked at the top and bottom ejther
according to the highest classification of
the content of the page, inchding the
designation “Unclessified” when it is
applicable, or with the highest overall
asoification of the document.

(3) Portion marking. Agency beads
may waive the portion marking
reqtirement for specified classes of
documents or information only upan a
written determination that: (f) There will
be minimal circulation of the specified
documents or information and
potential usage of these documents or
Information as & source for derivative
classification determinations; or (i)
there is some other basis to concluda

that the potential benefits of portion
marking are cleatly outweighed by the
increased administrative burdens.
Unless the portion marking requirement
bas been waived as authorized, each
pertion of a decument, includ.i:i
subjects and titles, ahall be marked by
placing a parenthetical designation
immediately preceding or following the
text to which it applies. The symbols
“(TS}" for Top Secret, “(S)" for Secret,
*{C}” for Confidential, and “(U)" for
Unclassified shall be used for this
purpose, If the application of
parenthetical designations is not
practicable, the document shall cantain
a statement sufficient to Identify the
{nformation that Is classified and the
level of such classification, and the
information that is not classified. If all
portions of 8 document are classified at
the same level, this fact may be
indicated by a statement to that effect, If
a subfect or title requires classification,
an unclassified {dentifier may be applied
to facilitate reference.

{b) Classification authority. Uf the
original classifier Is other than the
signer or of the document, the
identity shall be shown as follows:

“CLASSIFIED BY {identification of original
classification autharity)"

{c) Agenz and office of origin. f the
fdantity, of the originating agency and
offioe is not apparent on the face of a
document, {t shall be placed below the
“CLASSIFIED BY™ line.

(d) Declessificotion ond downgrading
bwul}:ctgméneclundlﬁnﬁon and, as
applicable, downgra instructions

all be shown es follows:

(1) For information to be declassified
automatically on a specific date:

“DECLASSIFY ON: (dato)”

[2) For information to be declassified
automatically upon occurrence of a
specific event:

“DECLASSIFY ON: {descripfon of event)”

{9) For Information not to be
declassified automatically:
*DECLASSIFY ON: ORIGINATING

AGENCY'S DETERMINATION REQUIRED
cr OADR'*

{4) For information to ba downgraded
autamatically on a specific date or upon
occurrence of a specific event:

.“DOWNGRADE TO {classification lavel}
ON {date or description ¢f ovent)”

{e) Special markings.~{1) Tranemitial
documeanty {1.5(c)]. A transmittal
document shall indicate on its face the
highest classification of any Information
tranamitted by it It shall also include
the following cr almilar instruction:

{i} For an ynclaasified transmitial
document:

“UNCLASSIFIED WHEN CLASSIFIED
ENCLOSURE IS REMOVED"

(i) For a classified transmittal
document:

“UPON REMOVAL OF ATTACHMENTS

THIS DOCUMENT IS (classification level of
the ivtnl d tanding alone]”

(2) “Restricted Data” and ‘Formerly

" Restricted Data” {8.2{a)]. *Restricted

Data” and “Formerly Restricted Data"
shall be marked in accordance with
regulations issued under the Atomic
Energy Act of 1854, as amended.

(3) Intelligence sonrces ar methods
{1.5{c})]. Documents that contain
Information relating to Intelligence
;olxlxms or methods u;?all in&lude the

ollowing marking unlesa otherwise
pmsg’ilggd by the Director of Central
Intelligence: .

“WARNING NOTICE—INTELLIGENCE

SOURCES OR METHODS INVOLVED”

{4) Foreign government information
{1.5(c}]. Documents that contaln foreign
government information shall include
either the marking *FOREIGN
GOVERNMENT INFORMATION,” ot a
marking that otherwise indicates that
the Information is foreign government
information. If the fact that information
Is foreign rnment information must
be concealed, the marking shall not be
used and the document shall be marked
s if it were whally of U.S. origin.

(8) Computer output {1.5(c}].
Documents that are generated as
computer output may be marked
automatically by systems software. If
automstic marking {a not practicable,
soch documents must be marked
manually. .

(8) Agancy prescribed markings
[1.5(c), 4.2(a}. and 8.3(c)}. Oficials
delegated original classification
authority by the President may prescribe
additional s to control
reproduction and dissemination,
including markings required for special
acceuo?rogmml autharized by section
4.2{a) of the Order.

{f) Electrically transmittad
Jaformation {messages) {1.5(c)]. National
security information that is transmitted
electrically shall be marked as follows:

{1) The kighest level of classification
shall appear before the first line of text;

(2) A “CLASSIFIED BY" line is not
required; .

(3} The duration of claasification shall
appear as follows:

(i) For information to be declassified
sutomatically on a specific date:

“DECL: (date)"

X-17
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(li) For information to be declassified  addressed in the report to the Directorof  guides for spocific classes of documents
upon occurrence of a specific event: the Information Security Oversight or information should be based, at a

“DECL: {doscription of event)” Office: minimum, on an evaluation of the

(a) The elapsed time following following factors:

(i) Por information not to be closure; (1) The ability to s ate and
automatically declassified which (b) The nature and extent of describe the elements of information;
roquires the originating agency’s sure: es ormation;
determination (aee also § 2001.5(d)(3)): (c) The ability to bring the fact of (2) The practicality of producing o

. disseminating the guide because of the

“DECL: OADR’ reclassification to the attention of f the Inf tion:

(iv) Por information to be persons to whom the informaticn was nature of the Information;

y disclosed: ‘ - (3) The anticipated usage of the guide
automatically downgraded: {d) The ability to prevent further as a basis for derivative classification-

“DNG [abbreviation of classification level dlacfosun: and and
to which the Information is to be downgraded {e) The ability to retrieve the {4) The availability of alternative

and doto or description of event on which
downgrading is to occur)”

{4) Portion marking shall be as
preacribed in § 2001.5(a}(3);

(5) Special markings as prescribed in
§ 2001.5(e} {2), (3), and (4) shall appear
after the marking for the highest level of
classification. These Include:

(i) “Restricted Data” and “Formerly
Restricted Data” shall be marked in
accordance with regulations issued
under the Atomic Energy Act of 1854, as
amended;

(i} Information ca
intelligence sources or metheds:
“WNINTEL," unless proscribed by the
Director of Central Intelligence;

(ili) Foreign government information:
*FGL" or a marking that otherwise
indicates that the informaticn is forelgn
government Information. If the fact that
information is foreign government
information must be concealed, the
marking shall not be used and the
mesasage shall be marked as if it were
wholly of U.8. origin.

(6) Paper copies of eloctrically
transmitted messages shall be marked
as provided in § 2001.5{a) (1) and (2).

{8} Changes in classification markings
[1.4(b) and 4.1{b}}. Wken a change Is
made in the duration of classified
information, all holders of record shall
be prompily notified. If practicable,
holders of record shall also be notified
ofn e in the level of classification.
Holders shall alter the m to
corgom tcrl the cll;a’i\sa. citing the flarge
authority for it. ] remnrﬁ [
quantities of information is unduly
burdensome, the holder may attach a
change of classification notice to the
storage unit in lieu of the marking action
otherwise required. ltems withdrawn
from the collection fot 0sa9 other
than transfer for storage shall be
marked prompily in accordance with the
change notice.

$2001.8 Limitstions on classificetion
[1.8(c)}.

Before reclassifying information as
provided in section 1.8{c) of the Order,
the authorized official shall consider the
following factors, which shall be

information voluntarily from persons not
authorized access in its reclassified
state.

Subpart B—Derivative Classification
::21.30 Use of derivative classification

‘The application of derivativa
classification markings [s a
responsibllity of those who Incorporate,
rmphrm. restate, or genarate in new

orm Information that is already
classified, and of those who apply
markings In accordance with
instructions from an authorized original
classifier or in accordance with an
authorized classification gulde. If &
person who applies derivative
classification markings believes that the
paraphrasing, restating, or summ
of classified Information has changed
the level of or removed the baais for
classification, that person must consult
for 4 determination an appropriate
official of the o ting assnax or
office of origin who has the au oﬂg to
upgrade, downgrade, or declassify the
information.

§200121 Ciassification guides.

(a) General {2.2{a)]. Classification
guides shall, at a minimum:

(1} Identify or categorizs the elements
of information to be protected;

(2) 8tate which classification level
applies to each element or category of
informatién;

(3) Prescribe declassification
instructions for each element or
category of information In terms of (i) a
period of time, (i) the occurrence of an
event, or {ill) a notation that the
information shall not be declassified
outomatically without the approval of
S e

Requirement for review {2.2{a}].
Classification guides shall be reviewed
ot least every two years and updated as
necessary. Each agency ahall
maintain a list of its classification
guides In current use,

(c) Waivers {2.2(c})]. An authorized
officlal’'s decision to walve the
requirement to lssue classification

sources for derivatively classifying the
information in a uniform manner.

§2001.22 Derivative identification and
markings [1.5(c}) and 2.1()1

Documents classified derivatively on
the basis of scurce documents or
classification guides shall bear all
markings prescribed in § 2001,5(a)
through (e) as are applicable.
Information for these markings shall be
taken from the source document or
inatructions in the appropriate
classification guide.

{a) Classification authority. The
anthority for classification shall be
nhoyvu as follows:

“CLASSIFIED BY {descripticn of source
documant or classification guide)”*

If a document is classlfied on the basis
of more than cne source decument or
clasaification guide, the authority for
classification shall be shown as follows:

“CLASSIFIED BY MULTIPLE SOURCES™

‘In these cases the derivative classifier

shall maintain the identification of each
sourca with the fils or record copy of the
derivatively classified document. A
document derivatively classified on the
basls of a source document that is
marked “CLASSIFIED BY MULTIPLE
SOURCES" shall cite the source
document in its “CLASSIFIED BY™ line
rather than the term “MULTIPLE
SOURCES."

(b) Declassification and downgrading
instructions. Dates or events for
automatic declassification or
downgrading, or the notation
“ORIGINATING AGENCY'S
DETERMINATION REQUIRED" to
indicate that the document is not to be
daclassified automatically, shall be
carried forward from the source
document, or as directed by a
classification guids, and shown on a
“DECLASSIFY ON” line as follows:

“DECLASSIFY ON: (date; description of
event: or ‘ORIGINATING AGENCY'S
DETERMINATION REQUIRED' {OADR))"



DOE 5650.2A

5-8-85

X-19

Federal Register / Vol. 47, No. 123 / Friday, June 25, 1982 / Rules and Regulations 27839
e —
Subpart C—Declassification and sctivities), or [ntelligence sources or Security Oversight Office, specific
Downgrading methods created after 1945, and systematic declassification review
information concerning cryptology guidelines for fore overnment
§2001.30 Listing declassificstion created aftor 1045; information over which the agency head
downgrading suthorities (3.1(b)]. (iv) Conduct systematic bas declassification authority. These
Agencies shall maintain a curreat declassification reviews of accessioned  guidelines shall be reviewed and
listing of officisls delegated records and presidential papers or updated every five years unless earlier
declassification or downgroding records in file series conce review Is requested by the Archivist.

authority by name, position, or other
identifier. If possible, this listing shall bo
unclassified.

§2001.31 Systematic review for
declassification [3.3)

{8) Permanent records. Systematic
review s applicable only to those
classified records and presidential
papers or records that the Archivist of
the United States, acting under the
Federal Records Act, has determined 1o
be of sufficient historical or other value
to warrant permanent retention,

{b) Non-permanent records. Non-
permanent classified records shall be
disposed of in accordance with
schedules approved by the
Adminlstrator of General Sarvices under
the Racords Disposal Act. These
schedules shall provide for the
continued retention of records subject to
an ongoing mandatery review for
declassification request.

(¢) Responsibilities. (1) In meeting
responsibilities asslgned by section
9.3{a) of the Order, tho viet shall:

(1) Establish procedures, in
consultation with the Director of the
Information Security Oversight Office,
for the systematic declassification
review of permanent classified records
accessioned into the National Archives
and classified presidential papers or
records under the Archivist's control;

(i) Conduct systematic
declassification reviews in accordance
with guldelines provided by the head of
the agency that ariginated the
information; or, with respect to foreign
government information, in accordance
with guidelines provided by the head of
the agency having declassification
hﬂ:ﬁzﬂon over the information, or, if
no guidelines bave been provided. in
accordance with the general guidelines
provided by the Director of the
Information Security Oversight Offica
after coordination with the agencies
ba declassification authority over
the information; cr, with respect to
presidentia] papers or records, in
accordance with guidelines daveloped
by .the Archivist and approved by the
National Security Council;

(llf} Conduct systematic
dsclassification reviews of accessioned
records and presidential papers or
records as they become 30 years old,
except for file series

intelligence activities (including special

intelligence activities {including special
activities), or intelligence sources or
methods created after 1945 and
cryptology records created after 1845 as
they become fifty years old;

(v) Establish systematic review
priotities for accessioned records and
presidential papers or records based on
the degree of researcher interest and the
potential for declassifying a significant
portion of the information;

(vi} Re-review for declassification
accessioned records and presidential
papers or records upon the
determination that the followup review
will be uctive, both in terms of
researcher interest and the potential for
declassifying o significant portion of the
informatiop.

{2) The Archivist may review for
declassification, with the concurrence of
the originating agency, accessicned
records and presidential papers or
records, prior to the time L]
established in paragraphs (c)(1) (Lii) and
{iv) of this section.

{8) Officials delegated original
classification authority by the President
under the Order or predecessor orders

(1) Within six months of the effective
date of the Order issue guidelines for
» -telﬁadﬁlde?lnzltﬁuﬁomﬂ% and,

applicable, for downgrading. Thess
gu!gellnel shall be developed In
consultation with the Archivist and the
Direttor of the Information Security
Oversight Office and be designed to
asslst the Archivist in the conduct of
systematic reviews;

(i) Designate experienced personne!
to provide timely asaistance to the
Archivist in the systematic review

process;

(1) Review and update guidelines for
;yalcmat:lcl:;dnlulﬁuﬁon rﬁeview and
owngra at least every five years
unleas earliet roview is requestad by the

Archiviat.

(4} Within six months of the effective
date of the Order the Director of the
Information Security Oversight Office
shall issue, in consultation with the
Archivist and the nx’andeo baving
declassification authority aver the
informaticn, general guidelines for the
systematic declassiflcation review of
forelgn government information. Also
within eix months, agency heads may
{ssus, in consultation with the Archivist
and the Director of the Information

(d) Speciol procedures. All agency
heads shall be bound by the special
procedures for systematic review of
classified cryptologic records and
classified records pertaining to
intelligence activities (including spectal
activities), or inlel.u&ence sources ot
methods issued by the Secretary of
Defense and the Director of Central
Intelligence, respectively.

§2001.32 Mandstory review for
daclassification [3.4]

(a) US. an'iinated information. (1)
Each agency head shall publish in the
Federal Register the identity of the
person(s) or office(s) to which
mandatory declassification review
requests may be addressed.

(2) Processing. (i) Requests for
classified records in tha custody of the
originating ogency. A valid mandatory
declassification review request need not
Identify the requested information by
date or title of the responsive records,
but must ba of sufficlent particularity to
allow ngency personnel to locate the
records con the information
sought with a reasonable amount of
effort. Agency responses to mandatory
declassification review requests shall be
governed by the amount of search and
review time required to process the
request. In respending to mandotory
declaselfication review requests,
agencies shall either make a prompt
declassification determination
notify the requester a ly, or
inform the requester of the additional
time needed to process tha request.
Agencies shall make a final
determination within one year from the
date of receipt except in unusual
circumstances. When information
cannot be declassified In ite entirety,
agencies will make reasonable efforts to
release, consistent with other applicable
law, those declassified ons of the
requested information that constitute a
coherent segment. Upon the denial of an
initial request, the agency shall also
notify tha requester of the right of an
administrative appeal, which must be
mm 60 days of receipt of the

(1§) Requests for classified records in
tha custody of an agency other than the
originating agency. When an agency
receives a mandatory declassification
roview roquest for records in its
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posaession that were originated by
another agency, it shall forward the
request to that agency. The forwarding
agency shall include a copy of tha
racords requested together with its
recommendatians for action. Upon
receipt, the criginating agency shall
process the request in accordance with
§ 2001.32(s)(2)(i). Upcn request, the
originating agency shall communicats its
declassification detarmination to the
referring agency.

(iif) Appeals of denials of mandatory
declossification review requests. The
agency appellate authority shall
o werking duys oflowd the soceiptof
30 wo! ys foHowing the pt @
an appeal. If additionn] time [s required
to s a determination, the agency
appellate authority shall notify the
requester of the additional time peeded
and the reguestor with the

. reasen for the extension. The agercy

appellate suthority shall natify the
requester [n writing of the final
geteurmlnauun and of the reasons for any
eni
(b) Foreign goverament information.
Except as m:tﬂl in this paragraph,
aj heads mandatory
daclasification roview roquests for
classified records containing fareign
government information in accordonce
with § 2001.82{a). The agency that
lfnldally recelved or MM be
oreign govarnment informa
mplgnihlo for making &
declassification datermination after

" consultation with concerned agencies. If

the agency receiving the request is pot
the agency that received or classified
:hh: lflouflm h&mﬂnﬂ. it

refer the request to the sppropriate
agency for action. Consultation with the
foreign originator through appropriate
channels may be necessary prior to final
action an the request.

(c) Cryptologic and intelligence
information. Mandatory declassification
review requests for cryptologic
information and information
intelligence activities (including
activities) or intelligence sourcos ar
methods shall be processed solely in
accordancs with special procedures
issued by the Secretary of Defensa and
the Director of Central Intelligence,

respectively.
{d) Foes. In responding to mandatory
declassification review mLu.esu for
ads may
section

with
483a of title 31, United States Code. The
schedules of fees published in the
Fedaral Register by agencleslas
Implementation of Executive Order
12085 shall remain in effect until they
are revised.

§ 200133 Assistance to the Degartment ¢f
State (.3M))

Heads of agencies should assist the
Department of State in its preparation of
the Foreign Relations of tha United
States (FRUS) series by focilitating
access o appropriate clossified material
in thelr custody and by expediting
declassification review of documents
proposad for inclusion in the FRUS.

o:::m FOIA and Privacy Act requasts

ncy heads shall process requests
for seification that are submitted
under the provisions of the Freedom of
Information Act, as amended, or the
Privacy Act of 1974, In accordance with
the provisions of those Acts.

Subpart D—Safeguarding

§2001.40 General[41)

Information classificd r\mruam to this
Order or predecesscr arders shall be
afforded a leve! of protection against
unauthorixed disclosure commensurate
with its level of classification. For
Information in special access programs
established under the provisions of
:fcﬂol 4.2 of the Order, thod Subpost

legu: uirements D
may be m by the agency head
responsible for creating the special
access program es long as the modified

requirements provide appropriate
protection fur the information.

§200141 Standards for security
oquipment [4.1(D) and §.1(b))

The Administrator of General
Services shall, in coordination with
agencles originating classified
information, establish and publish
uniform standards, specifications, and
supply schodules for security equipmont
designed to provide secure storoge for
and to destroy classified information.
Any agency may establish more
stringent standards for its own uss.
‘Whenever new security oquipment is
procured, it shall be in confarmance
with the standards and specifications
referred to above and shall, to the
maximum extent practicabls, be of the
type availoble through the Federal
Supply System.

§$2001.42 Acocuntabiity [4.4D))

{a) Top Secret. Top Secret control
officials shall be designatad to receive,
tranamit, and maintoin current access
and accountability records for Top
Secret information. An Inventory of Tep
Secret documents ahall be made at least
annually. Agency heads may waive the
requirement for an amnual inventory of
storage systems containing large
volumes of Top Secret information upan
a dstermination that the safeguarding of

this infarmation is not jeopardized by
the Inventory waiver. Walvers shall be
in writing and be available for review
by the Information Security Oversight
Office.

{b) Secret and Confidential. Agency
heads shall prescribs accountability or
control requirements for Secret and
Confidentiol information.

§2001.43 Btorage (4.1(D))

Classified information shall be stored
only in facilities or under conditions
designed to prevent unauthorized -
persons from goining accens to it.

(a) Minimum requirements for
physical barriers. {1} Top Secret. Top
Secret Information shall be stared (na
GSA-approved security container with
an approved, bullt-in, three-position,
dial-type changeable combination lock:
in a vault protected by an alarm system
and response force; or in othor types of
storage facilities that meet the standards
for Tcp Secret established under the
Erovlnlom of § 2001.41. In addition,

eads of agencies shall prescribe thosa
supplementary controls c}::med
necessary to restrict unautharized
access to areas in which such
information is stored.

(2) Secret and Confidential. Secrot
and Confidential infarmatian shall be
stored in a manner and under the
conditions prescribed for Top Secret
informaticn, or in a container, vault, or
alarmed area thot meets the standards T
for Secret or Confidential information 1
established under the provisians of
§ 2001.41. Secret and Confidential
information may also be stored in a
safe-type filing cabinet having a built.
in, three-position, dial-type changeable
combination lock, or & steel filing
cabinet equipped with a steel lock bar
secured by a GSA-approved three-
position changeable combination
padlock. Heads of agencies shall
prescribe supplementary controls for
storage of Secret information in cabinets
equipped with a steel lock bar. Access
to bulky Secret and Confidential
material in weapons storage areas,
strong rooms, closed areas ot similar
facilities shall be controlled in
accordance with requirements
established by the appropriate agency
head. At a minimum, such requirements
shall prescribe the use of key-operated,
high-security padlocks approved by the -
General Services Administration.

(b) Combinations. (1) Equipment in
service. Combinations to dial-type locks
shall be changed only by persans having
an apnvprlnu security clearance, and
shall whenever such ~
equipment is placed in use: whenever a
person knowing the combination no
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Jonger requires access to it; whenever a
combinaticn bas been subjected to
ponsible eompromlise; whenever the
equipment is taken out of service; or at
least once every yoar. Knowledge of
combinations shall be limited to the
minimum number of persons necessary
for operating purposes. Records of
combinations shall be clessified no
Jower than the highest level of classified
information that is protacted by the lock.

(2) Equipment out of service. When
security equipment ls taken out of
service it shall be inspected to ensure
that no classified information remains,
and the buill-in combination lock shall
be reset to the standard combination 50-
25-50, Combination padlocks shall be
reset to the stan combination 10-
20-30.

(c) Keys. Heads of agencies shall
establish administrative groeedm- for
the contro) and accountability of keys
and locks whenever key-operated, high-
security padlocks are utilized. The level
of protection provided such keys shall
be equivalen to that afforded the
classified information being protected
by the padlock.

$2001.44 Transmittsl [4.1(D)}

{a) Preparotion and receipting.
Classified information to be transmitted
outside of a facility shall be enclosed In
opaque ianer and outer covers. The
inner cover shall be a sealed wrapper or
envelope pl marked with the
assigned classification and addresses of
both sender and addressee. The cuter
cover shall be sealed and addressed
with no Identification of the
classification of ita contents. A receipt
shall be attached to or enclosed in the
{nner cover, except that Confidential
information shall require a receipt only
{f the sender deems it necessary. The
recelpt shall identify the sender, the
addressee, and the document, but shall
contain no classified information. It
shall be immediately signed by the
recipient and returned to the sender.
Any of these wrap%lng and receipting
requirements may be walved by agency
heads If conditions provide at least
equivalent protection to prevent access
by unauthorized persons.

© {b) Transmittal of Top Secret The
transmittal of Top Secret information
cutside of a facility shall be by
specifically designated personnel, by
State Department diplomatic pouch, by
a messenger-courier system authorized
for the purpose, or over authorized
secure communications circuits.

(¢) Tronsmittal of Secret. The
transmittal of Secret information shall
be effected in the following manner:

(1) The 50 States, the District of
Coluw.abia, and Puerto Rico. Becret
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information may be transmitted within
and between the 50 States, the District
of Columbla, and the Commonwealth of
Puerto Rico by one of the means
authorized for Top Secret information,
by the U.S. Postal Service registered
mail, or by protective services provided
by U.S. air or surface commercial
carriers under such conditions as may
be prescribed by the head of the agency
concerned.

(2) Other areas. Secret information
may be transmitted from, to, or witkin
areas other than those specified in
§ 2001.44(c})(1) by one of the means
established for Top Secret information,
or by U.S. registered mail through
Military Postal Service facllities
provided that the infermation does not
at any time pass out of U.S, citizen
contro] and does not pass through a
foreign postal system. Transmitta)
outside such aroas may also be
accomplished under escort of
appropriately cleared personne! aboard
U.S. Government and U.S. Govenment
contract vehicles or aircrafi, ships of the
United States Navy, civil service
manned U.S. Nava! ships, and ships of
U.S. registry. Operators of vehicles,
captains or masters of vessels, and
pilots of aircraft who are U.S. clitizens
and who are appropriately cleared may
be designated as escorts.

(d) Transmittal of Confidential.
Confidential information shall be
transmitted within and between the 50
States, the District of Columbla, the
Commonwealth of Puerto Rico, and U.S.
territories or possessions by one of the
means established for higher
classifications, or by the U.S. Postal
Service certified, first class, or express
mail service when prescribed by an
agency head. Outside these areas,
Confidential information ehall be
transmitted only as is authorized for
higher classlfications.

{e) Hand carrying of classified
Information. Agency regulations shall
prescribe procedures and appropriate
restrictions concerning the escort or
hand of classified Information,
including the band carrying of
classsified information on commerclal
carriers.

§2001.45 Specia! sccess programs [ 1.2(a)
and 4.2(a))

Agency heads designated pursuant to
section 1.2(a) of the Order may creste or
continue a speclal access program if:

{a) Normal management and
safeguarding procedures do not limit
access sufficiently; and

(b} the number of persons with access
{s limited to the minimum necessary to
maet the objective of providing extra
protection for the information.

$2001.48 Reproduction controls [4.1(d))

(a) Top Secret documents, except for
the controlled initia] distribution of
information processed or received
electrically, shall not be reproduced
without the consent of the originator.

(b) Unless restricted by the originating
agency, Secret and Confidential
documents mey be reprcduced to the
extent required by operaticnal needs.

(c) Reproduced caples of classified
documents shall be subject to the same
accountability and controls as the
original documents.

(d) Paragraphs (a) and (b) of this
section shall not restrict the
reproduction of documents 1o facilitate
review for declassification.

§ 2001.47 Loss or possible compromise
[4.100)}

Any person who has knowledge of the
Joss or possible compromise of
classified information shall immediately
report the circumstances to an official
designated for this purpose by the
person's agency or organization. The
agency that originated the information
shall be notified of the loss or possible
compromise so that a damage
assessment may be conducted and
appropriate measures taken to negate or
minimlze any adverse effect of the
compromise. The agency under whose
cognizance the loss or possible
compromise occurred shall initiate an
inguiry to () determine cause, (b) place
responsibility, and {c) take corrective
measures and appropriate
administrative, disciplinary, or legal
action.

§ 2001.48 Disposition and destruction
[&.1m)

Classified information no longer
needed In current working files or for
reference or record purposes shall be
processed for appropriate disposition in
accordance with the provisions of
chapters 21 and 33 of title 44, United
States Code, which govern disposition of
Federal records. Classified information
approved for destruction shall be
destroyed in accordance with
procedures and methods prescribed by
the head of the agency. The method of
destruction must preclude recognition or
reconstruction of the classified
information or material.

§ 2001.49 Responsidilities of holders
[4.90)]

Any person having access to and
possession of classified information is
responsible for: (a) Protecting it from
persons not authorized access to it, to
include securing it in approved
equipment or facilities whenever it is
not under the direct supervision of
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autharised persons; and (b} meating
accounisbility requiroments
by the head of the agency.

$32001.90 Emergency planning [4.1(b))

Agencies shall dmlo&plam for the
protection, removal, or destruction of
classified material in case of fire,
natural disaster, civil disturbance, or
enemy action. These plans shall include
the ftion of classified information
located in foreign countries.

§2001.31 Emergency suthority [4.1(b)1

Those officlals delogated original
classification autharity by the President
may prescribe by regulation special
provisions for ths dissemination,
transmittal, destruction, and
safeguarding of national securi
information during combat or @
emergency altuations which pose an
imminent threat to national security
information.

Subpart E—impiementation and
Review

§200180 Agency reguistions (E.30))
Each head of an cy shall issus
regulations in a with § US.C.

552{a} w0 implement the Order and 32
CFR Part 2001 no later than December
91, 1882 These portions that affect
members of the public shall includs, at @
minimum, informatian relating to the
agency's mandatory declassification
.review program and instructions for
submitting suggestions or complaints
informal

regarding the agency's tion
security program.

§2001.81 Security education [5.3(s})}.
Each agency that creates or handles
astional security information is required

under ths Order to establish a secaity
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educgtion The program
establi shall be sufficient to
familiarize all necessary personnel with
the provisions of the Order and its
implementing directives and regulations
and to impress upon them their
individual security responsibilities. The
program shall also provide for initlal,
refresher, and termination briefings.

§2001.62 Oversight [5.3(s)).
Agency heads shall require that

periodic formal reviews be made to

ensure compliance with tha provisions
of the Order and ISOO directives.

Subpart F—Geners Provisions

$200LY0 Defiitions6.11

(e) Original classification quthority.
The authority vestsd in an executive
branch official to maks an initial
dstermination that information reguires
protection against unauthorized
disclosure in the interest of national
security. :

{®) Classification guide. A documant
{ssued by &n authorized original

classification and
declassification instructions for
specified information to be classified on
s dorivative basis.

(] ting . ‘The agency
responsible for nmm determination
that particular information s classified.

{d) Multiple sources. The term wsad to
indicatn that a document is derivatively
claasified when it contains classified
information derived fram more than ane
sourca.

(o) Portion. A segment of a document
for purposes of expressing a anified
theme; ondinarily a paragraph.

{f) Special access program. Any
program impouing “need-to-know*" or
sccess controls beyond those normally
provided for access to Confidential,
Secret, or Top Secret information. Such
a progrem may include, bat is not
limited to, special clearance,
adjudication, or investigative
requirements, special designations of
officials authorized to determine “need-
to-know,” or speciel lists of persons
determined to bave a “need-to-know.”

(8) Intelligence cctivity. An activity
that an agency within the Intelligence
Community s autherized to conduct
pursuant (0 Executive Order 12333,

(h) Special activity. An activity
conducted in support of national foreign
policy objectives abroad which is
planned and execuled so that the role of
the United States Government is not
apparent or acknowledged publicly, and
functions in support of such activity, but
which {s not intended to influence
United Btates political processes, public
opinion, policies, or media and does not
include diplomatic activities or the
collection and production of intelligence
or related suppert functions.

) Unauthorized disclosure. A
communication or physical tranafer of
classified information to an
unauthorized recipient.

§2001.71 Pudblcstion and effective date
laxe))

Part 2001 shall be published in the
Federal Register. It shall become
effective August 1,1882.

Btoven Garfinkel,

Director, Informatiaa Security Oversight
Office.

June23, 1082

[P Doc. &3-17285 Pded -13-42; 1047 ax1)

SILLING CODE $830-AF-M
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PART C - SUMMARY (OF SPECIFIC POWERS INHERENT IN
GLASSIFICATION/DECLASSIFICATION AUTHORITIES

X-23 (and 24)

Authorities

Original
Classifier

Nerivative
Classifier

TS S C

TS

S

NDerivative
Neclassifier

Nriginally classify certain
NST as Top Secret

Originally classify certain
NSI as Secret

Originally classify certain
NSI as Confidential

Originally declassify certain
NSI when also the Original
Classifier

Derivatively classify
documents containing
RD/FRD/NSI as Top Secret

Nerivatively classify
documents containing
RD/FRN/NST as Secret

Derivatively classify
documents containing
RD/FRD/NSI as Confidential

NDerivatively declassify
documents {RD/FRD/NSI)
when also the classifer
of the document

Nerivatively declassify
certain documents
(RD/FRN/NST) when not
the classifier of the

document

Powers of Classification/Declassification Authorities

Figure X-1
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PART N - ORIGINAL CLASSIFICATION OF
NATTONAL. SECURTTY INFORMATION
1. ORIGINAL CLASSIFICATION DETERMINATIONS, An individual with Original

Classification Authority may originally classify NSI within the classifier's
programmatic jurisdiction at any classification level up to and including
the level (Top Secret, Secret, Confidential) of the classifier's authority
whenever classification guidance or relevant classified source documents are
not available. The following questions must be answered as part of every
original classification determination. Refer to Figure X-1, page X-23, for
a summary of this process.

a. Is the information under consideration for original classification
already classified according to a classification guide or a classified
source document (e.g., memorandum, formal report)?

(1) If the answer is "yes", use the classification guide or source
document as the original authority for a derivative classification
determination (refer to Part E, pages X-?9-32 of this Order for
instruction on how to make a derivative classification
determination),

(?) 1f the answer is "no", go on to the next question,
h. Was the information ever classified as RN or FRN?

(1) If the answer is '"yes", the information is prohibited from being
reclassified as NSI (or RD or FRD) by section 146 of the Atomic
Energy Act.

(?) If the answer is "no", go on to the next question,

c. DNoes the information concern: (1) military plans, weapons, or
operations; (?) the vulnerabilities or capabilities of systems,
installations, projects or plans relating to the national security; (3)
foreign government information; (4) intelligence activities (including
special activities), or intelligence sources or methods; (5) foreign
relations or foreign activities of the tnited States; (6) sc