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PURPOSE. To specify responsibilities, authorities, policy, and procedures
for the management of the Oepartment of Energy (DOE) classification system.

2. CANCELLATION. DOE 5650.2, CLASSIFICATION OF INFORMATION, of 12-12-78.

3. SCOPE. The provisions of this Order apply to all Departmental Elements and
contractors and subcontractors performing work for the Department as pro
vided by law and/or, contract and as implemented by the appropriate con
tracting officer.

4. REFERENCES.

a. Atomic Energy Act of 1954, as amended, 42 U.S.C. 2011-2296 (Atomic
Energy Act), which established procedures for control of atomic energy
information.

b. Department of Energy Organization Act of 1977, Public Law 95-91, which
created DOE.

c. DOE Delegation Order No. 0204-2, 10-1-77, which authorizes the Assistant
Secretary for Defense Programs (DP-1) to direct and administer the DOE
classification program, based on the Atomic Energy Act.

d. DOE Delegation Order No. 0204-101, of 8-1-82, which. authorizes DP-1 to
direct and administer the ODE information security program, based on
Executive Order 12356.

e. Energy Reorganization Act of 1974, as amended, Public Law 93-438, which
created the Energy Research and Development Administration (ERDA) and

,the Nuclear Regulatory Commission (NRC).
?

f. Executive Order 10290, "Prescribing Regulations Establishing Minimum
Standards for the Classification, Transmission, and Handling, by Depart
ments and Agencies of the Executive Branch, of Official Information
which Requires Safeguarding in 'the Interest of the Security of the
United States," of 9-24-51 (superseded by Executive Order 10501).

g. Executive Order 10501, as amended, "Safeguarding Official Information in
the Interests of the Defense of the United States," of 11-5-53
(superseded by Executi ve' Order 11652), whi ch establ i shed requi rements
concerning classification of defense information.

DISTRIBUTION:

All Departmental Elements
INITIATED BY:

Office of Classification



2 DOE 5650.2A
5-8-85

h. Executive Order 10964, "Amendment of Executive Order No. 10501 Entitled
ISafeguarding Official Information in the Interests of the nefense of
the \Jnited States, III of 9-20-61 (superseded by F.xecut i ve Order 11052),
which amended classification requirements of Executive Order 10501.

i. Executive Order 11652, as amended, "Classification and Declassification
of National Security. Information and Materials," of 3-8-72 (superseded
by Executive Order 12065), which provided new requirements concerning
classification of information.

j. Executive Order 12065, "National Security Information," of 6-2R-78
(superseded by Executive Order 12356), which provided new requirements
concerning classification of information.

k. Executive Order 12356, "National Security Information," of 4-2-R2, 3 CFR
166 (1983), which provides new requirements concerning classification of
; nformati on.

1. Freedom of Information Act of 1967, as amended (hereinafter referred to
as the Freedom of Information Act (FOIA», which established
requirements for public access to Government information.

m. Information Security Oversight Office Oirective No.1, "National
Security Information," of 6-23-82,32 CFR 2001 (l984) , which supplements
Executive Order 12356.

n. National Security Act of 1947, as amended, Public Law 80-253, which
created the Department of Oefense (OOn).

o. Patent Secrecy Act of 1952, Public Law 82-593, which established
authority for imposing secrecy on patents of importance to the national
security. •

p. Presidential Order, "National Security Information," of 5-7-82, 3 CFR
?57 (1983), in which the President authorizes particular officials to
classify information originally (the Secretary of Energy is granted Top
Secret Original Classification Authority).

q. Privacy Act of 1974, 5 U.S.C. 552a, which established requirements for
Government protection of personal information.

BY ORDER OF THE SECRETARY OF ENERGY:

WILLIAM S. HEFFELFINGER
Director of Administration
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Restricted Data and Formerly Restricted Data ••••••••••••••••••••••••
National Security Information •••••••••••••••••••••••••••••••••••••••
a. Criteria for Classification •••••••••••••••••••••••••••••••••••••
b. Unofficial Publication or Inadvertent or Unauthorized

Disclosure••••••••••••••••••••••••••••••••••••••••••••••••••••

IV-1
IV-I
IV-1
IV-I

IV-2

IV-3
IV-3
IV-3
IV-3
IV-3
IV-3
IV-3

Classification Levels •••••••••••••••••••••••••••••••••••••••••••••••
a. Top Secret ••••••••••••••••••••••••••••••••••••••••••••••••••••••
b. Secret ...•.•.•.•.•.........•..••.........•..••••.••••.••••••••••
c. Confidential ••••••••••••••••••••••••••••••••••••••••••••••••••••
Use of the Term "Unclassified" ••••••••••••••••••••••••••••••••••••••
Classification in Context•••••••••••••••••••••••••••••••••••••••••••

2.
3.

PART B - LEVEL OF CLASSIFICATION•••••••••••••••••••••••••••••••••••••••••
1.

CHAPTER V - CLASSIFICATION OF INFORMATION AND DOCUMENTS

PART A - CLASSIFICATION AUTHORITIES ••••••••••••••••••••••••••••••••••••••
1. Types of Classification Authority•••••••••••••••••••••••••••••••••••

a. Original Classification Authority•••••••••••••••••••••••••••••••
b. Derivative Classification Authority•••••••••••••••••••••••••••••

2. Original Classification Authority•••••••••••••••••••••••••••••••••••
a. Restricted Data and Formerly Restricted Data ••••••••••••••••••••
b. National Security Information •••••••••••••••••••••••••••••••••••
c. Qualifications ••••••••••••••••••••••••••••••••••••••••••••••••••
d. nes;gnation •••••••••••••••••••••••••••••••••••••••••••••••••••••
e. Cancellation••••••••••••••••••••••••••••••••••••••••••••••••••••
f. Recordkeeping Requirements ••••••••••••••••••••••••••••••••••••••
g. Authority Definition ••••••••••••••••••••••••••••••••••••••••••••

3. Derivative Classification Authority •••••••••••••••••••••••••••••••••
a. Applicability •••••••••••••••••••••••••••••••••••••••••••••••••••
b. Qualifications ••••••••••••••••••••••••••••••••••••••••••••••••••
c. Designation •••••••••••••••••••••••••••••••••••••••••••••••••••••

(1) Headquarters •••••••••••••••••••••••••••••••••••••••••••••••
(2) Field ••••••••••••••••••••••••••••••••••••••••••••••••••••••

d. Cancellation ••••••••••••••••••••••••••••••••••••••••••••••••••••
e. Recordkeeping Requirements ••••••••••••••••••••••••••••••••••••••
f. Reporting Requirements ••••••••••••••••••••••••••••••••••••••••••
g. Authority Oefinition •••• ~ •••••••••••••••••••••••••••••••••••••••
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V-I
V-I
V-I
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V-3
V-4
V-4
V-4
V-4
V-4
V-5
V-5
V-5
V-5
V-5
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v

V-I0
V-I0

V-7
V-7
V-7
V-7
V-7
V-7
V-7
V-7
V-7
V-7
V-R
v-a
V-8
V-8
v-a
V-8
V-R
V-8
v-a
v-a
V-9
V-9
V-q
V-9
V-9
V-9
V-IO
V-I0
V-IO
V-IO
V-I0

Purpose••••••••••••••••••••••••••••••••••••••••••••••••••••

b.

e.

a.

c.

Types of Classification Guidance ••••••••••••••••••••••••••••••••••••
a. "Classification Policy Guide for Nuclear Programs" ••••••••••••••

(1) Originator/Source of Authority •••••••••••••••••••••••••••••
( 2)
(3) Users ••••••••••••••••••••••••••••••••••••••••••••••••••••••
"Guide to the Declassified Areas of Nuclear Energy Research" ••••
(1) Originator/Source of Authority •••••••••••••••••••••••••••••
(2) Purpose•••••••••••.•.•••••••••.••••••••••••••••••••••••••••
(3) Users ••••••••••••••••••••••••••••••••••••••••••••••••••••••
Program Classification Guides •••••••••••••••••••••••••••••••••••
(1) Originator/Source of Authority •••••••••••••••••••••••••••••
(2) Purpose••••.••••••••••.•••••••••••••••••••.••••••••••••••••
(3) Users ••••••••••••••••••••••••••••••••••••••••••••••• -•••••••

d. Classification Bulletins ••••••••••••••••••••••••••••••••••••••••
(1) Originator/Source of Authority •••••••••••••••••••••••••••••
(2) Purpose••••.•••••••••••••••••••••.•••••••••••••••••••••••••
(3) Users ••••••••••••••••••••••••••••••••••••••••••••••••••••••
Local Classification Guides •••••••••••••••••••••••••••••••••••••
(1) Originator/Source of Authority •••••••••••••••••••••••••••••
(2) Purpose ••••••••••••••••••••••••••••••••••••••••••••••••••••
(3) Users ••••••••••••••••••••••••••••••••••••••••••••••••••••••

Use of Program and Local Classification Guides ••••••••••••••••••••••
General •••••••••••••••••••••••.••••••••.•••••••••••••.••••••••••

R.

b. Classification Level/Category •••••••••••••••••••••••••••••••••••
c. Duration of Classification••••••••••••••••••••••••••••••••••••••
d. Other Information •••••••••••••••••••••••••••••••••••••••••••••••

3. Conversion of Oeclassification and Review Dates •••••••••••••••••••••
4. Requirement for Periodic Review of Classification Guides ••••••••••••
5. Distribution of Local Guides to Director of Classification••••••••••
6. Index of Classification Guides ••••••••••••••••••••••••••••••••••••••
7. Classification Guidance for Work Not Funded

by the Department •••••••••••••••••••••••••••••••••••••••••••••••••
Classification Guidance for Jointly Funded Work •••••••••••••••••••••

2.

PART B - CLASSIFICATION GUIDANCE •••••••••••••••••••••••••••••••••••••••••

1.

r

V-l1

V-l1
V-l1
V-l1
V-12
V-12
V-12
V-12
V-13
V-13
V-13
V-13
V-13

General •••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••
Classification Authority ••••••••••••••••••••••••••••••••••••••••••••
a. Restricted Data/Formerly Restricted Data ••••••••••••••••••••••••
b. National Security Information Only ••••••••••••••••••••••••••••••

(1) Originally Classified ••••••••••••••••••••••••••••••••••••••
(2) Oerivatively Classified ••••••••••••••••••••••••••••••••••••
(3) More Than One Classification Sourcp. ••••••••••••••••••••••••

Duration of Classification ••••••••••••••••••••••••••••••••••••••••••
Restricted Data/Formerly Restricted Oata ••••••••••••••••••••••••
National Security Information Only •••••••••••••••••••••••••••••.
(1) Originally Classified, •••••••••••••••••••••••••••••••••••••
(2) Derivatively Classified ••••••••••••••••••••••••••••••••••••

a.
b.

3.

_P~AR~T_C~-_C~L~A~SS~I~F~IC~A~T~IO~N~/~SE~C_U~RI~T_Y_M_A_RK~I~N__GS ••••••••••••••••••••••••••••••••

1.
2.
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4.

5.

PART

1.

2.

Obsolete Markings •••••••••••••••••••••••••••••••••••••••••••••••••••
a. Restricted ••••••••••••••••••••••••••••••••••••••••••••••••••••••
b. Official Use Only •••••••••••••••••••••••••••••••••••••••••••••••
Portion Marking •••••••••••••••••••••••••••••••••••••••••••••••••••••

o - UPGRADING •••••••••••••••••••••••••••••••••••••••••••••••••••••••
Authority to Upgrade the Classification of

Information and Documents •••••••••••••••••••••••••••••••••••••••••
a. Information ••.......•••••••••••.•.•.•••.••••••••••••••••••••••••

(1) Restricted Data and Formerly Restricted Data •••••••••••••••
(2) National Security Information ••••••••••••••••••••••••••••••

b. Documents and Material ••••••••••••••••••••••••••••••••••••••••••
Procedures for Upgrading the Classification of

Information and Documents •••••••••••••••••••••••••••••••••••••••••
a. Notification of Upgrading •••••••••••••••••••••••••••••••••••••••

(1) Information ••••••••••••••••••••••••••••••••••••••••••••••••
(2) Documents and Material •••••••••••••••••••••••••••••••••••••

(a) Content of Notices ••••••••••••••••••••••••••••••••••••
(b) Formal Reports ••••••••••••••••••••••••••••••••••••••••
(c) Forwarding of Notices •••••••••••••••••••••••••••••••••

b. Marking of Upgraded Documents •••••••••••••••••••••••••••••••••••

V-14
V-14
V-I4
V-14

V-17

V-17
V-17
V-17
V-17
V-I7

V-I7
V-17
V-17
V-17
V-17
V-18
V-18
V-18

PART E - RECLASSIFICATION••••••••••••••••••••••••••••••••••••••••••••••••
1. Authority to Reclassify Information and Documents •••••••••••••••••••

a. Information •••••••••••••••••••••••••••••••••••••••••••••••••••••
(1) Restricted Data and Formerly Restricted Data •••••••••••••••
(2) National Security Information ••••••••••••••••••••••••••••••

b. Documents and Material ••••••••••••••••••••••••••••••••••••••••••
2. Procedures for Reclassifying Information and Documents ••••••••••••••

a. Notification of Reclassification ••••••••••••••••••••••••••••••••
(1) Information ••••••••••••••••••••••••••••••••••••••••••••••••
(2) Documents and Material •••••••••••••••••••••••••••••••••••••

(a) Contents of Notices •••••••••••••••••••••••••••••••••••
(b) Forwarding of Notices •••••••••••••••••••••••••••••••••

b. Marking of Reclassified Documents •••••••••••••••••••••••••••••••

PART F - CLASSIFICATION STATUS OF RESEARCH AND

V-19
V-19
V-19
V-19
V-19
V-19
V-19
V-19
V-19
V-19
V-19
V-20
V-20

1.
2.

DEVELOPMENT ACTIVITIES•••••••••••••••••••••••••••••••••••••••
General •••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••
Authorities and Requirements for Determination

of R&D Activity Classification Status •••••••••••••••••••••••••••••
a. Determination Authority •••••••••••••••••••••••••••••••••••••••••
b. Reporting Requirements •• ~ •••••••••••••••••••••••••••••••••••••••
c. Recordkeeping Requirements ••••••••••••••••••••••••••••••••••••••
d. Appointments ••••••••••••••••••••••••••••••••••••••••••••••••••••
e. Guides ••••••••••••••••••••••••••••••••••••••••••••••••••••••••••

V-21
V-21

V-21
V-21
V-21
V-22
V-22
V-22
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PART G - CLASSIFICATION REVIEW OF NEWLY GENERATED DOCUMENTS ••••••••••••••

1. General •••••••••••••••••••••••••••••••••••••••••••••••••••••••.•••••
? Oocuments Originated by Departmental Elements or Departmental

Contractor Personnel ••••••••••••••••••••••••••••••••••.•••••••••••
a. Oocuments Which Concern Category I Activities •••••••••••••••••••
b. Documents Which Concern Category II or

Category III Activities •••••••••••••••••••••••••••••••••••••••
c. Documents Intended for Widespread Distribution or

Public Release ••••••••••••••••••••••••••••••••••••••••••••••••
d. Oral Presentations ••••••••••••••••••••••••••••••••••••••••••••••

3. Oocuments Originated by Persons Other Than Departmental or
Departmental Contractor Personnel •••••••••••••••••••••••••••••••••

4. Review of Oocuments (Patent Applications and Reports)
Referred Under Sections 151(c) and 151(d) of the
Atomic Energy Act •••••••••••••••••••••••••••••••••••••••••••••••••

5. Waiver of Review Requirements •••••••••••••••••••••••••••••••••••••••

CHAPTER VI - OECLASSIFICATION AND nOWNGRADING

PART A - AUTHORITY FOR nECLASSIFICATION AND nOWNARAnINr, ••••••••••••••••••

1. Informat i art •••••••••••••••••••••••••••••••••••••••••••••••••••••••••
a. Restricted Data and Formerly Restricted Data ••••••••••••••••••••
b. National Security Information •••••••••••••••••••••••••••••••••••

2. Documents and Material ••••••••••••••••••••••••••••••••••••••••••••••
a. General •••••••.•••••.•••••••••••••••••••••••••••••••••••••••••••
b. nerivative Declassification Authority •••••••••••••••••••••••••••

(1) Oualifications •••••••••••••••••••••••••••••••••••••••••••••
(2) Designation ••••.••••••••.••.•••••••••••••••••••••••••••••••
(3) Cancellation •••••••••••••••••••••••••••.•••••••••••••••••••
(4) Recordkeeping Requirements •••••••••••••••••••••••••••••••••
(5) Authority nefinition •••••••••••••••••••••••••••••••••••••••

PART B - AUTOMATIC DECLASSIFICATION ANn DOWNGRADING ••••••••••••••••••••••

1. Restricted nata and Formerly Restricted Dat~••••••••••••••••••••••••
~. National Security Information •••••••••••••••••••••••••••••••••••••••

a. Documents Classified Pursuant to Executive Order 102QO••••••••••
b. Documents Classified Pursuant to Executive Order 10501 ••••••••••

(1) Groups 1 and 2••••••••••••••••••••.••••••••••••••••••••••••
(2) Group 3••••••••••••••••••••••••••••••••••••••••••••••••••••
(3) Group 4•.•.•.••••••.••..•.••.••••••.•••••••••••••••••••••••

c. nocuments Classified Pursuant to Executive Order 11652 ••••••••••
(1) Advanced Declassification Schedule •••••••••••••••••••••••••
(2) General neclassification Schedule ••••••••••••••••••••••••..
(3) Documents Marked as Exempt From the General

Declassification Schedule ••••••••••••••••••••••••••••••••
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CHAPTER I

ABBREVIATIONS AND DEFINITIONS

1. ABBREVIATIONS.

a. C - Confidential.

I-I

b.

c.

d.

e.

f.

g.

h.

i.

j.

r.. k.

1•

m.

n.

o.

p.

06 - Downgrade in 6 years.

08 - Downgrade in 8 years.

010 -:Oowngrade in 10 years.

000 - Department of Defense.

DOE - Department of Energy.

DP-1 - Assistant Secretary for Defense Programs.

np-32 - Director of Classification.

DP-34 - Director of Safeguards and Security.

EO - Executive Order.

ERDA - Energy Research and nevelopment Administration •

FERC - Federal Energy Regulatory Commission.

FOIA - Freedom of Information Act.

FRD - Formerly Restricted Data.

FRUS - Foreign Relations of the United States.

GC-42 - Assistant General Counsel for Patents.

r

q. GDS - General Declassification Schedule.

r. HQ - Headquarters.

s. IS00 - Information Security Oversight Office.

t. NRC - Nuclear Regulatory Commission.

u. NSI - National Security Information.

v. OADR - Originating Agency's Determination Required.

w. DUO - Official Use Only.



DOE 5650.2A
1-2 5-8-85

x. RD - Restricted Data.

y. R&D - Research and Development.

z. REV20 - Review in 20 years.

aa. REV30 - Review in 30 years.

bb. S - Secret.

cc. SCI - Sensitive Compartmented Information.

dd. TS - Top Secret.

ee. UCNI - Unclassified Controlled Nuclear Information.

ff. XGDS - Exempt from the General Declassification Schedule.

2. DEFINITIONS. For the purpose(s) of this Order, these definitions also
include other Federal agencies and their contractors and subcontractors
performing work for DOE under Interagency Agreements and financial
assistance recipients whose efforts involve classified information.

a. Administrative Information is that required or generated in the normal
functl0ning of an organization or program, other than technical,
costing, or programmatic information.

b. Authorized Classifier.

(1) One authorized to classify National Security

(2) Derivative Classifier. One authorized to classify documents or
material as Restricted Data (RD), Formerly Restricted Data (FRD),
or NSI only in accordance with existing guidance.

c. Authorizing Official. See "Denying Official," paragraph 2bb, below.

d. Classification.

0.

(l) Original Classification. The initial determination that
information requires protection as NSI under the provisions of
Executive Order 12356. Includes the specification of a
classification level and the classification duration.
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(2) Oerivative Classification.

1-3

(a)

(b)

Restricted Data or Formerly Restricted Data. A determination
in accordance with approved classification guidance or source
documents that a document or material contains RO or FRO.

National Security Information. A determination in accordance
with approved classification guidance, source documents, or
other instructions from an Original Classifier that a document
or material contains NSI.

e. Classification Aepraisal. A systematic process by which a judgment is
made of the quallty of a classification program.

f. Classification Authority.

(~) nrigir.al Classification Authority. Authority to originally
Classify documents or material as NSI.

g.

h.

j.

k.

1.

(2) Oerivative Classification Authority. Authority to derivatively
classify documents or material as RO, FRO, or NSI.

Classification Boards are appointed by Heads of Field Elements or prime
contractor organizations or Classification Officers to assist them in
discharging their classification and declassification responsibilities.

Classification Category. One of the three kinds of classified infor
mation: Restricted Oata, Formerly Restricted nata, or National Security
Information.

Classification Guide. A document containing classification guidance for
the use of Authorized Classifiers and nerivative Oeclassifiers in making
cla~sification determinations.

Classification Level. One of the three classification specifications:
Top Secret, Secret, Confidential.

Classification/Security Markin~s are affixed to classified documents or
material to indicate, among ot er things, the classification category of
information contained therein (i.e., RO, FRO, or NSI), the
classification level (i.e., Top Secret, Secret, or Confidential) or the
designation "Unclassified," and the date or event for declassification
for NSI.

Classification Officer.

(1) Department of Energy Classification Officer. One designa' j by the
Head of a Field Element to administer its classification program
and oversee or monitor the classification programs of contractor
organizations under its jurisdiction.
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(2) Contractor Classification Officer. One designated hy the head of a
contractor organization to administer its classification program
and oversee or monitor the classification programs of subcontractor
organizations under its jurisdiction.

m. Classification Policy. DOF. policy on classification,
transciassification, downgrading, and declassification of information
under its purview.

n. Classification Violation. Willful abuse of the classification provi
sions of the Atomic Energy Act, Executive Order 12356 and its
implementing directives, other statutes or executive orders pertaining
to classification, this Order, or approved classification guidance.

o. Classified Document. Any document containing classified information.

p. Classified Information requires protection against unauthorized
disclosure in the interest of national security and includes RD, FRO,
and NSI.

q.

r.

Confidential. The lowest classification level applied to information
the unauthorized disclosure of which could reasonably be expected to
cause damage to the national security.

Confidential Source. Any individual or organization that has provided,
or that may reasonably be expected to provide, information to the United
States on matters pertaining to the national security with the expecta
tion, expressed or implied, that the information or identity of the
source, or both, will be held in confidence.

s. Contractor Classification Officer. See "Classification Officer,"
paragraph 2', above.

t. Contractor Organization. For the purpose(s) of this Order, the
definitions in subparagraphs t(1) and (2) also include other Federal
agencies and their contractors and subcontractors performing work for
DOE under Interagency Agreements and financial assistance recipients
whose efforts involve classified informa~ion.

(1) Prime Contractor Organization. An organization under direct
contract at any tier to DOE.

(2) Suhcontractor Organization. An organization under contract at any
tier to a OOE contractor organization.

u. Declassification.

(1) A determination by appropriate authority that information is no
longer classified; or



(2) A determination by appropriate authority in accordancp. with
approved classification policy or guidance that a classified
document or material no longer contains classified'information; or
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(3) The removal or cancellation of classification markings from a docu
ment or material in accordance with a declassification notice from
an appropriate authority.

v. Oeclassification Authority. Authority to determine that information,
documents, or material can be declassified and to effect such
declassification.

w. Declassification Event. An event that would eliminate the need for
continued classification.

x. Declassification Guidance. Guidance provided by appropriate authority
for use in declassifying documents or material. It may be used only by
those with declassification authority.

y. Declassification Policy. DOE policy on declassification of information.

z. Declassified Document. A previously classified document that has been
declassified in accordance with approved declassification policy and
from which the classification markings have been removed or cancelled.

aa. Oeclassified Information. Previously classified information that has
been declassified by appropriate authority.

bb. Denying Official. A nOF. official authorized to make initial determina
tions for DOE to deny, in whole or in part, requests for records under
the FOIA. (With respect to determinations to release information,
referred to as an "Authorizing Official.")

cc. Departmental Element. A Headquarters (HQ) ~lement or a field p.lement.

(1) Headquarters Element. For purposes of this Order, an organization at or
above the office level (level 3) located within the Washington, DC,
metropolitan area, or in the case of the Office of Scientific and
Technical Information, located in Oak Ridge, Tennessee.

(2) Field Element. For purposes of this Order, an operations office, power
administration, regional office, or Naval Reactors field office.

dd. Department of Energy Classification Officer. See "Classification
Officer", paragraph 21, above.

ee. Oerivative Classification. See "Classification," paragraph 2d, above.

ff. Oerivative Classification Authority. See Classification Authority,"
paragraph 2f, ahove.
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hh.
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Derivative Classifier. See "Authorized Classifier t" paragraph 2b,
above.

Derivative Declassifier. One authorized to downgrade and declassify
documents or material.

ii. Document. Any record of information regardless of physical form or
characteristics t including, but not limited tOt the following:

(1) All handwritten t printed t or typed matter;

(2) All painted t drawn t or engraved matter;

(3) All sound, magnetic t electromechanical t or optical recordings;

(4) All photographic prints t exposed or developed film t and still or
mot i on pi ctu res;

(5) Automatic data processing input, memorYt program t or output
information or records such as punch cards t tapes, memory rlrums or
disks, or visual displays; and

(6) All reproductions of the foregoing by any process.

jj. Downgrading. Lowering the classification level of information t
documents t or material (does not include declassification).

kk. Field Element. See "Departmental Element t" paragraph 2cc t above.

11. Foreign Government Information.

(I) Information provided by a foreign government or an international
organization of governments, or any element thereof with the
expectation, expressed or implied t that the information, the source
of the information t or both t are to be held in confidence; or

(2) Information produced by the United States pursuant to or as a
result of a joint arrangement with a foreign government{s) or an
international organization of governments t or any element thereof t
requiring that the information, the arrangement t or both t are to be
held in confidence.

mm. Formal Report. A formal topical or progress report distributed in
accordance with specific categories of the Standard nistribution Lists
OOE/TIC-4500 for unclassified information and M-3679 for classified
information, and by other lists as designated by the Manager of
Scientific and Technical Information.

nne Formerly Restricted Data. Classified information jointly determined by
DP-1 and the nOD to be related primarily to the military utilization of
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atomi c weapons, and removed by np-l from the Rn category pursuant to
section 14?(d) of the Atomic Energy Act.

1-7

00. Government Agency. Any executive departme~t, commission, independent
establ i shment, or corporation, wholly or partly owned by the United
States of America, which is an instrumentality of the Ilnitec1 States, or
any board, bureau, division, service, office, officer, authority,
administration, or other establishment in the Executive Rranch of the
Government.

pp. Headquarters Classification Representative. An individual appointed by
his or her element to serve as the point of contact with OP-3? on
classification policies and procedures and to assist others in their
classification and declassification responsibilities and authorities.

qq. Headquarters Element. See "Departmental Element," paragraph 2cc, above.

rr. Information. In this Order, information means facts, data, or knowledge
itself, rather than the medium of its conveyance. (Documents and mater
ials are deemed to conveyor contain information and are not considered
to be information per se.)

SSe Information Security Oversight Office. An organization within the
General services Administration responsible for overseeing Government
implementation of Executive Order 12356.

tt. Local Classification Guide. A classification guide prepared and issued
by ODE or a OOE contractor organization for a specific facility or
activity. It is based on one or more program classification guides and
provides detailed classification guidance.

uu. Mandatory Review. A declassification review that can be initiated or
requested by a member of the public, a Government employee, or another
Government agency pursuant to Executive Order 12356 and this Order.

vv. Material. Any substance regardless of its physical or chemical form
(e.g., chemicals, raw materials, fabricated or processed items,
machinery, or equipment).

ww. National Security. The national defense and foreign relations of the
United States.

xx. National Security Information. Information pertaining to national
security and classified in accordance with an Executive Order.

yy. Office of Classification. In this manual, the Office of Classification,
OOE-Headquarters.

zz. Office of Safeguards and Security. In this manual, the Office of
Safeguards and Security, DOE-Headquarters.
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aaa. Official Information. Any information or material, regardless of its
physical form or characteristics, that is owned by, produced by or for,
or under the control of the United States Government.

bbb. Official Use Only.

(1) A designation identifying unclassified information that may be
exempt from mandatory disclosure under the FOIA; or

(2) A former (7-18-49 through 10-22-51) security classification
marking.

ccc. Original Classification. See "Classification," paragraph 2d, above.

ddd. Original Classification Authority. See "Classification Authority,"
paragraph 2f, above.

eee. Original Classifier. See "Authorized Classifier," paragraph 2b, above.

fff. Portion Marking. The application of NSI classification markings to
individual portions of a document to indicate their specific
classification.

ggg. Prime Contractor Organization. See "Contractor Organization,"
paragraph 2t, above.

hhh. Program Classification Guide. A guide that states specific
classification policy for a particular DOE program and provides the
basis for the development of local guides.

iii. Reclassification. Restoration of classification to information
previously classified as NSI and then declassified.

jjj. Responsible Reviewers. Those appointed to advise the Director of Clas
sification (DP-32) on classification and declassification of matters in
their fields of professional competence.

kkk. Restricted.

(1) A former U.S. security classification marking (prior to 12-15-53);
or

(2) An active security classification marking used by some foreign
governments and int~rnational organizations.

111. Restricted Data. All data concerning the following, but not including
data declassified or removed from the Rn category pursuant to section
142 of the Atomic Energy Act:



r
DOE 5650.2A
5-8-85

(1) Design, manufacture, or utilization of atomic weapons;
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(?) Production of special nuclear material; or

(3) Use of special nuclear material in the production of energy.

mmm. Sanitizing. In this manual, the physical removal of all classified
information from a classified document.

nnn. Secret. The classification level between Confidential ann Top Secret,
applied to information the unauthorized disclosure of which could
reasonably be expected to cause serious damage to the national security.

000. Sensitive Compartmented Information. All information and material
requiring special control for restricted handling under compartmented
foreign intelligence systems.

ppp. Source Document. A document, other than a classification guide, from
which information is extracted for inclusion in another document. The
term "source document" is used in the context that the classification of
information extracted from the source document is determined by refer
ence to the classification specifien in the source nocument for the
information extracted.

r

r

qqq.

rrr.

sss.

ttt.

uuu.

vvv.

Subcontractor Organization. See "Contractor Organization," paragraph
2t, above.

Systematic Review. The classification review under Executive Order
12356 in which the Archivist of the lIniterl States, acting under the
Federal Records Act, determines which NSI records and Presidential
papers or records are of sufficient historical value or other value to
warrant permanent retention.

Systematic Review Guidelines. Guidelines required by Executive Order
12356 for identifying NSI or documents containing NSI that may not be
declassified automatically by the National Archives at 30 years.

System Manaaer. The nOE official responsihle for a nOE system of
records asesignated in the system notice of that system published by
DOE in the "Federal Register" in accordance with the provisions of the
Privacy Act of 1974.

Top Secret. The highest classification level, applied to information,
the unauthorized disclosure of which could reasonably he expected to
cause exceptionally grave damage to the national security.

Transclassification. The removal of information from the Rn ca~~gory

and its placement in the FRO category in accordance with section 142(d)
of the Atomic Energy Act or the NSI category in accordance with section
142(e). (Ooes not include declassification.)
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www. Unclassified. The designation for information, a document, or material
that has not been classified or that has been declassified by proper
authority.

xxx. Unclassified Controlled Nuclear Information. Certain unclassified
Government information prohibited from unauthorized dissemination under
section 148 of the Atomic Energy Act.

yyy. Upgrading. Raising the classification level of information, documents,
or material, including correction of classification on such items
erroneously issued as unclassified or at too low a classification level.

zzz. Visual Materials. Photographs, motion pictures, slides, artists'
concepts, engineering drawings, plant layouts, plots, plans, maps, and
so forth.
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1. SECRETARY.

CHAPTER II
RESPONSIBILITIES AND AUTHORITIES

PART A - HEADQUARTERS

II-I
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a. Originally classifies NSI up to and including Top Secret.

b. Delegates Top Secret Original Classification Authority to those
principal subordinates who frequently need to exercise such authority.

c. Requests interpretations of Executive Order 12356 from the Attorney
General for any question arising in the course of its administration
pursuant to section 6.2(b) of Executive Order 12356.

2. ASSISTANT SECRETARY FOR DEFENSE PROGRAMS.

a. Approves basic nOE policy on the classification and declassification of
RD, FRO, and NSI; approves the "Classification Policy Guide for Nuclear
Programs" and other formal statements of nOE classification policy.

b. neclassifies and transclassifies RD and declassifies FRO in accordance
with sections 142(a), (c), (d), and (e) of the Atomic Energy Act.

c. Assures DOE implementation of the classification and declassification
provisions of the Atomic Energy Act and Executive Order 12350.

d. netermines which categories of information, in addition to those in
section 1.3(a) of Executive Order 12350, are related to the national
security and require protection against unauthorized disclosure.

e. Grants and revokes waivers of the requirement to portion mark documents
containing NSI only.

f. Grants and revokes waivers of the requirement to prepare classification
guides in areas concerning NSI for specified classes of documents and
information.

3. OEPUTY ASSISTANT SECRETARY FOR INTELLIGENCE.

a. Serves as the Senior Official of the Intelligence Community for DOE.

b. Advances the application of uniform procedures for administrative
handling and accountability of Sensitive Compartmented Information
(SCI), including the classification and marking of SCI document~ lnd
materials.



11-2

4. DEPUTY ASSISTANT SECRETARY FOR SECURITY AFFAIRS.
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5-8-85

a. Oversees the implementation of the classification and declassification
provisions of the Atomic Energy Act and Executive Order 12356.

b. Reclassifies NSI previously declassified and disclosed, in accordance
with section 1.6(c) of Executive Order 12356.

5. DIRECTOR OF CLASSIFICATION.

a. General Responsibilities and Authorities.

(1) Develops (for the approval of DP-l) the "Classification Policy
Guide for Nuclear Programs" and other formal statements of DOE
classification policy; coordinates proposed policies with
appropriate DOE program organizations.

(2) Interprets DOE classification policy.

(3) Develops and implements DOE classification and declassification
rules, regulations, and procedures.

(4) Recommends to DP-l all actions for removing information from the RD
and FRO categories.

(5) Determines the proper classification category and level of DOE
information; interprets what information falls within the RD
definition.

(6) Manages the DOE Classification Guide System.

(a) Assures the preparation, coordination, and issuance of
classification guidance for DOE programs that involve or
generate classified information.

(b) Coordinates and assures issuance of classification guidance
for classified information generated under the cognizance of
DOE when the classification policy for such information is
developed by other Government agencies or foreign governments.

(e) Approves all program classification guides prior to their
issuance. Approves local classification guides or delegates
authority for their approval to field elements, as
appropriate.

(d) Conducts a continuing review of all DOE classified information
and classification guides to ensure their accuracy and
currency and to identify which information may be declassified
without undue risk to the common defense and security.
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(e) Maintains an index of all nOE and nOE contractor
classification guides.

(7) Oversees international classification cooperation.

(a) Maintains liaison and serves as DOE contact with foreign
governments on matters concerning classification and
declassification of information.

11-3

(b) nevelops classification and declassification standards as
required for international agreements for cooperation entered
into pursuant to the provisions of the Atomic Energy Act, and
reviews and evaluates foreign classification and declassifica
tion policies, procedures, and actions established or taken
pursuant to such agreements to assure that they are consistent
with the requirements of the agreements.

(8) Manages programs for the classification and declassification review
of documents and other materials.

(a) Performs final reviews of all classified documents requested
from DOE under the provisions of the FOIA; determines the
proper classification thereof; if possible, prepares sanitized
versions of such documents; and is the nOE Denying Official
with regard to the denial of classified information requested
pursuant to the FOIA.

(b) Reviews all testimony, transcripts, and other documents
prepared for the Congress in potentially classified subject
areas and, as requested, documents prepared by Congress
dealing with nOE-related programs involving classified
information or where any uncertainty may exist concerning the
classification of such documents.

(c) Reviews documents for classification and declassification
submitted by Departmental Elements, no~ contractors, and other
Government agencies.

(d) Reviews patent applications in potentially classified subject
areas.

(e) Reviews documents submitted by uncleared authors.

(f) Assists the nepartment of State in its preparation of the
Foreign Relations of the United States (FRlJS) series hy
reviewing classified documents containing nOE information that
are proposed for inclusion in the FRUS series.
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(9) Advises system managers with regard to classified documents
requested pursuant to the Privacy Act of 1974.

(10) Conducts a continuous review of the classification and declas
sification program to ensure compliance with the classification
provisions of the Atomic Energy Act, Executive Order 12356, and
this Order.

(11) Develops classification and declassification education and training
programs, and administers such programs for the HO personnel and,
as required, field element personnel.

(12) Advises and assists Heads of Departmental Elements with regard to
classification and declassification policies and procedures and
changes thereto.

(13) Approves field elements' requests to conduct large-scale
declassification reviews. Approves specific procedures for such
reviews at Headquarters.

(14) Appraises the effectiveness of the classification functions of
Departmental Elements.

(15) Obtains service of field elements, contractor personnel, or private
consultants, when necessary, in the classification and ~
declassification program.

(16) Approves, after coordination with the appropriate Headquarters
Element, a procedure for discharging classification and
declassification responsibilities and authorities related to its
Headquarters-administered contracts.

(17) Maintains liaison and serves as the DOE contact with other
Government agencies and private interests on matters concerning DOE
classification and declassification policies and procedures and, as
appropriate, provides classification and declassification guidance
and training.

(18) Performs other functions assigned by OP-1.

b. Responsibilities and Authorities Derived From Executive Order 12356.

(1) Acts as the Senior Agency Official responsible for the direction
and administration of the DOE information security program, except
for those provisions of the Executive Order and implementing
directives which deal with the safeguarding of classified
information such as personnel security, physical security, and the
establishment of special access programs.



(2) Originally classifies NSI information as Top Secret, Secret, or
Confidential (Executive Order 12356, section 1.2(d)(2)).
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(3) Publishes in the "Federal Register" those parts of DOE classification
regulations which implement Executive Order 12356 and affect members
of the public.

(4) Makes recommendations to DP-1 with regard to the determination
of categories of information related to national security and
requiring protection against unauthorized disclosure pursuant to
section 1.3(a)(10) of Executive Order 12356; ensures that such
determinations are reported to the Information Security Oversight
Office (ISOO).

(5) Declassifies NSI on a Departmentwide basis, consistent with
established DOE classification policy.

(6) Represents the Secretary in any interagency meetings convened by the
ISOO; acts as the DOE contact with the ISOO; and advises the
Secretary and DP-1 with regard to actions and determinations made by
the Director of the ISOO affecting DOE.

(7) Collects, prepares, and submits information to the ISOO pursuant to
Executive Order 12356, its implementing directives, and requests of
the ISOO.

(8) Makes recommendations to the Secretary concerning the designation of
certain Top Secret Classifiers; acts for the Secretary in designating
other Top Secret Classifiers, all Original Secret and Confidential
Classifiers, and all HQ Derivative Classifiers.

(9) Notifies the Director of Safeguards and Security (DP-34) of the
appointment of Top Secret Classifiers so that DP-34 may assign
appropriate Top Secret authenticating symbols.

(10) Monitors the requirements for and use of original classification
authority in DOE and DOE contractor organizations.

(11) Acts for the Secretary in designating Derivative Dec1assifiers and
maintains a record of all DOE and DOE contractor Derivative
Declassifiers.

(12) Issues, reviews, and updates gUidelines for systematic declassi
fication review and designates experienced personnel to assist the
Archivist of the United States in the conduct of systematic reviews
of information originated by DOE.

(13) Conducts, as required, an internal systematic review program for
classified information originated by DOE.
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Develops procedures to process requests for the mandatory review of
NSI and publishes in the "Federal Register" the Departmental
Element to which such requests may be addressed.

Serves as the central DOE authority for receiving all requests for
declassification review of information under the mandatory review
provisions of Executive Order 12356.

Exercises, as necessary, the authority granted by section 1.6(d) of
Executive Order 12356 to classify documents requested pursuant to
the FOIA or the mandatory review provisions of Executive
Order 12356.

6. HEADS OF HEADQUARTERS ELEMENTS.

a. Establish internal procedures to assure compliance with this Order and
any other regulations or instructions issued by the Office of
Classification.

b. Appoint, if so requested by DP-32, an individual (Headquarters
Classification Representative) to be responsible for liaison with the
Office of Classification.

c. Request designations of classification authority as needed for HQ
Elements or contractors under their jurisdiction.

d. Assure participation by personnel with classification responsibility in
the planning stages of new programs that have potential for involving or
generating classified information.

e. Inform DP-32 of all proposed projects or HO-administered contracts that
could involve classified information so that DP-32 may assure that
appropriate and adequate classification guidance is available for such
projects or contracts.

f. Establish, with the approval of DP-32, procedures to carry out an
appropriate classification program for HQ-administered contracts.

g. Assure that DOE and DOE contractor personnel within their jurisdiction
who publish or deliver papers at conferences or any other presentation
concerning potentially classified subject areas are informed by
classification representatives on existing classification guidance in
the subject areas of their papers and advised as to potential danger
areas in the discussion following their presentations.

h. Assure appropriate classification review of all documents or materials
prepared by DOE or DOE contractor personnel under their jurisdiction
concerning potentially classified subject areas.
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i. Assist DP-32 in preparing program classification guides or revisions
thereto.
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j. Obtain classification guidance from OP-32 for programs under their
purview that have a potential for involving or generating classified
information; assure that all employees in their HO element or
contractors under their jurisdiction receive adequate classification
guidance for their work.

k. Assure that approved classification guidance is included with authoriza
tion of new work initiated by their HO element when such work is likely
to involve or generate classified information.

1. Provide DP-32 with information required to be maintained by OP-32 or
reported to the ISOO in accordance with Executive Order 12356 and its
implementing directives, or as determined to be required by OP-32.

m. Establish, when necessary, detailed procedures for large-scale
declassification reviews and submit such procedures to OP-32 for
approval.

n. Assist DP-32 in the classification education program for HO Elements and
their contractors.

o. Assist DP-32 in the classification appraisal program of HQ Elements and
contractors involved with classified information; follow up on appraisal
findings requiring corrective action; take action on recommendations
made in appraisals of the classification programs under their
supervision; ensure that major prime contractor organizations conduct
classification appraisals of subcontractor organizations involved with
classified information.

p. Take appropriate and prompt corrective action whenever a classification
violation occurs within their organizations.

7. HEADQUARTERS CLASSIFICATION REPRESENTATIVES.

a. Serve as the point-of-contact for their elements with OP-32 concerning
classification policies and procedures.

b. Assist the Heads of HO Elements in exercising their classification and
declassification responsibilities and authorities.

c. Respond to questions from individuals within their elements concerning
classification policies and procedures and refer questions, as
necessary, to DP-32.

d. Maintain a current listing of Authorized Classifiers and Derivative
Dec1assifiers within their elements.



II-8

8. DEPARTMENT OF ENERGY EMPLOYEES.
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a. Refer questions concerning classification or declassification of infor
mation, documents, or material to Authorized Classifiers, their classi
fication office, or through channels to DP-32.

b. Obtain a determination from an Authorized Classifier on information,
documents, or material the classification of which is in question.

c. Refer suggestions, complaints, or challenges concerning the DOE classi
fication and declassification program to their classification office or
DP-32.
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PART B - FIELD ELEMENTS AND CONTRACTOR ORGANIZATIONS

1. HEAOS OF FIELD ELEMENTS.
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a. Establish internal procedures to assure compliance with provlSl0ns of
this Order and any other regulation or instruction issued by DP-32.

b. Designate, when needed and with the concurrence of DP-32, persons to
serve as DOE Classification Officers. Review contractor nominations for
Classification Officers and recommend OP-32 approval.

c. Request of DP-32, as needed for field elements or contractors under
their jurisdiction, designations of classification authority for:

(1) Original Classification Authority (all levels);

(2) Top Secret Derivative Classification Authority; and

(3) Derivative Declassification Authority.

d. Assure designation of Secret and Confidential Derivative Classifiers, as
necessary, for field elements or contractors under their jurisdiction
and maintain a listing of such classifiers and declassifiers in field
elements and contractors under their jurisdiction.

e. Assure participation by appropriate Classification Officers and other
personnel with classification responsibility in the early planning
stages of new programs that have potential for involving or generating
classified information.

f. Obtain classification guidance from DP-32 for programs under their
purview that concern potentially classified subject areas.

g. Assist DP-32 in preparing program classification guides or revisions
thereto.

h. Assure that field elements and contractors under their jurisdiction
prepare local classification guides or receive program classification
guides approved for this purpose covering all classified work being
performed.

(1) Where delegated such authority, approve local classification guides
for implementation, providing final copies for the record to OP-32.

(2) Where local approval authority has not been delegated, submit
proposed local classification guides and significant changes in
local classification guides to DP-32 for approval prior to their
issuance.



II-10
DOE 5650.2A
5-8-85

i. Assure that approved classification guidance is included with authoriza
tion of new work initiated by field elements or contractors under their
jurisdiction when such work is likely to concern classified subject
areas, and provide copies of such guidance to DP-32 at the time of
initial distribution.

j. Assure that DOE and contractor personnel within their jurisdiction who
publish or deliver papers at conferences or any other presentation con
cerning potentially classified subject areas are informed by classifica
tion representatives on existing classification guidance in the subject
areas of their papers and advised as to potential danger areas in the
discussion following their presentations.

k. Assure that all documents and materials prepared within their jurisdic
tion by DOE or DOE contractor personnel concerning potentially classi
fied subject areas receive appropriate classification review.

1. Provide DP-32 with information required to be maintained by DP-32 or
reported to the IS00 in accordance with Executive Order 12356 and its
implementing directives, or as determined to be required by DP-32.

m. Establish, when necessary, detailed procedures for special large-scale
reviews of accumulations of classified documents in their field
elements. Approve such plans when submitted by contractors under their
jurisdiction, after consultation with DP-32.

n. Develop and conduct a classification appraisal program for their field
elements and contractors involved with classified information; follow up
on appraisal findings requiring corrective action; take action on recom
mendations made in appraisals of the classification programs under their
supervision; ensure that major prime contractor organizations conduct
classification appraisals of subcontractor organizations involved with
classified information.

o. Take appropriate and prompt corrective action whenever a classification
violation occurs within their field elements.

p. Assure that an appropriate classification education program is conducted
for DOE and DOE contractor organizations under their jurisdiction.

q. Appoint Classification Boards, as appropriate.

r. Assure that Heads of contractor organizations discharge, in relation to
their own organization, subcontractors and suppliers, the responsibili
ties and authorities specified in (a) through (q), above, by including
appropriate provisions in their contracts. If these responsibilities
entail submission of information to DP-32, it should be made through the
appropriate Headquarters or field element.
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2. FIELD ELEMENT ANn CONTRACTOR CLASSIFICATION OFFICERS.

II-ll

a. Assist or act for the Head of their Field Element or contractor
organization, as appropriate, in exercising their responsibilities and
authorities with regard to classification and declassification.

b. Maintain continuous contact with appropriate technical staff personnel
and with other Classification Officers in related programs.

c. Provide classification guidance to employees within their organization
and, as necessary, to their contractors or subcontractors.

d. Coordinate the preparation of local classification guides for fields of
operation or programs within their purview.

e. Assure that DOE and DOE contractor personnel within their jurisdiction
who publish or deliver papers at conferences or any other presentation
concerning potentially classified subject areas are informed on existing
classification guidance in the subject areas of their papers and advised
as to potential danger areas in the discussion following their
presentation.

Initiate classification and declassification reviews of documents
originated within their field elements.

Conduct classification appraisals of their contractor or subcontractor
organizations.

Assure that all documents and materials prepared by DOE or contractor
personnel within their jurisdiction concerning potentially classified
subject areas receive appropriate classification review.

Provide technical advice, as requested, to np-32 on classification
matters of mutual interest.

Supervise special declassification activities or reviews.

Conduct a classification education program for their field elements and
assure that such programs are conducted at their contractors' and
subcontractors' sites.

f.

r
g.

h.

i.

j.

k.

1. Appoint Classification Boards, as appropriate.

3. RESPONSIBLE REVIEWERS.

a. Advise OP-32 with regard to the classification of information within
their fields of competence.
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b. Make recommendations to DP-32 regarding the declassification or
continued classification of documents or m~terials submitted for their
revjew.

~
.: ..)

4. FIELD ELEMENT AND CONTRACTOR EMPLOYEES.

a. Refer questions conce~ning classification o~ declassification of
information, documents, or material to Authorized Classifiers, their
classification office, or throughcbannels to DP-32.

b. Obtain a determiniation from an Authorized Classifier on information,
documents, or material the classification of which is in question.

c. Refer suggestions, complaints, or challenges concerning the DOE
classification and declassification program to their classification
office or DP-32~
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PART C - APPOINTMENTS AND OUALIFICATIONS

1. AUTHORIZED CLASSIFIERS. See Chapter V, Part A.

2. AUTHORIZED OECLASSIFIERS. See Chapter VI, Part A.

3. CLASSIFICATION OFFICERS (FIELD ELEMENT ANn CONTRACTOR).

11-13 (and 11-14)

a. Oualifications. Classification Officers must have a scientific or
technical degree unless otherwise approved by DP-32 on a case-by-case
basis. Classification Officers will be designated as Authorized
Classifiers.

b. Aepointment. Heads of Field Elements shall designate, when needed and
wlth the concurrence of DP-32, persons to serve as Classification
Officers. They shall review contractor nominations for Classification
Officers and recommend DP-32 approval.

4. HEADQUARTERS CLASSIFICATION REPRESENTATIVES.

a. Qualifications. Headquarters Classification Representatives shall
normally be expected to have the same qualifications as an Authorized
Classifier. Exceptions may be granted by DP-32.

b. Appointment. Headquarters Classification Representatives will be
designated by the Heads of Headquarters Elements with the concurrence of
DP-32.

5. RESPONSIBLE REVIEWERS.

a. Oualifications. Responsible Reviewers must be qualified experts who are
recognized authorities in their respective fields. They also must he
knowledgeable in DOE classification policies and procedures.

b. Appointment. Responsible Reviewers are appointed by OP-32.
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CHAPTER III

POLICY AND OBJECTIVES
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1. GENERAL. The objectives of the DOE classification program are the estab
lishment of policies and procedures which ensure the proper classification
of information within the purview of ODE requiring protection in the
interest of the security of the United States, and the identification of
those documents and materials which reveal such information so as to assure
its protection. Information within the purview of the DOE classification
program includes RD and FRO, which are classified at their inception
pursuant to the Atomic Energy Act, and NSI, which is classified pursuant to
Executive Order 12356.

2. RESTRICTED DATA AND FORMERLY RESTRICTED DATA.

a. Pursuant to the Department of Energy Organization Act and the Energy
Reorganization Act of 1974, as amended, the Secretary of Energy has
certain responsibilities with regard to the control of information which
falls under the purview of the Atomic Energy Act. In accordance with
the Atomic Energy Act, it is DOE policy to control the dissemination and
declassification of RO and FRO in such a manner as to assure the common
defense and security. Consistent with such policy, nOE shall he guided
by the following principles (section 141, Atomic Energy Act):

a. Until effective and enforceable international
safeguards agai nst the use of atomi c energy for
destructive purposes have been established by an
international arrangement, there shall be no
exchange of Restricted Data with other nations
except as authorized by section 144; and

b. The dissemination of scientific and technical
information relating to atomic energy should be
permitted and encouraged so as to provide that
free interchange of ideas and criticism which is
essential to scientific and industrial progress
and public understanding and to enlarge the fund
of technical information.

b. It is DOEls responsibility, through DP-32, to interpret and implement
the classification and declassification provisions of the Atomic Energy
Act. (See Chapter X, Part A for excerpts from the Atomic Energy Act.)

3. NATIONAL SECURITY INFORMATION.

a. Pursuant to Executive Order 12356 (see Chapter X, Part R) and the
Presidential Order of 5-7-82, "National Security Information,'· the
Secretary of Energy has certain responsibilities with regard to the
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control of information which falls under the purview of DOE and which
may be classified as NSI. It is DOE policy:

(1) To classify as NSI, in accordance with the provisions of Executive
Order 12356, information concerning the national defense and
foreign relations of the United States which, in the interests of
the United States and its citizens, must be protected against
unauthorized disclosure.

(2) That only individuals specifically authorized to do so may
originally classify or declassify information or derivatively
classify or declassify documents or other material.

(3) That, whenever possible, all classified information be covered by
classification guides approved by DP-32.

b. It is DOE's responsibility, through DP-32 and DP-34, to interpret and
implement Executive Order 12356 as it applies to information under the
purview of DOE.

4. LIMITATIONS ON CLASSIFICATION OF NATIONAL SECURITY INFORMATION.

a. Classification may not be used to conceal violations of the law, inef
ficiency, or administrative error; to prevent embarrassment to a person,
organization, or agency; or to restrain competition. ~

b. Basic scientific research information not clearly related to the
national security may not be classified.

c. Classification may not be used to limit dissemination of information
that is not classifiable or to prevent or delay the public release of
such information.

5. CLASSIFICATION OF FOREIGN GOVERNMENT INFORMATION. Foreign government or
international organization of governments information shall either retain
its foreign government classification designation or be assigned a U.S.
classification category, level, and duration equivalent to that assigned by
the foreign government or international organization that furnished the
information. Documents or other material containing or revealing foreign
government information shall be derivatively classified on the basis of the
source document from which the foreign government information was extracted,
or, if available, guidance covering the subject. Special security markings
are required on such documents. Refer to DOE 5635.1, CONTROL OF CLASSIFIED
DOCUMENTS AND INFORMATION, for detailed marking instructions. If
information given "in confidence" by another government is not marked as
classified when received, a determination to classify shall be made in
accordance with guidance provided by DP-32.
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n. C~ALLENr,ES TO CLASSIFICATION. Those involved with classifierl inform~tion

are encouraged to challenge the classification of information~ a document~
or material when there is reason to helieve that it is classifierl
unnecessarily~ improperly~ or for an inappropriate periorl of time. Those
who wish to make such a challenge should~ under normal circumstances,
request that those responsible for such classifications reexamine their
determinations. If satisfactory resolutions are not reached~ or if the
challengers do not wish to challenge the classifiers directly, they may take
the matter to higher authority for resolution.
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CHAPTER IV
CLASSIFICATION CRITERIA AND LEVELS

PART A - CRITERIA FOR CLASSIFICATION
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1. RESTRICTED DATA AND FORMERLY RESTRICTED DATA. Information under the purview
of the Atomic Energy Act is classified at its inception by that Act. There
is no original determination required to classify such information hecause
all RD and FRO is originally classified by the Act.

2. NATIONAL SECURITY INFORMATION.

a. Criteria for Classification. The following two conditions must be met
before official information may be classified pursuant to Executive
Order 12356:

(1) The information must concern at least one of the following areas:

(a) Military plans, weapons, or operations;

(b) Vulnerabilities or capabilities of systems, installations,
projects, or plans relating to the national security;

(c) Foreign government information;

(d) Intelligence activities (including special activities) or
intelligence sources or methods;

(e) Foreign relations or foreign activities of the United States;

(f) Scientific, technological, or economic matters relating to the
national security;

(g) U.S. Government programs for safeguarding nuclear materials or
facil Hies;

(h) Crypto logy;

(i) A confidential source; or

(j) Other categories of information related to the national
security that require protection against unauthorized dis
closure, as determined by the President, the Secretary of
Energy, or OP-l. Any determination made under this subsection
shall be reported promptly to the nirector of ISOO by OP-32.

(2) The unauthorized disclosure of the information itself or in the
context of other information could reasonably be expected to cause
damage to the national security. (Note: Unauthorized disclosure
of foreign government information, the identity of a confidential
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foreign source t or intelligence sources or methods is presumed by
Executive Order 12356 to cause damage to the national security.)

b. Unofficial Publication or Inadvertent or Unauthorized Oisclosure.
Information classified in accordance with the above shall not be
declassified automatically as a result of any unofficial publication or
inadvertent or unauthorized disclosure in the United States or abroad of
identical or similar information.
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PART R - LEVEL OF CLASSIFICATION

IV-3 (and IV-4)

r

1. CLASSIFICATION LEVELS. The designations used to specify levels of
protection for RO, FRO, and NSI are as follows, in descending order of
sensitivity:

a. Top Secret shall be used only for information the unauthorized disclo
sure of which could reasonably be expected to cause exceptionally grave
damage to the national security.

b. Secret shall be used only for information the unauthorized disclosure of
which could reasonably be expected to cause serious damage to the
national security.

c. Confidential shall be used only for information the unauthorized dis
closure of which could reasonably be expected to cause damage to the
national security.

2. USE OF THE TERM "UNCLASSIFIED". Only the three foregoing designations can
be used to identify the level of classified information. The term
"unclassified" is used to indicate information that is not classified
pursuant to an executive order or a statute. Unclassified information
normally is not marked as such except to distinguish it from classified
information in a classified document when such a distinction is required or
serves a useful purpose. Wholly unclassified documents or materials
normally need not be marked "unclassified ll unless such a marking would serve
a useful purpose. Note: Certain unclassified documents may require
additional markings, for example, Unclassified Controlled Nuclear
Information (UCNI).

3. CLASSIFICATION IN CONTEXT. Certain information which would otherwise be
unclassified may require classification when combined or associated with
other unclassified or classified information. Classification on this basis
shall be supported by a written explanation which, at a minimum, shall be
maintained with the file or referenced on the record copy of the
in format ion.
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CHAPTER V

CLASSIFICATION OF INFORMATION AND DOCUMENTS
PART A - CLASSIFICATION AUTHORITIES

1. TYPES OF CLASSIFICATION AUTHORITY. There are two basic types of
classification authority.

V-I

If!"'"r

a. Original Classification Authority applies to information, independent of
its medium or form. Original classification applies only to NST because
RO and FRO are "born c1 assifi edit under the Atomi c Energy Act. Origi na 1
Classification Authority allows an authorized individual to make the
initial determination that previously unclassified information should he
classified. An original classification decision should not he made when
classification guidance exists.

h. Oerivative Classification Authority applies to documents or other
material, not directly to the information contained in or revealed by
the document or material. It allows an authorized individual to make a
determination that a document or other material contains or reveals
information that is in substance the same as information alrp.ady classi
fied. Derivative classification is based on explicit instructions found
in formal classification guides, implicit guidance (by example) found in
classified source documents, or on instructions from an Original
Classifier that a document contains NSI. An individual with Original
Classification Authority may also classify documents and other material
on a derivative basis. Derivative classification applies to documents
or other material containing or revealing RO, FRO, or NSI.

c. All classification authority is granted to a particular individual in a
particular position. Classification authority is not automatically
transferred with an individual when transferring to a different
position. Ry the same token, an individual assuming a position
previously held by an authorized classifier or acting in that position
may not automatically assume classification authority.

d. Any individual may temporarily mark and protect a questionahle document
as RO, FRD, or NSI. However, the document must be promptly referred to
an appropriate classification authority for final determination.

2. ORr G! NAL CLASS! FICATI ON AI/THOR I TV •

a. Restricted nata and Formerly Restricted Data. Individuals do not have
Original Classification Authority for Rn or FRn. All RD and FRn is
originally classified by the Atomic Energy Act.

b. National Security Information. Original classification is an
initial determination by an authorized individual that certain
preViously unclassified information reqUires, in the interest of
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national security, protection against unauthorized nisclosure, together
with specification of a classification level (Top Secret, ~ecret,

Confidential) signifying the negree of protection required and the
duration of classification. Such a determination can only be made by an
Original Classifier pursuant to Executive Order 1?356. Information so
classified is NSI.

c. Qualifications. An Original Classifier must (1) have demonstrated
competence in the subject area in which the authority will be used;
(2) be knowledgeable in DOE classification policy and procedures
(especially with all classification guides in the subject area in which
the authority will be used); (3) be in a position with a proven or
anticipated need for Original Classification Authority; and (4) be so
designated in writing by appropriate authority as described below.

d. nes;gnat;on.

(1) Requests for Original Classification Authority for positions that
do not currently have such authority should be submitted in writing
to DP-32. Such requests should include (1) the level (Top Secret,
Secret, Confidential) of Original Classification Authority
requested; (2) the name and title of the individual for whom the
authority is being requested; (3) a description of the subject area
and jurisdiction for which the authority is needed; (4) the
anticipated frequency of use of the authority; (5) the effective
date of the authority; and (6) any other information which would
support the need for such authority and the qualifications of the
individual for whom the authority is being requested.

(2) When an individual vacates a position for which Original r.lassi
fication Authority has been granted, the name and title of the
individual losing the authority ann the effective date of the loss
of the authority must be sent by the individual's organization to
DP-32.

(3) When an individual assumes a position for which Original Classifi
cation Authority has already neen granted, that individual's name,
title, and qualifications must be submitted to OP-32 for approval.
The individual may not assume the classification authority of the
position until his or her approval by OP-32.

(4) Original Classification Authority may not be redelegated.

e. Cancellation.

(1) If the Head of a Departmental Element determines that a position no
longer requires Original Classification Authority, OP-3? shall be
promptly notified of the position title, the name of the person who
holds or last held the position, and the effective date of
cancellation of authority.

4
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V-3

(2) If np-3~ determines that an individual no longer requires Original
Classification Authority~ he or she shall advise the person
concerned that such authority is to he cancell~rl~ the date of
cancellation~ and the reasons for the cancellation.

f. Recordkeeping Reguirements. np-3? shall maintain a list of all
individuals with Original Classification Authority. This list shall
include (1) the level of the authority granted~ (2) the namp. and title
of the individual granted the authority~ (3) the individual's Depart
mental Element or contractor organization~ and (4) the effective date of
the designation. In addition~ each Departmental Element and contractor
organization shall maintain a similar list of all individuals with
Original Classification Authority within their jurisdiction.

An individual withg. Authority Definition. (See also Chapter X~ Part C.)
Original Classification Authority may:

(1) Originally classify NSI within the classifier's programmatic
jurisdiction at any classification level up to and including the
level (Top Secret~ Secret~ Confidential) of the classifier's
authority whenever classification guidance or relevant classified
source documents are not available. Such determinations must be
consistent with established nOE classification policy. Original
Classification Authority does not apply to Rn or FRO. See r.hapter
X~ Part D for a detailed analysis regarding making an original
classification determination.

(2) Originally declassify or downgrade NSI (except formal reports) from
any classification level up to and including the level (Top Secret,
Secret, Confidential) of the classifier's authority over which the
classifier has sole programmatic jurisdiction and which the classi
fier~ his or her predecessors, or their suhordinates originally
classified, so long as such action is consistent with nnE classifi
cation policy and guidance. Original declassification or down
grading authority does not apply to Rn or FRO. Refer to page VI-q,
paragraph 4 for a more detailed description of Original Oeclassi
fication/nowngrading Authority.

(3) Derivatively classify documents which contain RO~ FRD, and/or NSI
as defined in his or her letter of appointment at any classifi
cation level up to and including the level (Top Secret~ Secret,
Confidential) of the classifier's authority. Such determinations
shall be based on classification guides authorized for the classi
fier's use or on classified source documents. Refer to page V-4~
paragraph 3 for a more detailed description of Derivative Classi
fication Authority.

(4) Derivatively declassify or downgrade documents (except formal
reports) which the classifier~ his or her predecessors~ or their
subordinates originally or derivatively classified from any
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classification level up to and including the level (Top Secret,
Secret, Confidential) of the classifier's authority. Such
determinations shall be based on classification guides authorized
for the classifier's use. Derivative,declassification or
downgrading authority is applicable to all documents marked as
containing any category of classified information (RD, FRO, or
NSI). Refer to page VI-I, paragraph 2a, for a more detailed
description of Derivative Declassification/Downgrading Authority.

3. DERIVATIVE CLASSIFICATION AUTHORITY.

a. A~plicability. Individuals with Derivative Classification Authority nay
c assify documents or other material that contains or reveals RD, FRD, or
NSI.

b. Qualifications. A Derivative Classifier must (1) have demonstrated
competence in the subject area in which the authority will be used; (2) be
knowledgeable in DOE classification policy and procedures (especially with
all classification guides in the subject area in which the authority will
be used); (c) be in a position with a proven or anticipated need for
Derivative Classification Authority; and (d) be so designated in writing,
as described below.

c. Designation.

(1) Headquarters. DP-32 appoints all Derivative Classifiers within
Headquarters Elements, including contractors under the direct purview
of a Headquarters Element.

(a) Requests for Derivative Classification Authority for positions
currently without such authority should be submitted in writing
to DP-32. Such requests should include (1) the level (Top Secret,
Secret, Confidential) of Derivative Classification Authority
requested; (2) the name and title of the individual for whom the
authority is being requested; (3) a description of the subject
area and jurisdiction for which the authority is needed; (4) the
anticipated frequency of use of the authority; (5) the effective
date of the authority; and (6) any other information which would
support the need for such authority and the qualifications of the
individual for whom the authority is requested.

(b) When an individual vacates a position for which Derivative
Classification Authority has been granted, the name and title of
the individual losing the authority and the effective date of the
loss of the au~hority must be sent by the individual's
Departmental Element to DP-32.

(c) When an individual assumes a position for which Derivative
Classification Authority has already been granted, that
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V-5 (and V-6)

individual's name, title, and qualifications must be submitted
to DP-32 for approval. The individual may not assume the
classification authority of the position until his or her
approval by DP-32.

(2) Field. Each Operations Office is responsible for the establishment
of a system to appoint Derivative Classifiers in the field elements
and contractor organizations under its purview.

(3) Derivative Classification Authority may not be redelegatcd.

d. Cancellation.

(1) If the Head of a Departmental Element or contractor orgnnization
determines that a positiQn no longer requires Derivative
Classification Authority~ he or she shall promptly notify the
appointing official (e.g., DP-32 for HQ) of the position title, the
name of the person who holds or last held the position, and the
effective date of cancellation of authority.

(2) If the appointing official (e.g., DP-32 for HQ) determines that an
individual no longer requires D~rivative Classification Authority,
the appointing qfficial shall advise the person concerned of the
cancellation of such authority, the date of cancellation, and the
reasons for the cancellation.

e. Recordkee~inT Requirements. Each appointing official shall maintain a
list of a lndividuals with Derivative Classification Authority under his
or her purview. This list shall include (1) the level of the authority
granted, (2) the name and title of the individual granted the authority,
(3) the individual's Departmental Element or contractor organization, and
(4) the effective date of the designation.

f. Reporting Reouit'ements. Each Operations Office shall report annually as
part of the ilAnnual statistical Report for Information Security Oversight
Office" the number of Derivative Classification Authorities, at each
level, appointed in Departmental Elements and contractor organizations
under its purview.

g. Authority Definition. (See also Chapter X, Part C). Individuals with
Derivative Classification Authority may derivatively classify documents or
materials which contain RD, FRO, and/or NSI as defined in their letters of
appointment at any classification level up to and including the level
(Top Secret, Secret, Confidential) of the classifier's authority. Such
determinations shall be based on classification guides authorized for the
classifier's use or on classified source documents. See Chapter X, Part E
for a detailed analysis on making derivative classification determinations.
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PART B - CLASSIFICATION r,UInANCE

V-7

r

1. TYPES OF CLASSIFICATION r,IJIOANCE. A hierarchy of docume'1ts provides
classification guidance within DOE. These documents range from the "~las

sification Policy Guide for Nuclear Programs," approved by np-l, to local
classification guides written by OOF. field elements and contractor
organizations.

a. "Classification Policy Guide for Nuclear Programs. 1I

(1) ori?,nator/source of Authority. This document is developed by np
3'. or approval by OP-l.

(2) Pureose. This document is the mechanism by which np-l approves
haslc nOE policy statements on the classification and
declassification of all DOE nuclear-related information. It
identifies general subject areas under the purview of the Atomic
Energy Act that remain classified or have been declassified
pursuant to section 142 of that Act. It also identifies certain
subject areas related to ODE nuclear programs that are classified
as NSI pursuant to Executive Order 1235n. Further, this document
explains the factors affecting the decision on whether or not a
subject area should be classified.

(3) Users. OP-32 interprets this document when approving program and
local classification guides, preparing program guides, or
determining that information is unclassified. This guide is not to
he used by others for classification/declassification
determinations except to the extent expressly delegated by nO-3?

b. IIGuide to the neclassified Areas of Nuclear Fnergy Research. 1I

(1) Originator/Source of Authority. This guide is developed and issued
by np-3?.

(2) Purpose. This guide identifies nuclear-related subject areas under
the purview of nOE that fall within the definition of Rn hut have
been removed from the category pursuant to section 142a of the
Atomic Energy Act. It elaborates on the "Classification Policy
Guide for Nuclear Programs."

(3) Users. Any originator of a document may use this guide to verify
that the information in question has been declassified. netailed
instructions as to the scope, use, and limitations of this guide
are found in the guide itself.
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c. Program Classification Guides.

(1)

( 2)

(3)

Originator/Source of Authority. These guides implement the Classi
fication Policy Guide for Nuclear Programs" and other formal
statements of DOE policy. Program guides are approved by DP-32
(together with appropriate officials in other Government agencies
if the guide is a joint guide).

Purpose. These guides identify specific elements of information
under the purview of DOE that are classified or unclassified. Such
guides also specify the proper classification level of the specific
classified information identified within them and, for NSI, the
duration of its classification.

Users. These guides are used by Original and Derivative Classi
fiers as the basis for their derivative classification determi
nations and by Derivative Oeclassifiers as the basis for their
derivative declassification determinations. Classifiers may lise
only those guides approved for their use. Such guides are also
used by local classification offices as the basis for preparation
of detailed classification guides primarily intended for use within
a field or contractor organization.

d. Classification Bulletins.

(1) Originator/Source of Authority. The originator and the source of
authority are the same as for program classification guides except
that hulletins also may be based on program classification guides.

(2) Purpose. In general, the purpose of classification bulletins is
the same as for program classification guides, but with a more
limited scope. Most bulletins address specific facts or concepts,
whereas a program classification guide typically addresses an
entire subject area. Bulletins may interpret, clarify, or expand
on guidance contained in a program classification guide. In
addition, classification bulletins may he used to promulgate
changes in classification procedures.

(3) Users. Bulletin users are the same as those for program classifi
cation guides.

e. Local Classification Guides.

(1) Originator/Source of Authority. These guides are based on program
classification guides and classification bulletins. Heads of Field
Elements and contractor organizations are responsible for assuring
that local classification guides are prepared as needed for all
classified work within their jurisdictions. Except where approval
authority has been specifically delegated to field elements, such
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( 2)

(3 )

guides must be submitted to np-3? for review and approval hefore
the originating element uses or issues them. If the responsibility
of more than one field element or of another Government agency
(such as 000) or of a foreign government is involved, np-32 may
determine that a local classification guide should he issued as a
program classification guide.

Pureose. These guides have the same purpose as program classifi
catl0n guides, but are more detailed and tailored to the specific
needs of the originating field element or contractor.

Users. These guides are used by Original and Derivative
Classifiers as the basis for their derivative classification
determinations and by Derivative Declassifiers as the basis for
their derivative declassification determinations. Classifiers may
use only those guides approved for their use. Unless otherwise
directed by DP-32, local classification guides may be disseminated
to other organizations within and outside OOE as required, in
accordance with "need-to-know" principles.

r

2. USE OF PROGRAM AND LOCAL CLASSIFICATION GUIDES.

a. General. Classification guides are to be used wherever they exist. Use
of these guides often entails difficult jUdgments and interpretations of
topics. Classifiers or neclassifiers may use only those classification
guides specifically approved for their use by their local classification
office or by OP-32. Omission from any classification guide of an
explicit statement concerning classification of a specific fact within
the subject area covered by the guide does not mean that th~ fact in
question is unclassified. In cases in which a guide appears ambiguous,
incomplete, or in apparent contradiction to another guide, the local
classification office should be consulted for further guidance, and, if
needed, referral may be made to DP-32. Pending resolution of the
problem, the most restrictive interpretation of the guide should be
used.

b. Classification Level/Category. These classification guides indicate the
classification level or range of levels and the classification category
of specific information within the scope of the subject area of the
guide.

c. Duration of Classification. For NSI only, a guide indicates how long
specific information must remain classified. This duration can be
defined as a period of time measured from the date of origination of the
document under review or as an event which must occur prior to
declassification. When a specific date or event cannot be determined
at the time the classification guide is issued, the declassification
instructions will indicate that the "Originating Agency's Determination
(is) Required" (OAOR). Documents containing Rn or FRO, regardless of
whether they contain NSI, are not to be marked in advance for
declassification.
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d. Other Information. These classification guides also contain
instructions concerning when and how to use and interpret the guides.

3. CONVERSION OF DECLASSIFICATION AND REVIEW DAT~S. Refer to page VI-5,
paragraph 2, for instructions on how to interpret the declassification and
review instructions found in classification guides issued pursuant to
Executive orders preceding Executive Order 1?356.

4. REQUIREMENT FOR PERIODIC REVIEW OF CLASSIFICATION r,UIOES. Those portions of
DOE program and local classification guides and bUlletins which contAin
classification guidance for NSI, regardless of whether they also contain
classification guidance for RD or FRO subject areas, shall be reviewed for
currency and completeness by the issuing office at least every? years and
updated as necessary.

5. OISTRIBlJTION OF LOCAL I1UIOES TO DIRECTOR OF CLASSIFICATION. A minimum of
three copies of the final version of each local classification guide and all
subsequent changes issued by any OOE field element or contractor
organization shall be sent to DP-32 as part of the initial distribution of
the guide. These copies will be put into (a) the permanent file, (b) the
reference file, and (c) the automated Classification Guidance System.
Additional copies of such guides may be requested by DP-32, on a case-by
case basis, for use within HO.

fie INDEX OF CLASSIFICATION GUIDES. OP-32 shall maintain a list of all DOE and
nOE contractor classification guides in current use.

7. CLASSIFICATION GUIDANCE FOR WORK NOT FUNDED BY THE DEPARTMENT. Classifi
cation guidance for work conducted at DOE facilities but not funded by nOE
is the responsibility of the funding organization. The classification
guidance so provided will be followed unless it is in conflict with DOE
guidance. All conflicts will be reported to OP-3? for resolution. Until
resolution, the information in question shall he classified in accordance
with the most restrictive guidance.

A. CLASSIFICATION GUIDANCE FOR JOINTLY FIINOm WORK. Classification guidance
for work conducted at I)OE facil it i es funded by both DOE and a non-DOE tI. S.
110vernment organization is the joint responsihility of both funding
organizations. Program offices should contact np-32 to assure development
of appropriate joint classification guidance.
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1. GENERAL.

PART r, - CLASSI FI CATI ON/ SECUR ITY MARKI NilS

V-ll

a. All authorized classifiers are responsible for ensuring that the
necessary classification/security markings are placed on a classified
document. These include:

(1) Classification level;

(2) Classification category;

(3) Date of classification;

(4) Classification authority and/or identity of the classifier;

(5) Duration of classification, if applicable;

(6) Office of origin;

(7) Special markings (if required);

(A) Documentation information (if Secret or Top Secret); and

(9) Authentication information for Top Secret documents.

b. Refer to DOE 5635.1, CONTROL OF CLASSIFIED DOCUMENTS AND INFORMATION,
for rules concerning the use, format, and placement of classification/
security markings. This Order describes only certain markings related
to the classification of a document.

2. CLASSIFICATION AUTHORITY. All classified documents must indicate the source
of classification authority which is the basis for the document's classifi
cation and/or the identity of the Authorized r,lassifier of the document.
Documents originated by individuals without appropriate classification
authority must be reviewed by an Authorized Classifier having the
appropriate authority when it is reasonable to expect that the documents
contain classified information or when regulations or other requirements
apply. Note that the identification of the classifier of a document, as
required in the following paragraphs, is not analogous to preparation of a
document for someone else's signature; that is, the identity of the actual
classifier of a document and his or her Departmental Element should be
indicated.

a. Restricted Data/Formerly Restricted Data. The following rules apply to
all classified documents that contain RO or FRO, regardless of whether
they also contain NSI.
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(I) The classification authority for documents which contain RD or FRD
is the Atomic Energy Act. The RO or FRO stamp serves to identify
the source of classification authority (hut see paragraph (2)
below).

(2) Documents which contain RO or FRO are always derivatively classi
fied and may, therefore, be classified by an Original or Derivative
Classifier. The "Derivative Classifier" line on the document must
be completed with the name and title of the classifier of the docu
ment. tn those cases where the signer is the Derivative C1assi-
fi er, the word "s i gner" may he suhst ituted for the name and
position title of the classifier.

b. National Security Information Only. The following rules apply to
classified documents that contain~ NSI (i.e., they do not contain
any RO or FRO).

(1) Originally Classified. If the classification of a document is not
hased on the use of classified information from other documents or
on classification guides, the document must be classified by an
Original Classifier. The "Classified by" line on the document must
he completed with the name and position title of the Original Clas
sifier. In those cases where the signer is the Original C1assi-
fi er, the word "s igner" may be subs t i tuted for the name and pas i 
tion title of the Original Classifier. (Note: Such documents must
be portion marked. See page V-IS, paragraph 5 for more detailed
i nformat ion.)

(2) Derivatively Classified. tf the classification of a document is
based on the use of classified information from another document or
on a classification guide, the document must be classified hy an
flrigina1 or Oerivative Classifier. The "C1assifierl hy" line on the
document must include the identity of the classification source
(e.g., a classification guide or the date and originator of the
memorandum that served as the basis for the classification
determination). The "Derivative Classifier" line on the document
must be completed with the name and title of the classifier of the
document. In those cases where the signer is the Derivative
Classifier, the word "s igner" may be substituted for the name and
position title of the classifier.

(~) More Than One Classification Source. If the classification of a
document is based on more than one document, classification guirle,
or Original Classifier determination,' the "Classified by" line must
include the term "Multip1e Sources." The classifier shall include
the identification of each classification source, as specified in
the previous two paragraphs, with the file or record copy of the
document. Otherwise, the rules for classification marking are as
specified in the two preceding paragraphs.
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3. DURATION OF CLASSIFICATION.

V-13

a.

b.

Restricted Data/Formerll Restricted Data. Documents that contain RD or
FRn (regardless of whether they also contain NSI) are not to he markpd
for declassification or review. Therefore, such documents rlo not
require a IIDeclassify on" line.

Information Onl. Documents that contain~ NSI
""T'T,-.e-.-,~t-r--ey-d'l"'"o-n"'"'o":'""t -c-o-n-:'t-a"'i-n-a-n-y--;:;:R-='O~o r FR D) sha 11 be ma rked for dec 1as-
sification in accordance with the following:

(1) Originally Classified. If the classification of a document is not
based on the use of classified information from other documents or
on classification guides, the Original Classifier of the rlocul1lent
shall set a specific date or event for declassification at the time
the information is originally classified, if possible. The
IIDeclassify on ll line on the document must be completed with this
date or event. When a specific date or event for declassification
cannot be determined at the time of original classification, the
"Declassify on" line on the document must be completed with the
following: "0riginating Agency's Determination Requirerl" or
1I0ADR."

(2) Derivatively Classified.

(a) If the classification of a document is based on the use of
classified information from another document, the declassifi
cation instructions of the source document should be carried
forward to the "Declassify on ll line of the new rlocument.

1 Documents deriving their classification from a source
document classified pursuant to Executive Order 1235fi
shall carry forward the declassification instructions from
the source document.

2 Documents deriving their classification from a source
document classified pursuant to predecessors of Executive
Order 12356 should be marked for declassification
according to the conversion table in Chapter X, Part F.
See also page VI-5, paragraph 2.

(b) If the classification of a document is based on instructions
in a classification guide, those instructions shoulrl be
foll owed.

1 Documents deriving their classification from a
classification guide issued pursuant to Executive Order
1?356 shall be marked with the latest nate or event for
declassification specified for the information concerned
or with the indication that the 1I0 r iginating Agency's
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Oetermination (is) Required" (OAOR) if this instruction is
specified for any information in the document under
review.

2 nocuments deriving their classification from a
classification guide issued pursuant to predecessors of
Executive Order 12356 should be marked for
declassification according to the conversion table in
Chapter X, Part F. See also page VI-5, paragraph 2.

(c) If the classification of a document is derived from a source
document or a classification guide which does not specify
declassification instructions, the "Oeclassify on ll line should
be completed with "OAOR. II

(d) nocuments deriving their classification from more than one
classification guide or source document shall be marked with
the latest occurring date or event for declassification
indicated in the classification guides or source documents, or
with "OAOR", as appropriate.

4. ORSOLETE MARKINGS. Certain classification or security markings that were
once commonly used but are no longer used or currently have a different
meaning are defined below. Prior to any use or distribution, old documents
marked with these terms shall be reviewed by a classifier or declassifier to ~
determine their current classification status. The markings of such
documents shall be changed to show their proper classification. Pending
this review, such documents issued in the time periods indicated below shall
be safeguarded as Confidential-NSI documents.

a. Restricted. The term "Restricted" is an obsolete classification marking
defined in Executive Order 10290 of 9-?4-Ii1, which was superseded by
Executive Order 10501, of 12-15-53. Ouring and prior to this time,
"Restricted ll specified a security level less sensitive than IICon
fidential. 1I Note that IIRestricted ll is an active classification marking
still used I)y some foreign governments and international organizations.

h. Official Use Only. From 7-18-49 to 10-22-51, the Atomic Energy
Commission IJsed the term 1I0fficial Use Only" (1I0ll01l) as a security
marking equivalent to the term IIRestricted ll defined in the previous
paragraph. (Note: This marking is currently used as a designation for
certain sensitive but unclassified information which requires some
ctegree of protection.)

5. PORTION MARKING.

a. In accordance with the provlslons of section 1.5(b) of Executive Order
12356, OP-1 granted a waiver of the requirement of that section to
portion mark the classes of documents specified below.
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V-IS (and V-In)

(1) Oocuments which contain both RO or FRO and NSI.

(2) Documents which contain only NSI anc1 which are derivatively
classified.

b. Thus, portion marking ;s required only for NSI-only documents which have
been originally classified.

c. This waiver does not pertain to any document containing only RO or
FRO. Such information is not under the jurisc1iction of Executive Order
12356 and is not portion marked.

rl. This waiver was sought because it is the position of nOE that the use of
classification guides clearly is a superior method for providing
guidance to Oerivative Classifiers.

e. If portion marking an originally classified NSI-only document is not
practicahle, the document shall contain a statement sufficient to
identify the information that is classified, the level of such
classification, and the information that is not classified. If all
portions of a c10cument are classified at the same level, this fact
should be indicated by a statement to that effect on the face of the
document.



r
DOE 5650.2A
5-8-85

PART D - UPGRADING

1. AUTHORITY TO UPGRADE THE CLASS IFI CATI ON OF I NFORMATI ON AND DOCUMENTS.

a. Information.

V-I?

(1) Restricted Oata and Formerly Restricted Data. Only DP-3?-, DP-l, or
a higher authority may upgrade the level of classification of RD
and FRO.

(2) National Security Information. Only OP-32, DP-l, a higher
authority, or an Original Classifier may upqrade the classification
of NSI, consistent with DOE classification policy. Original
Classifiers have authority only over information which th~y, their
predecessors, or their subordinates originally classified.

t,

h. Documents and Material. Upgrading the classification of documents or
material may be authorized only by Original Classifiers or by Derivative
Classifiers pursuant to their designated authorities. However, any
individual in possession of a document he or she believes should be
upgraded, should protect it accordingly and promptly seek guidance from
an appropriate classification authority. A change of classification
markings on a document to indicate an upgrade may be carried out by
custodians of the documents upon receipt of notification from proper
authority. If such upgrades are authorized through classification
guides, only those authorized to use the classification guides (i.e.,
Original and Oerivative Classifiers, Derivative neclassifiers) may mak~

changes, or direct that changes be made, on documents or material
affected by the change. These requirements do not apply to the
immediate correction of a misclassification by issuance of a replacement
version.

?-. PROCEDURES FOR UPGRADING THE CLASSIFICATION OF INFORMATION ANn nOCUMENTS.

a. Notification of Upgrading.

(1) Information. Written notification of upgrading of the
classification of information shall be made by OP-32 and may he in
the format of a classification guide or bulletin.

(2) nocuments and Material. Those individuals authorizing the
upgrading of documents will ensure that all holders of the
documents are notified as follows:

(a) Content of Notices. Classification upgrading notices should
identify the document as fully as possible, citing the title
(or briefly describing the document); the identification
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number, if any; the author; the document date; the person
authorizing the change; and the nature and date of the change.
Notices should be classified in accordance with appropriate
classification guidance.

(b) Formal Reports. The person authorizing the upgrading of a formal
report that has been distributed outside the originating organi
zation shall provide a copy of the upgrading notice to the Office
of Scientific and Technical Information, Oak Ridge, Tennessee
37831, for inclusion in that office1s data base.

(c) Forwarding of Notices. If the recipient of an upgrading notice
has transmitted the document to another custodian, the upgrading
notice should be forwarded to the new custodian.

(Insert

b. Marking.of Upgraded Documents. The person changing the markings of a
document upon receipt of proper authorization shall mark the new
classification on the document and delete the former markings. Any such
changes must be verified by a second individual. The following statement
shall also be placed on the first page of the document:

Classification changed to

c/lJSI
appropriate classification level and category)

by authority of Ctn.l ~1"~.J #,2.~
- ....(A...u....tT""ho-r~ll'lJlt~y-~cfia riQil'iiCl assifTcat ion )

Figure V-l
Example of Upgraded Document Marking
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PART E - RECLASSIFICATION

1. AUTHORITY TO RECLASSIFY INFORMATION AND OOCl/ME~Tc;.

a. Information.

V-}lJ

r..

(1) Restricted Data and Formerly Restricted Data. Pursuant to section
146 of the Atomic Energy Act of 1954, as amended, RO and FRO
information which has been formally declassified by proper
authority may not be reclassified.

(2) National Security Information. NSI which has been formally
declassified by proper authority may only be reclassified by the
Deputy Assistant Secretary for Security Affairs (OP-30) or higher
authority. Pursuant to section 1.6(c} of Executive Order 12356,
previously declassified NSI information may be reclassified if it
is determined in writing that (I) the information requires
protection in the interest of national security; and (2) the
information may reasonably be recovered. (See ISOO nirective No.1
on pages X-15-22 for further information.)

h. nocuments and Material. In most cases, documents and material may be
reclassified by their Original Classifiers or by Derivative Classifiers
pursuant to their designated authority. However, only -np-3? or higher
authority may reclassify NSI-only documents or material following an
FOIA or Privacy Act request. Custodians of the documents may indicate
reclassification by changing the classification markings on a document
upon receipt of notification from proper authority. If such
reclassifications are authorized through classification guides, only
those authorized to use the classification guides (i.e., Original an1
Oerivative Classifiers and Derivative Declassifiers) may make changes,
or direct that changes be made, on documents or material affected by the
change.

?. PROCEnURES FOR RECLASSI FY IN~ I NFORMATI ON ANn OOCl/MENTS.

a. Notification of Reclassification.

(1) Information. Written notification of reclassification of
information shall be made by DP-32 and may be in the form of a
classification guide or bulletin.

(2) Documents and Material. Those individuals authorizing the reclas
sification of documents will assure that all holders of the
documents who have a clearance for and a need to know the
reclassified information are notified as follows:

(a) Content of Notices. Reclassification notices should identify
the document as fully as possible, citing the title (or
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(b)

briefly describing the document); the identification number,
if any; the authority; the document date; the person
authorizing the change; and the nature and date of the
change. Notices should be classified in accordance with
appropriate classification guidance.

Forwarding of Notices. If the recipient of a reclassification
notice has transmitted the document to another custodian who
has the proper level of clearance and a need to know the
reclassified information, the reclassification notice should
be forwarded to the new custodian.

b. Marking of Reclassified nocuments. The person changing the markings of
a document upon receipt of proper authorization to reclassify it shall
mark the new classification on the document and cancel the former
markings (if any). Any such change must be verified by a second
individual. The following statement shall also be placed on the first
page of the document:

CNSI
(Insert appropriate classification level and category)

Reclassified to ------------..;....:.:=------------

by authority of cL.~ /l~ #JA
(Authority for reclassification)

Olj,./'80
~.

(Date)

by

Fi gure V-2
Example of Reclassified nocument Marking
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1. r,ENERAL.

PART F - CLASSIFICATION STATUS OF
RESEARCH AND DEVELOPMENT ACTIVITIES

V-21

a. Research and development (R&D) conducted under the purview of DOE uses
or generates information ranging from completely unclassified to wholly
classified. Consistent with the needs of national security, as much of
this work as possible is kept unclassified in order to promote the free
interchange of ideas essential to scientific and industrial progress and
public understanding. All nOE R~n activities must be evaluated to
determine the nature and extent of classification requirements
applicable to the activities. This review is particularly important in
areas of new or rapidly expanding technology. The purpose of this part
is to describe (1) the steps involved in making classification status
determinations (see Chapter X, Part G), and (2) the resulting
requirements imposed upon the program organization. These determinations
are based on the potential for generating classified information by the
R&n activities. The responsible Heads of HO or Field Elements will
determine what constitutes an R&D "activity" for the purposes of this
section. Activities are described as: Category I, unclassified
activity with virtually no potential for using or generating classified
information; Category II, unclassified activity with the potential for
using or generating classified information; and Category III, classified
activity with great potential for using or generating classified
information.

h. Since there are two bases for classification of information (the Atomic
Energy Act for Rn/FRn and Executive Order 12350 for NSl), determination
of the classification status of a om:: R&n activity requires the merging
of two different but parallel evaluations. The steps involved in this
process are described in Chapter X, Part r.. Additional procedur~l

guidance is available from np-~~.

? AIITHORITI E:S AND REOllI REMENTS FOR OF-TERMI NAn ON OF RESEARCH AND DEVELOPMENT
ACTIVITY CLASSIFICATION STATUS. The following authorities and requirements
relate to the determination of the classification status category of noF. R&n
activities. (Refer to Chapter X, Part G, Figure X-G).

a. netermination Authority. Heads of HQ and Field Elements, as
appropriate, may designate the classification status category of DOE R&D
activities under their programmatic jurisdiction. This determination
may be changed by DP-32, who also may permanently or temporarily waive
the requirement to make this determination for certain programs.

b. Reportin~ Requirements. All category designations shall be reported to
the loca classification office. Activities with Category II or III
designations (see Chapter X, Part G, paragraph 3 and Figure X-6) shall
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also be reported annually to OP-32. These reports shall include (1) a
description of the activity; (2) the category designation; (3) the name
and title of the individual designating the category; (4) the date of
the designation; and (5) the name, title, and address of the individual
programmatically responsible for the activity (usually the principal
investigator).

c. Recordkeeping Reguirements. All designations of classification status
category of R~O activities shall be recorded and maintained by the local
classification office or by the HQ program office, as appropriate. nOE
field sites which do not have a local classification office (e.g.,
Energy Technology Centers) shall have their records maintained by the
appropriate HQ program office. The information required in the reports
described in the previous paragraph shall be recorded by the local
classification office or by the HO program office, as appropriate, for
all OOE R&D activities under their jurisdiction.

d. Appointments. (Refer to Chapter X, Part G, Figure X-fi.) Category I
activities do not have any appointment requirements. Category II
activities require that at least a Oerivative Classifier (usually the
principal investigator) be designated to monitor the activity to assure
that any classified information used or generated by the activity is
irlentified and classified, and that the activity is upgraded to
Category III. Category III activities require the appointment of a
Classification Officer for the program element (e.g., the overall
contractor Classification Officer) or coordination with the responsible
Headquarters or field element for classification assistance.

e. Guides are required for Category III activities. In certain
circumstances, np-32 may request the preparation of a classification
guide for Category II activities.
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PART G - CLASSIFICATION REVIEW OF NEWLY GENERATED nOCI~ENTS

1. GENERAL.

\j-?~

a. The following procedures apply to the classification review of all newly
generaterl documents originated by nOE or its contractors. Variations in
the review process are based on the following differences in the types
of documents:

(1) Format;

( 2) Purpose;

( 3) Intended distribution;

( 4) Author's security clearance;

(5) Author1s c1 ass ifi cati on authority; and

( 0) Subject area.

b. It is nOE policy to provide formal classification guidance whenever
possible. However~ the absence of a topic in a guide is not sufficient
to declare a document unclassified. (Refer to sections below and
Chapter V~ Part A.)

c. netermination that a document is unclassified does not mean it can he
released to the public. Other factors (e.g., FOIA exemptions such as
section 148 of the Atomic Energy Act~ Privacy Act exemptions, Patent
Secrecy Act, patent clearance review) may limit the releasability of all
or part of the document.

2. nnCI~ENTS ORIGINATEn BY DEPARTMENTAL ELEMENTS OR nEPARTMENTAL CONTRACTOR
PERSONNEL. These procedures apply to all documents originated by DOE or DOE
contractor personnel. np-32 and Heads of Field Elements may exempt specific
categories of documents or subject areas from these procedures.

a. nocuments Which Concern Category I Activities or which deal with non-R~n

subjects having no potential for using or generating classified infor
mation do not require classification review by an Authorized Classi
fier. However~ any questionable cases should be referred for review to
an Authorized Classifier. (This decision is the responsibility of the
originator.)

b. nocuments Which Concern Category II or Category III Activities. All
newly generated documents written by noF. or nOF. contractor personnel~
regardless of their format, that concern Category II or Category III R&n
activities or any other subject area having a potential for using or
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generating classified information must he reviewed for classification hy
an Authorized r.lassifier. Such a review is sufficient for documents
that the Authorized Classifier determines (1) to he classified or (2) to
be unclassified, hut which will receive limited distribution. Examples
of such unclassified but limited distribution documents include most
letters, memoranda, internal analyses, and planning documents.

c. nocuments tntended for Widespread nistribution or Public Release. All
newly generated documents written by nOE or ODE contractor personnel,
regardless of their format, that concern Category II or Category Itt
program subject areas, or other classified areas and that are intended
for public release or for such widespread internal distrihution that
public release is likely, must be reviewed for classification by the nOE
or DOE contractor classification office or np-3?, as appropriate. This
authority may be delegated to specified Authorized Classifiers.
Examples of this type of unclassified document include formal reports,
journal articles, press releases, speeches, and conference papers.

d. Oral Presentations. The review requirements described in suhparagraphs
a, b, and c, above, are also applicahle to any oral presentation,
including speeches, briefings, or interviews, to he made hy nOE or DOE
contractor personnel. Whenever possible, such presentations should be
made from a prepared text which has heen reviewed according to the
applicable requirements described above. When review of prepared text
is not possible or when extemporaneous remarks are likely, the person
who is to deliver the oral presentation shall be thoroughly briefed
heforehand by local OOE or nOE contractor classification office
representatives on classification guidance in the field covering the
suhject matter of the paper and advised of the danger areas in
discussions following the presentation.

~. nOCI~ENTS SURMITTED RY PERSONS OTHER THAN DEPARTMENTAL OR nEPARTMENTAL
CONTRACTOR PERSONNEL. These procedures apply to documents suhmitted by
persons other than ODE or DOE contractor personnel (a) with past or current
nOE security clearances, (b) with past or current security clearances issued
~y other Government agencies, or (c) with no record of a security clearance.

a. All newly generated documents that concern Category II or Category III
DOE R&D activities written hy persons other than DOE or nOE contractor
personnel possessing an active security clearance from nOE or another
agency and submitted for review, are subject to the requirements
described in paragraph 2, above. Documents submitted by such
individuals for classification review shall be reviewed by the local
classification office or OP-32. The author will be requested to delete
any classified information contained in the document prior to its
unclassified publication.

b. Oocuments submitted by persons who no longer have a security clearance
will normally be treated under the rules of subparagraph 3a, above,
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V-?~ (and V-2~)

r··.

unless the document deals with areas in which they were not authorized
access. Those cases should be referred to OP-32.

c. Documents submitted for classification review by persons who never had a
security clearance shall be referred to DP-32. The submitter may be
notified of this referral, but no further elaboration should be made.

4. REVIEW OF DOCUMENTS (PATENT APPLICATIONS AND REPORTS) REFERRED UNDER
SECTIONS 151(c) AND 151(d) OF THE ATOMIC ENERGY ACT.

a. Reports of inventions and discoveries useful in the production and
utilization of special nuclear material or atomic energy and concerning
Category II or Category III R&D activities shall be forwarded by the
Assistant General Counsel for Patents (GC-42) to OP-32 and reviewed to
determine whether the reports contain classified information.

h. Patent applications referred to GC-42 by the Commissioner of Patents and
Trademarks under section 151(d) of the Atomic Energy Act and forwarded
to DP-32 shall be reviewed to determine whether they contain classified
information.

c. Both reports of inventions and patent applications shall be handled in
accordance with section 151(e) of the Atomic Energy Act, shall he kept
in confidence by nOE, and shall not be referred to a Responsible
Reviewer for classification review without express written approval of
GC-42.

5. WAIVER OF REVIEW REQUIREMENTS. The classification review requirements des
cribed in this part may be waived on a case-by-case basis by DP-32.
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CHAPTER VI
DECLASSIFICATION AND DOWNGRADING

PART A - AUTHORITY FOR DECLASSIFICATION AND DOWNGRADING

1• I NFORMATI ON.

·f I _ 1

r

a. Restricted nata anrl Formerly Restricted nata. Only np-l mtly rj~cltlssif'y

Rn and FRn. nO_1 anrl np-~? ~~y rlowngrarle Rn and FRn.

b. National Secl/rity Information. neclassification ann nowngrading
rlUthority is limiterl to the Original Classifiers of such inforrnation,
np-32, and np-l.

? nnClIMENTS AND MATERIAl..

a. t,eneral. nocuments anrl material may ~e rleclassified hy np-3?, Original
r.lassifiers (see page VI-q, paragraph 4, helow, for extent anrl limita
tions of such authority), or nerivative neclassifiers. (t1.Jote: A Cl/sto
rlian of classified rlocuments or material noes not require rleclassifictl
tion authority in orrler to proceed in accordance with a rleclassification
notice from an authorizerl source.)

h. nerivative neclassification Authority.

(1) Oualifications. A nerivative npclassifier ~Jst (a) have rjernon
straten competence in the suhject area in whi ch the authority will
he usen; (b) he knowlerlgeahle in nOF classification policy anrl
procerlures (especially wit'"' all classification guirles in the
subject area in which the authority will he userl); (c) he in a
position with a proven or anticipaterl neerl for nerivative
neclassification Authority; anrl (ei) he so rlesignaterl in wri~ing as
rlesr.riherl helow.

(?) nesignation.

(a) Requests for nerivativi=) neclassification AI/thority for posi-
t ions currently without such authority shoul r1 he slIhrnittE'rl i.,
If/riting to np-32. Such requests shoulei include (l) the name
anti title of the inoivirlual for whom the authority is reql/est
erl, (?) a rlescription of the slIbject area anri jurisrliction for
which the authority is neprlerl, (3) the anticip(ltprl frpquency
of uSP. of t,",e authority, (4) thp. qualificatior'ls of the indi
virluill for w,",om thp authority is requesterl, anrl (") tiny other
informatio/l whiCh WOlllrl SIlJ1port thp neerl for t"e ill/thority.

(h) When an inciivirlunl V.:lCiltes tl position f"r which neriV(lI:ivp
npclassific~tion Authority has heen granteo, the ntl~R nnrl
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title of the individual losing the authority and the effective
date of the loss of that authority must be sent by the
individual's organization to DP-32.

(c) When an individual assumes a position for which Derivative
Declassification Authority has already been granted, that
individua1's name, title, and qualifications must be submitted
to DP-32 for approval. The individual may not assume the
declassification authority of the position until his or her
approval by DP-32.

(d) Derivative Declassification Authority may not be rede1egated.

(3) Cancellation.

(a) If the Head of an organization determines that a position no
longer requires Derivative Declassification Author.ity, DP-32
shall promptly be notified of the position title, the name of
the person who holds or last held the position, and the
effective date of cancellation of authority.

(b) If DP-32 or the Manager of the Operations Office determines
that an individual no longer requires Derivative Declassifi
cation Authority, he or she shall advise the person concerned
that such authority is to be cancelled, the date of
cancellation, and the reasons for the cancellation.

(4) Recordkee~ing Requirements. DP-32 shall maintain a list of all
individua s with Derivative Declassification Authority. This list
shall include (a) the name and title of the individual granted the
authority, (b) the individual's Departmental Element or contractor
organization, and (c) the effective date of the designation. In
addition, each Departmental Element and contractor organization
shall maintain a similar list of all individuals with Derivative
Declassification Authority wit~in its jurisdiction.

(5) Authority Definition. (See page X-23, Part e.)

(a) An individual with Derivative Declassification Authority may
derivatively declassify or downgrade documents or material
originated by his or her Departmental Element, its contrac
tors, or the predecessors of these organizations. In certain
circumstances, DP-32 may grant broader declassification
authority to an individual.

(b) Derivative Dec1assifiers may declassify documents or material
only in the areas in which they have been delegated such
authority and which disclose only:



DOE 5650.2A
5-8-85

VI-3 (and VI-4)

1 Information falling within the "unclassified" topics of
classification and/or declassification guidance
specifically authorized for their use in declassifying
documents; or

2 Information identified as unclassified or that has been
declassified by DP-32; or

3 Purely administrative information which reveals no
technical or programmatic data. (Caution: This criterion
is intended for historical documents and is to be
interpreted very narrowly. If there is any doubt as to
whether information is "purely administrative." specific
guidance must be sought.)
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PART B - AUTOMATIC DECLASSIFICATION AND DOWNGRADING

VI-5

r

1. RESTRICTED DATA AND FORMERLY RESTRICTED DATA. Only OP-1 may declassify RD
and FRO. OP-1 and DP-32 may downgrade RO and FRO. RD and FRO are not
subject to automatic declassification or downgrading.

2. NATIONAL SECURITY INFORMATION. (See Chapter X, Part F, Figure X-3 for a
summary conversion table on the duration of classification.)

a. Documents Classified Pursuant to Executive Order 10290. Documents
classified pursuant to Executive Order 10?90 and marked for automatic
downgrading or declassification should be downgraded and declassified in
accordance with such markings.

b. Documents Classified Pursuant to Executive Order 10501.

(1) Groups 1 and 2. Documents under Groups 1 and 2 of Executive Order
10501, as amended by Executive Order 10964, are not automatically
downgraded or declassified.

(2) Group 3. Documents under Group 3 of Executive Order 10501, as
amended by Executive Order 10964, shall be downgraded as follows:
(a) Top Secret to Secret at 12 years from date of origin of the
document; or (b) Secret to Confidential at 12 years from origin
(unless the document was originally classified as Top Secret, in
which case downgrade to Confidential at 12 years from the time it
was downgraded to Secret).

(3) Group 4. Documents under Group 4 of Executive Order 10501, as
amended by Executive Order 10964, shall be downgraded as follows:
(a) if originated on or before 12-1-66, they shall be declassified
immediately; (b) if originated on or after 12-2-66 and on or before
5-31-72, they shall be downgraded to Confidential and declassified
at I? years from date of origin.

c. Documents Classified Pursuant to Executive Order 11652.

(1) Advanced Declassification Schedule. Documents marked for automatic
downgrading in advance of the General Declassification Schedule
eGOS) of Executive Order 11652 shall be downgraded in accordance
with the schedule for downgrading marked on the documents. Unless
otherwise specified on the documents, they will be subject to the
GDS for the rest of the time they remain classified.

(2) General Declassification Schedule. Documents marked as being
subject to the GDS of Executive Order 11652 shall be downgraded as
follows: (a) Top Secret to Secret at 2 years from date of origin
of the document; (b) Secret to Confidential at 2 years from date of
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orlgln (unless the document was originally classified as Top
Secret, in which case it is 2 years from the time it was downgraded
to Secret); and (c) Confidential documents will be declassified
6 years from date of origin (or from the date at which they were
downgraded to Confidential).

(3) Documents Marked as Exempt From the General Declassification
Schedule of Execut;ve Order 11652 normally were not marked for
automatic downgrading. When such documents have been marked for
automatic downgrading, they shall be downgraded in accordance with
the schedule for downgrading marked on the documents.

d. Documents Classified Pursuant to Executive Order 12065 and marked for
automat;c downgrad;ng or declass;f;cation w;ll be downgraded or
declassified in accordance with such markings.

e. Documents Classified Pursuant to Executive Order 12356 and marked for
automatic downgrading or declassification will be downgraded or
declassified in accordance with such markings.
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PART C - REVIEW OF DOCUMENTS FOR
DECLAsSIFICATION OR nOWNGRAOINf,

VI-7

1. GENERAL. Part C pertains to RD, FRD ahd NSI, except as noted on Page VI-IO,
paragraph 7. Previously generated classified documents shall be reviewed
for possible declassification/downgrading in accordance with the procedures
described below. Note that a determination that a document is unclassified
does not mean that it can be released to the public. Other factors (e.g.,
FOIA exemptions such as section 14A of the Atomic Energy Act, Privacy Act
exemptions, Patent Secrecy Act, or patent clearance review) may limit the
releasability of all or part of the document.

a. Documents as specified in (1) through (5) below may not be automatically
declassified, but must be reviewed in accordance wit1llProcedures
specified below as appropriate hefore they are declassified.

(1) Documents with no markings which indicate declassification or
review dates or events.

(2) Documents marked as RO or FRD.

(3) Documents assigned to Groups 1, 2, or 3 as defined in Executive
Order 10964.

(4) Documents Exempt from the General Declassification Schedule (XGnS)
as defined in Executive Order 11652 and marked with a date or event
for automatic declassification beyond 20 years from the date of
origin of the documents (30 years for documents containing foreign
government information), or for which the declassification period
was impossible to determine or was indefinite at the time of
origin.

(5) Oocuments classified pursuant to Executive Order I~065 and assigned
a date or event for review.

b. Documents which carry conflicting declassification instructions will be
handled in accordance with the most restrictive markings.

c. Documents may be declassified only by Derivative neclassifiers and
Original Classifiers under certain conditions prescribed in this
manual. (See Chapter VI, Part A, and Chapter V, Part A, respectively.)

d. In the declassification review process, referrals may be made, as appro
priate, to Responsible Reviewers. It is also the responsibility of the
Departmental Element or contractor organization initiating the review to
obtain patent clearance where appropriate.
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e. Under certain circumstances, OP-3? may determine that documents
concerned with specific sensitive areas may be declassified only by
certain declassifiers. Specific instructions will he issued when and if
such occasions arise. If the reviewer decides that he or she is not
sufficiently competent in the subject area addressed in the document to
determine whether it may be declassified, or it is outside his or her
jurisdiction, the matter must be referred to the local classification
office, or, where appropriate, through channels to np-32.

2. FORMAL REPORT REVIEW. This procedure is used for formal reports produced
for or by DOE or its predecessors.

a. Formal reports are to be declassified only by a Derivative Oeclassifier
in the local (i.e., DOE or contractor) classification office or DP-3?.
This authority may also be delegated to other specified Derivative
Oeclassifiers.

b. When there is any doubt about whether a document should be declassified,
it shall be referred through channels to DP-32 for resolution. Two
copies of the formal report should be submitted along with a recommen
dation and evaluation to DP-3?. A Classification Officer may also refer
the report to an appropriate Responsible Reviewer.

c. Upon receipt of a request for a formal report review, DP-32 may transmit
~ copy of the report to an appropriate Responsible Reviewer. When
Responsible Reviewers review reports under this provision, they shall
transmit the copy of the report with their recommendations and
evaluation to DP-32.

d. In its review, DP-32 will consider the comments of the Classification
Officer submitting th~ request, the Responsihle Reviewer, and any other
organization asked to review the report prior to the final determination
concerning declassification of the report. DP-32 will notify the
Classification Officer who initiated the request, or the individual
initiating the request when the request is made directly to DP-32, with
regard to the final declassification determination.

e. If the report is to be declassified, upon receipt of notification of
declassification from DP-32, the Classification Officer or other
initiator of the declassification review shall assure that all holders
of copies of the report are notified of the declassification.

3. REVIEW BY DERIVATIVE OF.CLASSIFIERS.

a. Derivative Declassifiers' shall review documents or materials submitted
to them for declassification review in accordance with the provisions of
this Order. If, as a result of the review, documents or materials are
to he determined declassifiable, the reviewer will declassify them.
nocuments or material determined not to he declassifiable under this
authority, but possibly declassifiable under other authority, may be ~
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referred hy the Oerivative Oeclassifiers for further processing to the
Classification Officer or OP-32. as appropriate.

h. The person who declassifies a document shall assure that all known
holders of its copies are promptly notified.

4. REVIEW RY ORIGINAL CLASSIFIERS. Authorized Original Classifiers may
originally declassify NSI documents (other than formal reports) over which
they have exclusive programmatic jurisdiction and which they. their prede
cessors. or subordinates. inclUding contractor and/or subcontractor organi
zations under their cognizance. originally classified. provided the
declassification is consistent with nOE policy. They may derivatively de
classify RO. FRO. and NSI documents (other than formal reports) over which
they have exclusive programmatic jurisdiction and which they. their prede
cessors. or subordinates. including contractor and/or subcontractor organi
zations under their cognizance. derivatively classified. provided the
declassification is consistent with noF. policy and guidance. Oerivative
declassification actions must be based on the information appearing as an
unclassified topic in a guide approved for the classifier's use in rleclassi
fying documents.

5. LARGE-SCALE REVIEWS (FILE CLEARANCE REVIEWS). Files containing classified
documents that are obsolete or deal with an activity that has been
declassified or discontinued may be reviewed to declassify those documents
no longer requiring security protection. Reviews involving more than a
small number of documents are subject to the following special requirements
in addition to normal procedures:

a. Special reviews may be approved only by the cognizant nOE Classification
Officer after coordination with OP-3?. A request to conduct a special
review at a contractor site must he submitted by the nOE contractor
Classification Officer to the Operations Office. The Operations Office
will review the proposal and may approve it only after written
coordination with OP-32. (HO and field elements should submit requests
for such reviews at their sites to DP-32.)

b. All such requests shall include. at a minimum:

(1) A description of the nature of the review;

(2) An explanation of the requirement for the review;

(3) The identities and qualifications of the reviewers;

(4) A description of the classification guidance to be used on the
review; and

(5) Detailed. written procedures for conducting the technical and
clerical aspects of the review. including methods of quality
assurance to be employed.
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c. The review must be conducted under the direct supervlslon of the local
classification officer (in Headquarters, DP-3?).

d. As with all declassification reviews, extreme care must he exercised.

(1) Particular care must be taken to assure that sufficient time is
allowed for a careful and thorough review of the documents.

(2) Reviewers must be rebriefed just prior to initiation of the review
project to assure they are fully cognizant of their authorities and
thoroughly understand the classification guidance to be used.

(3) Specific instructions must be given regarding treatment of informa
tion not covered explicitly in current classification guides.

6. PATENT APPLICATION REVIEW. GC-42 initiates requests for declassification
review of all patent applications.

a. GC-42 shall transmit one copy of the patent application to OP-32 for
review to determine if it may be declassified in accordance with current
nOE classification policy.

b. OP-32 may refer questions about declassification of DOE patent appli
cations to a Responsible Reviewer for review and recommendations.
However, classified, private, non-DOE patent applications shall not be
referred to a Responsible Reviewer without the express written approval
of GC-42. Such special handling of patent applications as is necessary
to comply with section 151(e) of the Atomic Energy Act and as may be
required to protect the patent position of the U.S. Government will be
observed.

c. "pon completion of the required review, DP-32 will return the patent
application to r,C-42 with the determination.

7. REVI EWS PURSUANT TO EXECUTI VE ORDER OR STATUTE. J:xecut i ve Order 12356 J the
FOIA, and the Privacy Act contain provisions requiring classification review
of information and documents. The procedures for carrying out such reviews
are given in the following subparagraphs.

a. ~xecutive Order 12356 requires the establishment of procedures for
Mandatory Review for declassification of N5I. It also requires that
systematic review guidelines be furnished to the Archivist of the United
States for use in reviewing for declassification/downgrading of (1)
classified documents accessioned into the National Archives of the
United States, and (2) classified presidential documents under the
Archivist1s control which were originated by or contain information
under the purview of DOE or its predecessors. Under Executive Order
12350, OP-32 may conduct internal and systematic review programs for
classified information originated by DOE and contained in documents

"
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(1) Mandatory Review for Declassification.

(a) Except as provided in section 3.4(b) of Executive Order 1?356,
all information classified by nOE under Executive Order 12356
or its predecessor orders (i.e., NSI) is subject to a review
for declassification by nOE if the request:

1 Is marie by a U.S. citizen or permanent resirlent alien, a
Federal agency, or a State or local government;

2 Describes the document or material containing or revealing
the NSI in question with sufficient specificity to enable
it to be located with a reasonahle effort; and

,....
C

3 Is sent to the Director of Classification, U.S. nepartment
of Energy, Washington, nc ?0545.

(b) Invalid Requests. The requester will he notified promptly by
np-3? if his or her request is not valid. This notification
letter will explain why the request cannot be processed and,
if applicable, tell the requester what additional information
is needed to allow processing of the request.

(c) Valid Requests. Upon receipt of a valid request for mandatory
declassification review, np-32 shall:

1 Contact all appropriate nepartmental Elements requesting
that their files be searched for documents and material
responsive to the request.

2 On the basis of the results of the above search, determine
whether estimated review and coordination time required to
process the request preclUdes a prompt declassification
determination and, if so, inform the requester of the
additional time needed to process the request.

3 Review the documents or other material responsive to the
request and determine whether or not the classified
information under the purview of nOE contained in or
revealed by the documents or other materlal can he
declassified.

4 Coordinate with other agencies the review of documents or
other material originated by nOF. that are responsive to
the request and that contain information under the purview
of those agencies.
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5 After deletion of all classified information under thp.
purview of DOE, forward a copy of any documents or other
material originated by another agency to that agency for
further processing and direct response to the requester,
including a copy of the request together with recommendations
for action and, after consultation with the originating
agency, inform the requester of the referral.

6 Transmit to the requester the final determination of DP-32 as
to whether all or part of any documents or other material
responsive to the request may be released to the requester.
This determination must be made within 1 year from the date
of receipt of the request except in unusual circumstances
(e.g., delays caused by coordination of the review of
responsive documents or other material originated by DOE with
agencies having purview over information contained in or
revealed by the documents or other material).

7 In those cases where a fee (see 10 CFR 1004.9 for schedule of
fees charged for documents or material provided to requestersj
is to be charged, notify the requester of the estimated
amount of the fee and await confirmation by the requester of
willingness to pay the fee.

S In those cases where no fee is to be charged, or where the
requester has agreed to pay the f~c, and consistent with
other applicable law, send the requester copies of
declassified documents or other material or declassified
portions of classified documents or other material that
constitute coherent segments.

9 In those cases where all or part of documents or other
material responsive to a request cannot be declassified,
notify the requester that he or she has the right to an
administrative appeal of the denial within 60 days of receipt
of the denial letter. The requester shall be notified that
the appeal shall specify why the requester believes the
information in question does not warrant classification and,
if possible, should include copies of the initial request
letter and the denial letter from the Director of
Classification. The appeal should be sent to the Assistant
Secretary for Defense Programs, U.S. Department of Energy,
Washington, DC 20545.

(d) Appeals of Denials of Mandatory Declassification Review Requests.

1 Immediately upon receipt of an appeal request, an ad hoc
committee will be assembled and headed by a representative
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\ from the Office of DP-l and will be made up of represen
tatives from any Departmental Element that he or she
determines to have an interest in the appeal or in the
information in question.

2 OP-32 will provide the committee all information,
documents, and any other assistance pertinent to the
appeal, and will advise the committee with regard to the
classification of the information involved.

3 The committee will review the basis for the oenial and
transmit its findings and recommendations to np-l within
15 working days following receipt of the appeal.

4 On the basis of the committee report, OP-l shall make a
final determination on the appeal within 25 working days
following receipt of the appeal. The head of the
committee then shall notify the requester, within 30
working days following receipt of the appeal, in writing,
of the final determination. In accordance with this
determination and consistent with other applicable law,
copies of declassified documents or other material or
declassified portions of classified documents or other
material responsive to the request will be released to the
requester, upon payment of any required fees, and/or the
requester will be given a statement as to why some or all
of the documents or other material cannot be declassified.

(2) Systematic Review by the Archivist of the United States. Executive
Order 12356 requi res the Archivi st of the United States to
systematically review for declassification or downgrading (a)
classified documents accessioned into the National Archives of the
United States and (b) classified presidential documents under the
Archivist's control. Such documents shall be reviewed in
accordance with systematic review guidelines provided by np-3?- for
information under the purview of nOE or its predecessors.

(a) Systematic Review Guidelines. OP-32 shall issue and maintain
guidelines for systematic declassification review of
information unoer the purview of nOE or its predecessors.
These guidelines shall be developed in consultation with the
Archivist and the Director of ISOO and designed to assist the
Archivist in the conduct of systematic reviews. These
guidelines shall be reviewed and updated at least every 5
years unless earlier review is requested by the Archivist.

(b) Assistance to the Archivist. np-32 shall designate
experienced personnel to provide timely assistance to the

r
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Archivist in the systematic review process. Such personnel
shall be designated as having Derivative Declassification
Authority for the documents subject to the systematic review
process that contain information under the purview of DOE or
its predecessors.

(c) Internal Systematic Review Programs. DP-32 may conduct
internal systematic review programs of documents containing
information under the purview of DOE or its predecessors that
have been determined by the Archivist to be permanently
valuable but that have not been accessioned into the National
Archives of the United States. DP-32 shall originate any
required instructions or guidelines on a case-by-case basis
for internal systematic review programs.

b. Freedom of Information Act or Privacy Act of 1974. Classification
review and other actions regarding review of classified documents
requested pursuant to the FOIA or the Privacy Act shall be conducted in
accordance with the provisions of this Order and DOE orders concerning
the FOIA and the Privacy Act.

c. Confirmation of Existence of Requested Documents. Individuals
responding to requests for classified documents made pursuant to the
FOIA, the Privacy Act, or the mandatory review provisions of Executive
Order 12356 shall refuse to confirm or deny the existence or ~
nonexistence of requested documents whenever the fact of their existence
or nonexistence is itself classified.

R. OTHER REVIEWS BY THE OFFICE OF CLASSIFICATION.

a. Centralized Categorical Reviews. Under certain circumstances, DP-32 may
determine that the declassification review of documents or material
dealing with specified categories of information must be conducted by
DP-32.

b. Priority Reviews. When the Head of a Departmental Element or his or her
designated representative determines that an immediate declassification
review is required of a document that is beyond the local declassi
fication authority, he or she may request a priority review for
declassification by DP-32. DP-32 will conduct the review as rapidly as
possible and will return one copy of the document to the initiator of
the declassification request with an official notification of final
action. When the situation so warrants, a priority review should be
explicitly requested, with a brief explanation as to the need for
special handling. The purpose of the review and any special
instructions should be included in the request.
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9. DEPARTMENTAL AND CONTRACTOR REVIEW RESPONSIRILITY.

VI-I5 (and VI-In)

r

a. Originating Departmental Element or Contractor Organization. That
Oepartmental Element or contractor organization which originated a
document must be consulted before declassification/downgrading of the
document.

b. Departmental Element or Contractor Organization With Programmatic
Interest in a Document. Regardless of who originated it, any document
containing information outside the programmatic jurisdiction of the
declassifier must be coordinated with the Departmental Element(s) or
contractor organization(s) having programmatic interest. In the case of
other agency or foreign government information, see paragraph d,
below. This coordination is particularly important when no single
organization has sole programmatic jurisdiction over the information in
a document.

c. Director of Classification. OP-32 is authorized to make the final
determination to declassify/downgrade documents originated by any
Departmental Element or contractor organization. This authority may be
delegated.

d. External Coordination. OP-32 shall conduct all interagency or inter
Government coordination required to declassify/downgrade documents in
the possession of DOE or its contractors. When np-32 receives a request
made pursuant to the FOIA, the Privacy Act, or the mandatory review
provisions of Executive Order 12356 for classified documents in its
custody that were classified by another agency, it shall refer copies of
the request and the requested documents to the originating agency for
processing, and may, only after consultation with the originating
agency, inform the requester of the referral. In cases in which the
originating agency determines in writing that a response subject to the
conditions specified on page VI-14, paragraph 7c of this part is
required, DP-32 shall respond to the requester in accordance with that
paragraph.

10. REPRODUCTION FOR DECLASSIFICATION REVIEW. Reproduction of documents for the
sole purpose of facilitating their review for declassification shall not
require the consent of the originator.
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PART n - NOTIFICATION OF OECLASSIFICATION OR nOWNRRAOING

VI-I?

r

1. GENERAL. Part 0 pertains to RD, FRn and NSI. Those authorizing a change in
classification {declassification or downgrading} of documents will ensure
that all holders of the documents are notified as follows.

a. Top Secret Documents. The person authorizing the declassification or
downgrading of a Top Secret document shall notify OP-34, who shall
notify all custodians.

b. Secret and Confidential nocuments. The person authorizing the
declassification or downgrading of a Secret or Confidential document
shall ensure that all known holders of the document are notified.

c. Documents Sent to the Office of Scientific and Technical Information.
The person authorizing the declassification or downgrading of a document
that has been sent to the Office of Scientific and Technical Information
shall provide a copy of the change of classification notice to the
Office of Scientific and Technical Information, p.O. Rox 02, Oak Ridge,
Tennessee 37831, through the Director of Classification, for inclusion
in the Office of Scientific and Technical Information data base.

d. Forwarding of ~otices. If the recipient of a declassification or down
grading notice has transmitted the document to another custodian, the
change notice should be forwarded to the new custodian.

2. DECLASSIFICATION NOTICE~.

a. Declassification Notices shall be prepared, reviewed, and signed by the
individual authorizing the declassification. It is the responsibility
of this individual to ensure that the notice accurately and uniquely
describes the document. In general, recipients of the notice {including
the Office of Scientific and Technical Information} will not be in a
position to verify its accuracy.

b. Internal declassification notification may be handled by each
Departmental Element and contractor organization according to its own
requirements. Internal declassification notices shall contain, as a
minimum, the following information:

{I} Full title of the document. If the document is untitled, a
description of the document sufficient to uniquely identify it
shall be provided.

{2} The identification number of the document (such as report number,
short title, document number), if any.

(3) The identity of the author, signer, or originator of the document.
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(4) The document date.

(5) The number of pages in the document (from the documentation stamp
on those documents with such a marking; otherwise, this is not
required in the notice).

(6) The name of the Departmental Element or contractor organization
that originated or issued the document.

(7) The original classification of the document.

(B) The identity of the person authorizing the declassification (by
name, title, and organization).

(9) The effective date of the declassification action.

c. All declassification notices will also contain a statement worded
substantially as follows:

The custodian of the document described herein is
authorized to remove, cancel, or otherwise void the
classification markings from the document. Such
markings may be removed only when the correspondence
of this notice to the document has been verified by
two persons, who must ensure that the document con
cerned identically fits the description provided
herein. Otherwise, the markings may not be
removed. If there is any doubt regarding the
identity of the document to which this notice
applies, the recipient should contact the originator
of the notice for further information. The persons
who remove the markings and validate that action
shall mark the document as having been declassified,
identify this notice as their authority for doing
so, and sign and date the action on the document.
If a person who receives this notice has given the
document or copies thereof to others, this notice
should also be forwarded to such other custodians.

d. Unless sanitization is specifically required or requested, reviewers
will not sanitize documents. Moreover, notification of sanitization to
other than the requester will not be issued. Each extract or deleted
version of a numbered classified document (i.e., those with report
numbers, document numbers, etc.) will be assigned a new, unique
number. If necessary, the new version can also be identified as being
an extract or deleted version of the original document. When an extract
or deleted version is declassified, the declassification notice will
specifically state that the document is an extract or deleted version,
as appropriate.
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PART E - RE-MARKINr, OECLASSIFIEO OR nOWNGRAnEO DOCUMENTS

VI-19

I. GENERAL. Part E pertains to ROt FRO and NSl, except as noted in paragraph
3, below.

~. REMOVAL OR CANCELLATION OF CLASSIFICATION MARKINGS FROM DOCUMENTS.

a. Custodians of documents for which a written notification of declassi
fication is received from an authorized source will ensure that the
document concerned exactly corresponds to the description given in the
declassification notice before removing or cancelling the classification
markings. Custodians of formal reports may declassify them only on the
basis of formal declassification notices issued by the Office of
Scientific and Technical Information. However t custodians in the same
organization in which a declassification determination of a formal
report has been made may act upon notification from the appropriate
declassification authority in accordance with local procedures without
having to wait for formal notification from the Office of Scientific and
Technical Information. Custodians of documents other than formal
reports may declassify them only on the basis of a written declassifica
tion notice from an authorized source. At least two persons must verify
the applicability of the declassification notice to the document
concerned.

b. If there is any doubt regarding the identity of a document to be declas
sified t the document should not be declassified. If there is any doubt
regarding the identification of a document for which a declassification
notice has been received t the custodian shall contact the person author
izing the declassification for more specific identification or confirma
tion. If clarification is needed for declassification notices published
by the Office of Scientific and Technical Information for formal
reports t the custodian should contact OP-32 for identification of the
person authorizing declassification.

c. When the classification markings are removed or cancelled from a
document pursuant to a declassification notice or shall be marked to
show:

(I) The signature of the person removing the markings and the date of
the action;

(~) The signature of the person verifying the validity of the action
and the date of verification; and

(3) The authority for declassifying the document (e.g. t a memorandum,
an Office of Scientific and Technical Information notice, a
classification guide t or guide topic).
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Classification changed to ~4#-/"'itl<
(Insert appropriat~classification)

by authori ty of ~lIfJ(if /laC Ilia"~8'"
(Authority or ~ange 1n classification) (~ie

by 6, '(, r~
a e

Figure VI-l
Example of Document Declassification/Oowngrading Marking

3. AUTOMATIC DECLASSIFICATION. An NSI document marked with a date or event for
automatic declassification may be declassified by any custodian of the
document when that date or event has occurred. The declassification/
downgrading marking illustrated in Figure VI-l, above, is not required.
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CHAPTER VII
EDUCATION

VlI-1

~r,
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1. ORJECTIVE. ~mployees of DOE, its contractors, and others who generate or
have access to classified information must have sufficient understanoing of
classification policies, principles, and procedures to discharge their
duties. The classification education program is intended to provide such an
understanding.

2. EnllCATI ON PROGRAMS.

a. Initial Classification Education. All new DOE and DOE contractor
employees must understano their classification responsibilities before
being given access to classified information. Therefore, in
preparation, they shall be given a classification orientation which
shall, as a minimum:

(1) Explain what classification and classified information are,
including the classification levels and the difference between RO,
FRO, and NSI.

(2) Explain the local classification organizational structure and the
channels through which new employees should refer classification
questions.

(3) Stress the individual's responsibility for assuring that documents
are reviewed for classification. In addition, employees who re
quire knowledge of classification guidance in their work shoulrl
have such guidance explained to them. This may he accomplished
either during the initial orientation or at some reasonable time
thereafter.

b. Continuing Education. All DOE and DOE contractor classification offices
shall conduct a continuing classification eoucation program to maintain
classification awareness and apprise employees of changes in classifica
tion policies and procedures.

c. Classifier/Declassifier Briefing. Before an individual becomes an Ori
ginal or Derivative Classifier or nerivative Declassifier, a local
classification representative shall explain in detail the classification
guidance pertaining to the classifier's subject area, ano the special
procedures which may apply. Periodic updates shall be given every 2
years or as changes in classification policy or procedures occur.

d. Special Briefings. Periodically, a classification representative shall
conduct special oral or written briefings. Such briefings may be
required, for example, because of the issuance of new guidance in a par
ticular subject area or because of a change in classification procedures,
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such as redefinition of the authority of a Secret Original Classifier. --
Such briefings might be conducted, for example, for all individuals in a
given Departmental Element or contractor organization who are involved
in the affected technical area or who have the redefined classification
authority. The need for such briefings may be identified by the local
classification office or by the potential attendees.

3. OTHER CLASSIFICATION EDUCATION METHODS. Classification Officers are
encouraged to provide continuity to their classification education program
by utilizing some or all of the following suggested methods:

a. Impress supervisors with the importance of observing classification
guidance and procedures, and urge them to do likewise for their
subordinates.

b. Encourage discussions of specific classification items and problems at
staff meetings.

c. Invite outside speakers in the classification field to address employees
on specific aspects of the classification and declassification programs.

d. Invite technical and scientific personnel to speak in areas in which
they have particular expertise and where classification determinations
may have an impact.

e. Use internal publications, posters, and so forth, for classification
messages.

f. Share information concerning classification efforts with other nOE and
DOE contractor classification offices.

4. PRIVATE ORGANIZATIONS AND INDIVIDUALS. The statutory definition of RO is
not limited to data developed in government programs but includes all data
that meet the statutory definition of RD, including data generated in
private work.

a. DOE is responsible under the Atomic Energy Act for monitoring R&D
conducted by private organizations and individuals.

b. DP-32 is responsible for educating private organizations and individuals
insofar as classification concerns affect their activities. Such educa
tion will be carried out primarily by publication of relevant infor
mation in the "Federal Register."

c. Field classification personnel will assist in this portion of the educa
tion program by advising DP-32 of private R&D or other activity likely
to generate RO and where, consequently, there is a need for classifi
cation education.
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CHAPTER VIII

CLASSIFICATION APPRAISALS

VII 1-1

1. POLICY. The classification practices, procedures, and performance of nOE
and DOE contractor organizations shall he appraised to ascertain their
adequacy and effectiveness.

? OBJECTIVES.

a. To determine the effectiveness of classification personnel in imple
menting the classification program.

b. To determine whether classification practices and performance conform to
OOE policy.

c. To evaluate the effectiveness of locally developed methods of imple
menting nOE classification policy and regulations.

d. To evaluate the adequacy of the classification guidance and control
provided by nOE and nOE contractor organizations to those within their
supervision.

3. STANIlARIlS ANn PROCEnIlREC;.

a. Appraisal Guidance and Instructions. This chapter presents policy,
objectives, and general guidance regarding standards and procedures to
he used in conducting classification appraisals. netailed instructions
and specific guidance on the conduct of appraisals, including prepara
tion for appraisals, suggested formats for workpapers and reports, and
suggested methods for gathering and evaluating relevant information, are
contained in the classification appraisal procedural guide developed and
promulgated under the authority of OP-32.

h. Scope of Appraisals. The classification programs of the various
Oepartmental Elements and DOE contractor organizations differ in scope,
complexity and sensitivity. No single list of points to be covered in
an appraisal is, therefore, appropriate in all cases. The list of areas
helow is presented merely as a guideline; it should serve to introduce a
measure of uniformity into appraisal reports and to remind the apprais
ers of areas that may need attention. An appraisal should provide
answers to those of the following questions that are applicable:

(1) Management Awareness. How actively does management keep informed
of current nOE classification policy, especially as it applies to
information, projects, and materials under their purview?

(~) Management Support. What is the position of thp classification
function and the Classification Officer in the organization? Are
sufficient reSOIJrces availahle to the Classification Officer? If
the Classification Officer has a1ditional duties, do the
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Classification Officer and any assistants devote sufficient time to
classification matters?

(3) Practices. How closely do classification practices comport with DOE
policy? (The answer should be based on a review of representative
samplings of classified and unclassified correspondence, records,
procurement forms, financial reports, etc.).

(4) Classification Guidance. How complete, effective, and timely is the
guidance developed for classified projects? (Appraisal of a prime
contractor organization should include review of the classification
guidance of both the prime and subcontractor organizations and the
resulting classification practices.) Have local classification guides
been prepared for all classified work being performed? Are they kept
current?

(5) Education Program. How active and effective is the education program
for indoctrination and instruction of all individuals in classifi
cation policies and procedures?

(6) Classification Board. If a board has been appointed, what is its
purpose, who ;s on it, what is the frequency of its meetings, and is
it effective?

(7) ClassifYint and Declassifying Officials. How current is the
appo;ntmen of Authorized Classifiers and Authorized Declassifiers?
Are their numbers, locations, and qualifications appropriate?

(8) Declassification. Is a declassification program needed? If there is
a program, is it being effectively administered?

(9) Appraisals. How thorough is the appraisal system in determining
compliance with approved guidance? Are subcontractor appraisals being
conducted?

(10) Other ClaSSifYing Organizations. Do any organizations other than DOE
(for example, DO ) have classification responsibilities regarding
sole or joint programs at the organization being appraised? If there
are inconsistencies between DOE classification guidance and other
guidance, have actions been taken to resolve them?

(11) Nonnuclear Programs. In field elements with jurisdiction over
nonnuclear programs, have procedures been implemented for periodic
review of these programs for possible need for classification? If so,
are these review procedures timely and comprehensive? Have the
personnel responsible for the review been properly trained and
designated with appropriate classification authority?
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c. Frequency of Appraisals. The scope and frequency of appraisals shall he
determined by the management of the appraising nepartmental Element
after consideration of the following factors:

(I)

(2)

(3)

(4)

Past Performance Experience and Appraisal Results. Problem areas
and key functions representing potential trouble spots should be
identified for frequent review.

Interval Since last Appraisal. Every function having a major
classification interest should be appraised at least every 3 years
unless particular circumstances indicate otherwise. Functions
having a minor classification interest may be appraised on as-year
or longer basis.

Management1s need for information.

Number of classified contracts administered by a Departmental
Element.

r

r

d. Visits.

(I) Classification performance should be evaluated on the basis of a
visit to the Departmental Element or contractor organization being
appraised. A classification appraisal based not on a visit but on
performance as revealed by matters raised by the organization
itself or incidentally exposed may neglect many factors. Various
units within the nepartmental F.lement or contractor organization
may be unaware that their classification practices are incorrect or
may be reluctant to call attention to th~m. Appraisals of a
nepartmental Element or contractor organization based on personal
visits should include an inspection of classification practices of
the various units and a classification review of both outgoing and
internal papers and recorrls. In cases where visits for classi
fication appraisals may be impractical (e.g., that of a contractor
who has responsibility for numerous small subcontractors),
appraisals may be made without visits, provided all other require
ments of this Order regarrling appraisals are met.

(2) Written records should be kept of all information gathered during a
classification appraisal. These records form the basis for the
conclusions presented in the appraisal report and can serve to
clarify or substantiate these conclusions. A suggested format for
these written appraisal records is given in the classification
appraisal procedural guide.

e. Appraisal Reports.

(I) A written appraisal report is required. It should include
sufficient evaluation of the scope of the classification program
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listed on page VIII-I, paragraph 3, or equivalent treatment at the
discretion of the appraiser, to give a clear picture of
classification performance.

(2) A format for appraisal reports is given in the classification
appraisal procedural guide. Use of this format is recommended in
order to increase the comparability and uniformity of appraisals.

(3) The report should inform both the Departmental Element appraised
and the organization responsible for the appraisal of the adequacy
of the classification program, and list as recommendations any
problem areas and necessary corrective actions. If a substantial
number of recommendations appear in the report, they should be
summarized for ready reference.

(4) Generally, no final report should be made without first informing
the Head of the appraised Departmental Element of the appraisal
results and the probable content of the report.

(5) The appraisal report on a Departmental Element shall be submitted
to the Head of that Departmental Element, and copies forwarded to
the HO element with primary interest in its operations, DP-l, and,
if appropriate, to other Secretarial officers.

(6) The appraisal report on an area element or a contractor organiza
tion by the field element administering the contract shall be filed
in that field element, and a copy provided on request to DP-32.

(7) The appraisal report on a subcontractor organization by the
contractor organization administering the contract shall be on file
at the contractor organization, and a copy provided to the
Departmental Element administering the prime contract.

f. Foll owup.

(1) Where recommendations for action on minor deficiencies have been
submitted to responsible management, the adequacy of their
implementation shall normally be determined and reported in the
next appraisal. However, if measures are required to correct major
deficiencies, a followup, at least by correspondence, shall be
instituted by the appraising Departmental Element or contractor
organization in a timely manner.

(2) A schedule for implementation of any necessary corrective actions
should be prepared by the appraised Departmental Element or con
tractor organization and submitted to the appraising Departmental
Element or contractor organization, which should institute measures
to monitor the progress of implementation of corrective measures.
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CHAPTER IX
CLASSIFICATION VIOLATIONS

IX-l (and IX-?)

r

1. VIOLATIONS SUBJECT TO SANCTIONS. OOE and DOE contractor personnel shall be
subject to appropriate sanctions if they:

a. Knowingly. willfully. or negligently disclose to unauthorized persons
information properly classified under the Atomic Energy Act of 1954. as
amended. Executive Order 1235fi. or predecessor Executive Orders;

b. Knowingly. willfully. or negligently classify or continue the
classification of information. documents. or materials in violation of
Executive Order 12356. its implementing directives. this Order. or
approved classification guidance;

c. Knowingly and willfully violate any other classification provlslons of
Executive Order 1235~. its implementing directives. or this Order; or

d. Knowingly and willfully violate any provision of the Atomic Energy Act
with regard to the classification or declassification of information
under the purview of that Act.

2. REPORTING VIOLATIONS. When such violations occur. Heads of Oepartmental
Elements shall promptly notify OP-32 and DP-34 through appropriate
channels. Violations under paragraphs 1(a) and l(b) above involving NSI
will be promptly reported to ISOO by OP-34.

3. CORRECTIVE ACTIONS. Sanctions for such violations may include reprimand.
suspension without pay. removal. termination of classification authority. or
other sanction in accordance with applicable law. Heads of Departmental
Elements wherein such violations occur shall ensure that appropriate and
prompt corrective action is taken (including action to prevent recurrence).
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CHAPTER X
REFERENCES AND OPERATING PROCEDURES

PART A - ATOMIC ENERGY ACT EXCERPTS

X-I

r

1. GENERAL. Pursuant to the Department of Energy Organization Act and the
Energy Reorganization Act of 1974, as amended, the Secretary of Energy has
certain responsibilities with regard to the control of information which
falls under the purview of the Atomic Energy Act. In accordance with the
Atomic Energy Act, it is ODE policy to control the dissemination and
declassification of RO in such a manner as to assure the common defense and
security. All information falling within the definition of RD is classified
at its inception by the Atomic Energy Act.

2. DECLASSIFICATION AND TRANSCLASSIFICATION are also provided for by the Act.
The five provisions of the Atomic Energy Act excerpted below deal with
declassification or transclassification (section 142, Atomic Energy Act):

"a• The [Secretary of Energyl shall from time to
time determine the data, within the definition
of Restricted nata, which can be published with
out undue risk to the common defense and secu
rity and shall thereupon cause such data to be
declassified and removed from the category of
Rest ri cted Data.

lib. The [Secretary of Energyl shall maintain a
continuous review of Restricted nata and of any
classification guides issued for the guidance of
those in the atomic energy program with respect
to the areas of Restricted Data which have been
declassified in order to determine which infor
mation may be declassified and removed from the
category of Restricted Data without undue risk
to the common defense and security.

" C• In the case of Restricted Data which the
[Secretary of Energy] and the Department of
Defense jointly determine to relate primarily to
the military utilization of atomic weapons, the
determination that such data may be pUblished
without constituting an unreasonable risk to the
common defense and security shall be made by the
[Secretary of Energy] and the Department of
nefense jointly, and if the [Secretary of
Energy] and the Department of Defense do not
agree, the determination shall be made by the
President. [Provision for declassification of
FRD.l
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lid. The [Secretary of Energy] shall remove from the
Restricted Data category such data as the
[Secretary of Energy] and the Department of
Defense jointly determine relates primarily to
the military utilization of atomic weapons and
which the [Secretary of Energy] and the Depart
ment of Defense jointly determine can be ade
quately safeguarded as defense information:
provided, however, that no such data so removed
from the Restricted Data category shall be
transmitted or otherwise made available to any
nation or regional defense organization, while
such data remains defense information, except
pursuant to an agreement for cooperation entered
into in accordance with subsection 144b [of the
Atomic Energy Act]. [Provision for the trans
classification of RD to FRD.]

lie. The [Secretary of Energy] shall remove from the
Restricted Data category such information con
cerning the atomic energy programs of other
nations as the [Secretary of Energy] and the
Director of Central Intelligence jointly deter
mine to be necessary to carry out the provisions
of section 102(d) of the National Security Act
of 1947, as amended, and can be adequately safe
guarded as defense information. 1I
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PART R - EXECUTIVE ORnER 12356 ANn DIRECTIVE NO.1

1. EXECUTIVE ORnER 12356:

X-1

r

Tuesday
April 6. 1982

Part IV

The President

Executive Order 12356....
National Security Information
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Presidential Documents

Executive Order U358 of April 2, 188Z

National Security Information
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'I1If1 Order prelcribel a will'orm IJlItem for dallllying, dec1assllying, and
18fesuardina Datlonal security information. It recognizes that It II essential
that the pubUc be Informed concemlns the activities of Ita Government, but
that the Interesta of the United States and Ita citizens require that certain
lDlormation concemlns the national defense and foreign relations be protected
agBinst unauthorized disclosure. lDIormation may not be dasslfiedunder thla
Order unless Ita dladosure reasonably could be expected to cause damBBe to
the national security. .

NOW. by the authority veated In me as President by the Constitution and laws
of the United States of America. It la hereby ordered al follows:

Part 1

Oriainal C/auificotion

8ecIloD 1.1 C/auificotion lAve/s.

(a) National lecurlty 1Df'0rmation (hereinafter Mdalillied information") shall
be classified at one of the fonowlng three levels:

(1) 1'op Secret" Ihall be appUed to lDf'ormatlon, the UDauthorized dlsdosure
of whlch reasonably could be llXJHtcted to cause exceptionally grave damase
to the national aecurity.
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(2) "Secret" shall be applied to Information, the unauthorized disclosure of
which reasonably could be expected to cause serious damage to the national
security.

(3) "Confidential" .ball be applied to information, the unauthorized disclosure
or which reasonably could be expected to cause damage to the national
aec:urfty.

(h) Except as otherwise provided by statute. no other terms shall be used to
Identity classified Information.

(c) Uthere Is reasonable doubt about the need to classify infonnallon.lIshall
be safeguarded as UIt were classified pending a determination by an original
classillcation authority, who shall make this determination within thirty (30)
days. If there Is reasonable doubt about the appropriate level of classification,
It shall be safeguarded at the higher level of classification pending s detennl.
nation by an orlglnal classification authority, who shall make this detennlna
tlon within t}Urty (30) daya.

Bee:. 1.3 C/os,i!iCtltJon Authority.

(a) Top secret. The authority to classify Information originally as Top Secret
may be exercised only by:

(1) the President;

(2) agency heads and officlale destsnated by the President in the Federal
ResIster: and

(3) omclala delegated this authority pureuant to Section 1.2(d).

(h) Secret. The authority to clasalty Information originally as Secret may be
exercised only. by:

(1) agency heads and officlala deslsriated by the President in the Federal
Reslster:

(2) officials with orlglnal Top Secret classillcation authority; and

(3) omclala delegated such authority pursuant to Section 1.2(d).

(c) Confidential. The authority to classify Information orlglnally as Confiden
tial may be exercised only by:

(1) agency heada and offlclaJa designated by the President in the Federal
RegIster;

(2) omclals with orlglnal Top Secret or Secret classification authority; and
(3) omclala delegated such authority pursuant to Section 1.2(d).

(d) De/esatJOD ofOriainal c/aJJSificoti0I! Authority.
(1) Delegations or original classification authority shall be limited to the
minimum required to administer this Order. Agency heads are responsible for
ensuring that destsnated subordinate officials have a demonstrable and con
t1nufns need to exercise this authority.

(2) OrIginal Top Secret classification authority may be delegated only by the
President; an agency head or official designated pursuant to Section 1.2(a)(2):
and the senior official designated under Section 5.3(a)(1), provided thst official
has been delegated original Top Secret classification authority by the agency
head.

(3) OrIginal Secret classification authority may be delegated only by the
President; an agency head or official designated pursuant to Sections 1.2(a)(2)
and 1.2(b)(1): an official with original Top Secret classification authority: and
the senior official destsnated under Section 5.3(a)(1), provided that official has
been delegated orlglnal Secret classification authority by the agency head.

(4) Original Confidential classification authority may be delesated only by the
President; an agency head or official dealgnated pursuant to Sections 1.2(a)(2).
1.2[b)(1) and 1.2(c)(1); an official with original Top Secret classification author-
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Ity; and the HDlor official cfestsaated under Section &.3(a)(1). provided that
ofBcial hu been delesated ori8hW c:1uslBcation authority by the qency
heaeL .
(6) Bach dele,ation of oriBinai classlft~tlon authority shall be In wrItias and
the authority shall not be redele,ated except as provided In this Order. It shall
Identify the official delllllated the authority by name or position title. Dele,at
ad classlftcation authority Includes the authority to classify lnlonnaUon al the
laval snmted and lower lave" of c:1ualftcatioa.
(e) ExcepUDnal CDses. When an employee, coutractor. Ueanaee. or BJ'BDtee of
an qenc;y that does not have orlslDaI c1asslBcation authority orfBlnates
Inlormation beUeved by that penon to require classification, the Inlonnation
shall be protected In a manner cona1ltent with this Order and Ita ImplementinB
directives. The Inlormation shall be transmitted promptly as provided under
this Order or Ita ImplemenUns directives to the a,ency that has appropriate
subJect matter Interest and classlftcation authority with respect to this infor
mation. That agency ahall declde within thirty (30) days whe~er to classify
tbls Inlormation. If It Is not clear which agency hee e1al8lftcation responslbUl
ty for this Inlonnetion, It shall be sent to the Director of tha Infonnetion
Security Ovenlght Office. The DIrector shall determine the agency havInB
primary subJect matter Interest and forward the Inlonnetioa. with appropriate
~mmendetioDS, to thai agaacy for a c:1uslftcation determination.
Soc. 1.1 ClDSSi/icaUon CategDries.
(a) Infonnetion shall be coDBldered for classlftcation If It conceml:
(1) mlUtary plana, weapoDB, or operationa;
(2) the wlnerabilities or capabilities of systems, IDatallatioaa, projecta. or·
plana relatias to the national security;
(3) foreign BOvemment Inlonnatioa;
(4) lJiteUlaence activities (lncludlDa special activities). or InteUlaence sources
ormatbods;
(6) foreign relatioDB or foreign activities of the United States;
(8)' sclentlftc. teebnoloalcal. .or economic matten relatlnB to the national
aecurity;
(1) UDlted States Government programs for safeauardlDa nuclear materials or
~~ti~ .

(8) crypto!osY:
(9) a confldential source: or
(10) other call1llories of Inlormation that are related to the national security
and that require protection qalDst unauthorized disclosure as determined by
the Pnt.ldent or by agency heads or other officla" who have been deleaated
orlllna1 c1asslftcation authority by the President. Any detennination made
unaer this subsection shall be reported promptly to the Director of the
Information Security Ovenlght Office.
(b) Information that Is determined to concern one or more of the categories In
Section 1.3(a) shall be classlfted when an orlBlnal classification authority also
determines'that Ita unauthorized disclosure. either by ItaeH or In the contexi of
other Inlonnation, reasonably could be expected to cause damage to the
national security. .
(c) Unauthorized dlselosure of foreign government Inlonnetioa. the Identity of
a confidential foreign source. or InteUlaence sources or methods Is presumed
to cause damaae to the national security.
(d) Infonnation classllled In accordance with Section 1.3 IIhall not be deela88l
fted automatically all a re.ult of any unofficial puhUcation or Inadvertent or
unauthorized disclosure In the United States or abroad of Identicel or similar
Inlonnetion.
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Bee. loC Duration ofCla"ification.
(a) information IbBll be classified al long as required by national lecurlty
CGnslderationa. When it can be determined. a Ipeclfic date or event for
declallllftcotion shall be set by the orisiDal classification authority at the time
the information IJ originally cluslfled.

(b) Automatic declalll8catloft determlDationa under predecessor orders shaD
remain valid untesl the clalsl8cotlon IJ extended by an authorized official of
the orfslnatlDa lIIoncy. These extenaloDl may be by individual documents or
catqoriel of information. The agoncy Ihall be respoDBible for notlfylng bold
ere of the information of such exlenlloDl.

(c) Informatlon classl8ed under predecel80r orders and marked for declassifi
cation review ahaD remaiD clalll.fied until reviewed for decla8slficoUon under
the provlBlonl of thIJ Order.

Sec:.1JI IdlJDti/ication andMDl'1dnp.
(a) At the time of orIainal claulficotlem. the foUowtna Informatlon Iball be
Ibown on the face of all clalllfied documents, or clearly associated with other
forma of claulfied Informatlon iD a manner appropriate to the medium
fImllved. 1IDIIIs thIJ Informatlon ItseU would reveal a confidential louree or
relatlODShlp not otherwlsa evldllDt iD the document or information:

(1) 0Dll of the three clalsl.ficotlon levelJ defined iD Section 1.1:

(2) the Identity of the orlllnai clallmcotion authority If other than the person
whose name appears u the approving or alBnlns official;

(3) the agency and omce of CJdBlD; and
(t) the date or event for declasslficotlon. or the notation "OrIginating ABency's
Determinatlon Required."

(b) Each clalslfied documont shaU. by marldng or other meana, iDdicate which
portloOi are clusl8ed. with the applicable cla8slficatlon level, and which
portlODI are not clalslfied. Aaeucy heads may. for good cause, grant and
revoke walvera of this requirement lor specified classel of documents or
information. The Director 01 the information Security Overalght Office shaD be
lIotifted of any walVBrI.

(c) MarIdns deallnatlona ImplementlDa the provisions of thli Order, Including
abbreviatlODS, llian conform to the Itandanfs prescribed iD implementing
cUrectiVel Jelued by the information Security Oversight Office.

(d) Foreign government information shaD either retain Its original clusifico
tlOD or be alslgned a United States clalslflcatlon that Iball ensure a degree of
protection at leut equlvalent to that requlred by the entity that fumfshed the
lDIormatlaD.

(a) Inlormation 811lgned II Itnret of clan18cotlon under predecessor orden
Iball be considered al classified at that level of classification despite the
omission 01 other required marldnp. Omitted marklngl may be Inlerted on a
document by the omdall apedfied In Sectlon 3.1(b).
Sec. 1.8 Um/llltioll6 on CJfJS6ificotion.
(a) In no ClIB lhal1lDformatlon be cI'lsllied In order to conceal violations of
Jaw, 1IIefficiancy, or admlDistratlve error; to prevent embarraslment to a
pemlD. arslUl1zation. or agency; 10 restrain competltlon: or to prevent or delay
the reJoaae of lDIormatfon that doel not require protection iD the iDtere.1 of
Datlonal.ecwlty.

(b) Bellc aclentlfic l'IIearch lnformatlClll IIOt clearly related to the national
eecurity may not be claNlfled.

(c) The President or lID agency head or omclal designated under Section.
t.2(a)(2), 1.z(b}(1), or t.2(C)(1) may recla..lfy Informatlon previously decla.sl
fied lIDd di.clOIed If It il determined In writing that (1) the information
requlrel protection In the Intel'8lt of natlonalucurity; and (2) the information
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may reuonably be recovered. TheBe reclaulftcation actions sbaD be reported
promptly to the Director of the information Security Oversight Office.

(d) information may be classlfted or reclasslfted after an agency hu received
a request for It under the Freedom of Information Act (S u.s.c. S52) or the
Privacy Act of 197t (5 U.s.c. 552a). or the mandatory review promlons of thIB
Order (Section 3.4) If IUch clullftcation meet. the requirement. of this Order
and II accompllehed pereonally and on a document-by-document balll by the
apDcy head. the deputy lIIency head. the senior agency omclal deslpated
under SectiOD U(a)(1). or an omclal \¥Jth orJslnal Top Secret classlftcatlon
authority•.

PerU
Derlvativo CJau/fiCtltiOlt

Bee. :u USB ofDerIvative Classification.
(a) Derivative clalllftcatfon Ii (1) the determination that information II In
nbltance the lame aalnformatlon currently claullled. and (2) the appUcallon
of the lama classlftcallon marJdnss. Persons who only reproduce. extract. or
IUIIIJD8I'Ize clasllflecl information. or who only apply classlllcation markInp
derived &om IOurce material or as directed by a dasslftcation plde. need not
POISBlI orfBlnal clasllllcation authority,

(b) PeraODll who apply derivative cluslfication marJdnss shall:

(1) obterva and respect orisfnaI claBliflc:ation declalona; and

(2) carry forward to any newly created document. any aulped authorized
marJdnss. The declasslftcation date or event that provides the longest period
of clalslllcation shall be used for document. classlfted on the basis of multiple
sources.

Bee. U ClauifiCtltion Guide..

(a) A,encles with orf8lDal cluslflcation authority shall prepare classlftcation
auldel to faclUtate the proper and uniform derivative classification of informa
tion.

(b) Each aulde aball be approved personally and In writing by an omclal who:

(1) has prosram or lupervlBory responsibility over the Information or Is the
senior 88ency omclal designated under Section &.3(a)[1); and

(2) II authorized to classify information orliinallY at the highest level of
claulllcatfon prescribed In the plde.

(c) A,ency heads may. for good cause. srant and revoke waivers of the
requirement to prepare cluslftcation pldes for specilled clesses of documents
or information. The Director of the Information Security Overslsht Office Ihall
be notified of any.walverL

P.e.
DecJauifiCtltion andDowngrud/ng

Bee. a.t Declassification Authority.
(a) Informatfon Ihall be decluslfted or downsraded as soon u national
aecurlty conaideratloDll permit. ABendel sbaD coordinate their review of
classllled information with other asenclel that heve a direct Interest In the
nbJect matter. information that continues to meet the classlftcatlon require
menta prescribed by Section 1.3 delplte the passase of time will continue to be
protected In accordance with thli Order.

(b) Information aball be declullllad or downgraded by the omclal who
authorized the orlslnal dasslftcation. If that officlalla Itill serving in the same
polltion; the orfslnator'l luccelsor; a supervisory omclal or either; or omclals
delesated such authority In writing by the agency bead or the senior agency
omclal designated p~uant to Section &.3(a}[l).
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(c) If the Director of the lnforDlation Security Oversight Office determines that
Information Is classified In violation of this Order. the Director may require
thillnlormation to be declassified by the agency that originated the classifica
tion. Any such decision by the Director may be appealed to the National
Security Council. The information 'hall remain classified. pending a prompt
decision on the appeal.

(d) The provisions of this Section 8hall also apply to agencies that. under the
terma of this Order. do not heve original classification authority. but that had
such authority under predecessor orders.

Sec. U 'Fronsferredlaformation.
(a) In the CBBe of classified information transferred In conjunction with a
transfer of functions, and not merely for storage purposes. the receiving
agency ahan be deemed to be the originating agency Tor purposes of this
Order.

(b) In tl\e case of classified information that Is not officially Iransfened as
described In Section 3.2(a). but that originated In an agency that has ceased to
exist and for which there Is no successor agency, each agency In possession of
8uch information sball be deemed to be the originating agency Cor purposes of
this Order. Such information may be declassified or downgraded by the
agency In possession after consultation with any other agency that has an
Interest In the lubject matter of the information.

(c) Classified information accessloned Into the National Archives of the
United States shall be dedaulfied or downgraded by the Archivist of the
United States In accordance with this Order, the directives of the information
Security Oversight OffIca. and qency guidelines.

Sec. s.s Systematic&viflw for DecJaf},ificotian.
(a) The ArchIvist of the United States shall, In accordance with procedures
and ttmeframes prescribed In the information Security Oversight Office's
dJrecttves Implementing this Order, .ystemattcally review for decla98lficatlon
or downgrading (1) classl8ed records accessloned Into the National Archives
of the United Stales. and (2) classified presidential papers or records under
the Archivist's control Such information shall be reviewed by the Archivist
for declassification or downgrading In accordanca with systematic review
suJdelines that shall be provided by the bead of the agency that originated the

"information. or In the case of fontlp government information. by llie Director
of the lDf'ormaUOD Security OYelllaht Offica In consulleUon with Interested
qeney heach.

(b) Agency beada may conduct Internal systematic review programs for
classified information originated by their qencfes contained In records deter
mlned by the ArchIvist to be permanently valuable but that have not been
acceuloned Into the National ArchIves of the United States.

(c) After consultation with ~ffected agencies, the Secretary of Defense may
establish special procedures for systematic review for declassification of
classified cryptologlc information. and the Director of Cenlrallntelligence msy
establish apeclal procedures for systematic review for declsssificatlon of
classified information pertaining to intelligence activities (Including special
activities), or InteDlsence sources or methods.

Sec. U. Mandatory &viflwfor DeclafJsi!ication.
(a) Excapt 8S provided In SectloD 3.4(b). alllnformatlon classified under this
Order or predecell80r orders abeD be subject to a review for declasslficallon
by the orislnatina lBency,1f:

(1) the reqUl8t Is made by a Ualted States dl1zen or permanent resident allen,
a federal qancy, or 8 Stale or 10caJ 80vemment: and
(2) the request describes the documenl or material containing the InCormation
with sufficient speciIiclty to enable the aBency to locale II with a reasonable
amount of effort.

X-9
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(b) Information orlsinated by a President. the Wblte House Steff. by commit·
tees. commissions. or boards appointed by the President. or othen specifically
provldlns advice and counsel to a President or acting on behalf of a President
Ia exempted from the provisions of Section 3.4(a). The ArchIvist of the United
Stetes ahall hava the authority to revlaw. downsrade and declassify Informa·
tlon under the control of the Administrator of General Services or the ArchI
vlat pursuant to _ections 2107. 2107 note. or 2203 of title 44. United States
Code. RevIew procedures developed by the ArchIvist _hall provide for consul
tation with agencies havtns primary subject maher Interest and shall ba
consistent with the provisions of appUcable laws or lawful agreements that
pertain to the respective presidential papen or records. Any decision by the
ArchIvist may be appealed to the Director of the Information Security Ovef'9
.lsht Omce. Asencle. with primary .ubJect maher Interest shall be notified
promptly of the Director's decision on such appeals and may further appeal to
the National Security CouncO. The Information shall remain classified pending
a prompt decision on the appeal.

(c) Asencles conducting a mandatory review for declassification shan declas
sify information no 10000er requ1rlns protection under this Order. They shall
release this Information unless wlthholdlns Is otherwise euthorlzed under
appUcable lew.

(d) AseDCY heads shall develop procedures to process requests for the manda
tory review of classified information. These procedures shall apply to informa
tion daulfied under this or predecessor orders. They shall also provide a
IDeBnl for adminlatratively appealing a denial of a mandatory review request.

(e) The Secretary of Defense _hall develop special procedures for the review
of cryptologlc .lnformation, and the DIrector of Central intelligence shall
develop special procedures for the review of information pertelnlng to IntelU·
lence activities (lncludlns special activities). or Intelligence sources or meth
ods. after consultation with affected agencies. The Archivist shall develop
special procedures for the review of information accessloned Into the National
ArchIves of the United States.

(o-In response to a request for information under the Freedom of Information
Act. the PrIvacy Act of 1974. or the mandatory review provisions of this Order:

(1) An qency shall refuse to confirm or deny the existence or non-exlstence of
requested information whenever the fact of its existence or non-exlstence Is
Itself claaelfiable under this Order.

(Z) When an agency receives any request for documents In Its custody that
were claaslBed by another alency. It shall refer copies of the request and the
requested documents to the orlslnating agency for processing. and may. after
consultation with the orfsInattns agency. Inform the requester of the referral
In cases In which the originating agency determines In writtns that a response
under Section 3.4(1)(1) Is required. the referring agency shall respond to the
requester In accordance with that Section.

Putt

Soleguardlng

Sec. U GeneralRestrictions on Access.

(a) A person Ia ellsible for access to classified Information provided that a
determination of trustworthiness has been made by agency heads or designat
ed omclala and pro\'lded that IUch access Is essential to the accompUshment
of lawful and authorized Government purposes.

(b) Controls shall be established by each agency to ensure that classified
Information Is used. processed, stored, reproduced. transmitted. and destroyed
only under conditions that wW provide adequate protection and prevent
acceu by unauthorized penons.



DOE 5650.2A
5-8-85

redaral Reglater I Vo1. 47, No. 68 I Tuesday. April e. 1982 I Presidential Documents 14881

X-ll

r

(c) Classified Information shall not be disseminated outalde the executlv(
branch except under conditions that ensW'8 that tho Information wiU be give"
protection equJvalent'to that afforded within the executive branch.
(d) Except as provided by directives Issuad by the President throUSh the
National Security CouncU. c1essified Information ortglnatinll In one allency
may not ba disseminated outside any other allency to which It has been made
avaUable without the consent of the orlginatins agency. For purposes of this
Section. tha Department of Defensa shall be considered one BIleney.

Sec:. U SpscJalAf:ceu ProaraJtIs.
(a) Aaency beads designated pursuant to Section 1.2(a) may create special
access prosrams to control access. dlstrlbution. and protection of particularly
sensitive Information classified pursuant to this Order or predecessor orders.
Such programs may be created or continued only at the written direction of
these aaency heads. For sreclal access programs pertaining to Intelligence
activities (Including lIJIecla activities but not Including military operational.
strategic and tactical programs). or Inteillgence sources or methods. this
function will be exerclsed by the Director of Central Intelligence.

(b) Each agency head shall estabUsh and maintain a system of accounting for
special access programs. The DIrector of the Information Security Oversight
Office, consistent with the provialona of Section U{b)(4). shaU have non·
delegable access to all such accountings.

Sec:. U Access by Historical Researchers and Former Presidential Ap
pointees.
(a) The requJrement In Section 4.1(a) that access to classified Information may
be Ilf8Dted only as Is easential to the accomplishment of authorized and lawful
Government purposes may be waived a, provided In Section 4.a(b) for persons
who:

(1) are ensaged In hiatorlcal research projects, or

(2) previously have occupied polJey·maIdDg po,ltlons to which they were
appointed by the PrealdenL

(b) Waivers under Section 4.3(a) may be Ilf8Dted only If the orlglnatins agency:

(1) determines In wrltins that acce" Is coneilltent with the Interest of national
'eecurlly;

(2) takea appropriate ,taps to protect classified Information from unauthorized
disclosW'8 or compromise. and ensW'8' that the Information Is safeguarded In
a manner consistent with this Order; and

(3) UmIta the access Ilf8Dted to former presidential appointees to Itema that tha
person originated, reviewed. signed. or received while aerving as a presiden
tial appointee.

PutS
Implementation and Review
Sec:. 5.1 Policy Direction.

(a) The National Security Council shall provide overall poliey direction for the
Information security program.

(b) The Administrator of General Services shall be responsible for implement
Ing and monitoring the program established pursuant to this Order. The
Administrator shall delegate the Implementation and monltorship functions of
thia program to the Director of the Information Security Oversight Office.

Sec. s.z Infonnatian Security Oversiaht Offiee.
(a) The Information Security Oversight Office sball have a full·time Director
appointed by the Administrator of General Services subject to approval by the
President. The Director shall have the authority to appoint a ataff for the
Omce.
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(b) The Dlr.ector 1llaU:
(1) develop, In coDnltation with the ll8eoclel. end promulgate, subject to the
approval of tha National Security Council direcllvel Cor the Implementation oC
thIa Order, which aha1l be blndiDg on the agenclel;

(2) ovenue asenq actionl to enlllll'8 complJence with thll Order and Imple
menUns direcUves;
(3) revfew aD ll8ency Implementing regulatioDi and agency guidelines Cor
BYllematie clecIaUiCicatioa revfew. The DIrector Ihall require any regulation
or guldellDe to be ch8D8ed If It Is not conslstenl with this Order or Implement·
IDa dlrecUves. Any IUCb deelaJon by the Director may be appealed to the
National Security Council. The agency regulation or guideline shall remain In
effect pendJDa a prompt deeilioa on the appeal;
(4) bave the authority to conduct on-site revfews of the information security
program of each qency that generatel or handles classified information and
to require of each qency thosa reports, information. and other cooperation
that may he necel8lU'J' to fuIfUI the Dlrector'e responslbllftiee. If these reports.
Inspections, or accesl to epeclflc catesorlee oC classified Information would
pose aa exceptional national aecurlty risk, the affected agency heed or the
eenlor omelal deaJsnated under Section 5.3(a)(1) may deny access. The Direc
tor may appeal denlale to the National SecurIty Counell. The denial of acceSi
ehalI remain In effect pendlus a prompt decision on the appeal;
(5) review 1'eqU8lItI for orfglual classification authority from ageneles or offi·
e1ale not granted orlg1na1 daeslfication authority and, If deemed appropriate.
recommend preaJdential approval;

(8) coDllcler and take action OD complalnll and sU88estions from persons
within or outelde the Govemmeot with respect to the administration of Ihe
Information eecurlty program;

(7) bave the authority to prescribe, after consultation with afCected agencies•
• tandant forma that will promote the implementation of the Informallon
security program;

(8) report at least annually to the President through the National Security
Council on the implementation of thIa Order; and

(9) bave the authority to convene and chair Interagency meetings to discuss
mattere pertalnlus to the information security program.

Sec:. tI.3 GeneralRsBpo1IIlJbJUusD.

Asenelee that orfslaate or handle classified information shall:

(a) d8llignate a lenlor asency offielal to direct and administer its information
security program, which shall Include an active oversight and security educa·
tlon program to euurB effective ,,"plementatlon of thls Order;

(b) promulgate Implementing regulatioDi. Any unclassified regulatiollJ that
eltablJlh agency information sacurlty polJcy Ihall be published In the Federal
Realeter to the extent that these regulatioDi affect membere of the public:

(e) estabUsh procedurel to prevent unnecessary acceSi 10 classified informa
tion. Including procedures that (I) require that a demonstrable need for access
to classified information Ie eetabllshed before Inillating administrative clear
ance proceduree. and (ll) ensure that the number of persone granted access 10
c1uelfled Information Is IImJted to the minimum consistent with operational
and lecwlty requirementl and needs: and

(d) develop epecIal contingency pl8DI Cor the protection of classified informa
tion used In or near hOlltile or potentially hostile areas.

Sec:. SA SanctiOIl&

(a) If the DIrector 01 the information Security Oversight Office finds that a
violation of thls Order or Ite implementing directives may have occurred. the
Director shall make a report to the head 01 the agency or to the senior oCflclat.
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designated under Section 6.3(a)(l) 10 that corrective .teps. If appropriate. may
be taken. .

(b) omceta and employees of the UDlted States Governmenl. and its contrac
tors. licensees. and sranlees shan be subject to appropriate sanctions If they:

(1) knowingly. willfully, or negligently disclose to unauthorized persons infor
mation properly classified under this Order or predece880r orders:

(2) knowingly and willfully classify or continue the classification of informa
tion In violation of this Order or any Implementing directive; or
(3) 1cn0winsJy and willfully violate any othar provision of this Order or
implemenlins directive.

(c) Sanctions may Include reprimand. suspension without pay. removal. termi
nation of c1aaslflcation authority. loss or deDlal of access to classified infor
mation. or other sanctions In accordance with applicable law and agency
regulation. -

(d) Each agency head or the seDlor omclal designated under Section 5.3(a)(1)
shan ensure that appropriata and prompt corrective action Is taken whenever
a violation under Section 6.4(b) occura. EUher shall ensure that the Director of
the Information Security Oversight omce is promptly noUBed whenever a
violation under Section 6.4(b) (1) or (~) occura.
parte

General Provisions
Bee. 8.1 Definitions.
(a) "Agency" has the meaning provided at 5 U.S.c. 652(e).

(b) "Information" means any information Dr material, regerdle88 of its physical
form or characteristics. that is oWDed by. produced by or for. or is under the
control of the UDlted States GovernmenL

(c) "'National security information" means information that has been deler
mined pursuant to this Order or any predecessor order to require protection
against unauthorized disclosure and that Is 80 designated.

(d) "Foreign government information" means:

(1) information provided by a foreign government or governments. an interna
tional organization of governments, or any element thereof with the expecta
tion. expressed or implied. that the Information. the louree of the Information.
or both, are to be held In confidence; or

(2) information produced by the UDlted States pursuant to or as a result of a
Joint lU1'llDgement with a foreign government or governments or an interna
tional organization of governments. or any element thereof. requiriDa that the

- information. tbe arrangement. or both, are to be held in con6dence.

(e) "National security" means the national defense or foreign relations of the
UDlled States.

(f) "Confidential source" means any individual or organization that has
provided. or that may reasonably be expecled to provide. Information to the
UDlled States on matters pertaining to the national security with the expecta
tion. expressed or implied. that the Information or relationship. or both. be
held In confidence.

(g) "OrlsInai classification" means an InJtial determination thaI information
requires. in the Interest of national security. protection against unauthorized
dIsclosure. together with II cla88ification designation .1gnIfylna the level of
prole~onrequired.
Bee. U General.

(a) Nothlns In this Order shall supersede any requirement made by or under
the Atomic Energy Act of 18&4, as amended. "Restricted Dala" and "Formerly
Restricted Data" .hall be handled. protected. classified. dOWDllJ'aded, and

X-l1
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decla8llfied lD coDlormJty with the provflloDl of the Atomic Enel'llY Act of
1954. as amended, and re,watlonalasued under that Act.

(b) The Attomey General, 1I)IOli requeat by the head of an agency or the
DIrector of the Information Security Oversight omce. ahall render an interpre
tation of thla Order with respect to any '@8stion arielng In the course of III
admln1stratfoD.

(c) NothlDa ID thla Order Umlll the protection afforded any Information by
otherprovfllona of law.

(d) Executive Order No. 1Zll6S of JUDe 28, 1978, as amended,la revoked ae of
the effective date of thia Order.

(e) 'I1IIa Order shell become effective on A1J8U8t 1, 1982.

nm WlDTE HOUSE.
April 2, 1982.

BdIlariol Hale: 'I1ta Pruldanl'••\glamanl or AlJf. Z. teez. lm .Ignlns Ex.cullvo Order t%350 II
IJrlalod mtho Weekly Campi/aI/an a{Pro.ltkntlal Documtmt8 Ival t8, DO. t3)
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2. 32 CFR PART ?OOI (OIRECTIVE NO.1)

Friday
June 2S. 1982

Part VIII

Information Security
Oversight Office
NaUonal security Information
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INFORMAnON SECURITY OVERSIGHT
OFFICE

32a:R Part 2001

IDINctIve No. 1J

National SecurIty Infofllllltlon

AGIINCY: Information SecurIty Ovenlsht
Office (lSOO\. .
AcnOH: ImplemenUna Directive: fIDaI
rule.

SUMMARY: The Information Security
O\'erslsht Office I, publlablng thla
Dlrectlve(OnalnUe\pursuantto,ection
S.::(bl(l\ of Executive Order 12358.
relallns to naUonal ,ecurity information.
The National Security Counell approved
this Dlrectlva on June 22. 1982. The
Executlve order prescribe, a uniform
Information ,ecurity 'Yltem: It also
establishes a monitorinB ,y,tem to
enhance lis effecUvene... 1bJ. Directive
sets forth guidance to qencle. on
onslnal and derivative classification.
downsradlns, declaaalfication. and
safeguarding of oatlonal.ecurtty
information.
EFFEC11W DATI!: A1IIJUIt 1, 1982.
FOR PVR11lIllINI'OIIMATIOII CONTACT:

Steven CarflDkel. Director, 1500.
Telephone: 2OZ-535-7251.
BUPPLIMENTAIIY IN'ORIIATIOIC1bJa
Directive Ia Issued pursuant to the
provlslollS of aection l5.2{b)(1) of
Executive Order 12358. The purpal8 of
the Directive Ia to assist In implementing
the Order: Uten of the DIrective shell
rerer concurrentIJ to that Ordar for
guidance.

Ust or SubJedlln az CFR Part ZG01
Archives and recorda. Authority

delesatlons, C1asslDed information.
Executive orden, Freedom of
Information.lnfonuatlon. InteUlgenca,
National defense, National ,ecurity
InFormation. Pre.ldentlal documenla,
Security Informetlon. SecurIty measlU'll"

Title 32 or the Code of Federal
ResuJatlons, Part 2IlO1, Ia reviled to read
as follows:

PART 2001-NAnONAL SECURITY
INFORMAnON

Subp.rt A-OrlIIMI CIaaIllIca1IOIl

Soc:.
2001.\ CI.ulBcallOD levell.
ZOOU CI...llIcatlon authority.
2001.3 Cla.,lBcallon categoriu.
z001.4 Duntloo ofcloulftcatlOlL
2001.5 tdenUftcaUon and muk1na..
2001.& UmllaUono on claaslllcaUolL

Su1lput B-DertvatIft~

2001.20 V.e 01 derivaUve c1aaalBcallon.
ZOOUI C1ualBcaUoo guid...

Sec,
ZOO1.2Z DerivaUve ldeotIBcatioo ad

1lWkIasa.
lIuIIpart c-o.claIalfIcdo IIICI
Downtradlnll
ZOOl.30 LbtlDa dec1oulllcalloD and

downsradJllg authoritlll:
ZOOUI Syll.moUc review lor

decla..lJIcaUon.
2001.32 Mandalory revtew for

decla.aIBcaUllIt
ZOOU3 A.a.lJlanca to tho D.partmeot of

Slate,
ZOOl.3t FOtA and PrivaC)' Act reque.lI;

Subpart D-8lltegllll'dlng
ZOOl.40 General
2001.41 Siandard. let aecurity Iqulpment
ZOOl.4Z AccoWlloblllty.
ZOOl.43 Sioroli.
ZOOl.44 TnulamillaL
ZOOl.4S Speclalacceu p"'lram.:
ZOOl.46 Reproduction coolloll.
ZOOlA7 ..... or poaalble comp:omIH.
ZOOl.41 DI,polltlon aod dutructlllll.
ZOOlAll Re,poDllblllUu of boldars.
ZOOl.50 EmerpllC)' plannlz1s.
ZOOl.&1 Em'J8BllC)' authority.

8utI9art 1l-fmplllMtltatlon IIICI Review
2llOl.ll0 ABency reguJatlooa.
z001.81 SecurIty .aucauon.
ZOOlAlZ Ovlralabt

8llbpIrt F-GeMrII Pnmalona
2OOl.71I DeJlnltlooa.
ZOOl.ll PubUcaUon and elfectlve date.

Aulhcmty: SctcUoo lI.2(bj(ll. B.O. 1235l1. 47
FR 14874, April .. 1882.

SubpartA~glnaJClassification

12001:1 CtaMIflclIUOtIlevetL
(e) LiJnjIDtions /U{b)}.' Marlclnsa

other than --rop Secret... "Secret." and
"Confidential... such 81 "For Official Use
Only" or "lJmJted Official Uae," .heIl
1I0t be uaed to Identify lIaUonal.ecurity
information. No other term or phrase
,hell be IIHd In conjunction with these
marldnp, such as "Secret Sensitive" or
"Agency ConfidentiaL" to Identify
ftllllonal .ecurtty information. Tha terma
"Top Secret." "Secret." and
"Confidential" ,hould not be used to
Identify nonclae.lfled executive branch
information.

(b) Rea,onabl" doubt IU{c)). (1)
When there Ia reasonable doubt about
the need to classify information. the
information .haD be safeguarded a, If it
were "Confidential" information In
eccordance with Subpart D, pending the
determination eboutlta classification.
Upon the determination of a need for
c1a'slflcatlon. the information that Ia
classified ehell be marked as provided
In 1 2IlO1.5.

(2\ When there ta reasonable doubt
about the appropriate c1aeslflcatlon

I Bracbtod ..r...- poNllIlD ..ted-U
dlucllll.. Clnlu U3a

lllvel. the information shell be
aafeguarded at the hlgher level In
accordance with Subpart D, pending the
determination about lte classification
level. Upon the determlnetlon of ils
classification level. the Information shell
be marked as ~rovlded tn 1ZIlOl.5.

12OO1.Z ctualfleaUOIl au1Ilorttr.
(a) Requests for orislnal classification

authority (1.2 and 5.2{b){5)J. A request
for original classification authority
pursuant to section 1.2 of Executive
Order 12356 (hereinafter "the Order")
shall Include a complete Justification for
the level of classification authority
fOught. a description of the information
that will require original classification.
and the anticipated frequency of orlsinal
classification actions.

'(b) Listing classification authorities
/1.2}. Agencies shall maintain a current
IiItins of officials delesated orlgtnal
classification authority by name.
position. or other Identifier. U possible.
thlsliaUna shall he unclassified.

(c) Exceptional cases (U{e)J.
Information described In 'ectlon 1.2(e)
of the Order shaD be protected aa
provided In I 200t.t(b).

12001.3 Clualflcallon c."tagCNln.

(a) Classification in cantext ofrelated
informotion /1.3{b)}. Certain Information
whlch would otherwise be unclassified
may require c1aaalfication when
com!!tned or associated with other
uncleaalfied or classified information.
Classification on this baals shaD be
supported by a lIoTitlen explanation thet.
at a minimum. shaD be maintained with
the me or referenced on the record copy
of the information.

(bl Unofficialpublication or
dlscl08ure /1.3{d)J. FoUawtng an
tnadvertent or unauthorized publication
or dlscloslU'll of information Identical or
similar to Information that has been
classified In accordance with the Order
or predecassor orders, the qenc)' of
primary InterestshaU determtne the
desrea of damqe to the national
security. the need for continued
c1aaalflcatian. and. In coordination with
the agency In which the disclosure
occurred. what action must be taken to
prevent 'Imllar occurrences.

11OO1A Durallon of claeIlllcallon.
(a) information not markedfo;

declassification lUI. Information
c1aaalfled under predecessor orden that
II not subject to automatic
declallifical10a shall remain classified
until reviewed for declasslflcalion.

(b\ Authority ID extend automatic
declassification dstermlnatioll6/U{b)}.
The authority to 8lCtend the
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classification of Information lubJect 10
automatic declassificotlou IIDder
predeceasor orden IIl1miled to thOle
officials who have closslIicatian
authority over the lnfonDation and are
deaipated In writlns to bave oris!nal
classlJlcation authority at the level of
the information to remain clasalIied.
Arty decision to extend tbJs
classification on other thaD a doc:wDent.
b,-document ba.ls IbaD be reported tu
the Director of the Information Security
Overa!aht Office.

I 2001.S ldentttlcatIoA md IllIItdnp
(1.1('), t.5(h)1IICI U(e)).

A uniform information IClCUrlty lfIIem
requires that ltandard marklnaa be
appUed to Dational lecurity information.
Except In extraordinary clrcumatances
as provided tn lectiOll U{a) of the
Order, or aa Indicated herein. the
marldns of paper documenll created
oUter the elfectlve dale of tha Ordar
shaD not devlete from the foDowins
prelCribed formata. Thae marldng.
IhaD aIao be alflxed to material other
than paper documenta. or the ori8Inator
IhaD provide holden Dr reclplala of the
lnfol1llalion with writtan IDalructiOlll for
protecting the Information.

(a) Claslification level Tbe lIIarldnsl
"Top Secret." "Secret." and
"Confidential" ant uaed to iIIdlcate: that
Information requlrel protection a.
national ncurlty Information under the
Order: tho hlsIiestlevei of clasllIication
contained In • dOCWll8nt: lUld tbe
cluslBeation leval of each page lIIId. In
abbreviated form. 8ach portion of a
document.

(1) OveroJlltI#I'/dng. TbtI hlgbe.t level
ofcllsl1f!catlonoor Information In a
document .baD be marked In hid! a
way a. to diatfnsuiab It clearlf tram the
lnformatlDnal text. These mlll'ldllp .haD
.ppear It the top and bottom of the
oullide of the hnt cover (If any), 11II the
title pqe (If any), on the lint page. and
on the oulllide or the baclc cover (If Iny).

(2) Paa" lIUU1tJna. Each tnterial' Jl88e
or a clasaUled doaUnat Ihall be
marked at the tOlland bottom elthar
Iccording to the IIIBhelt c1aulllcatloll of
the conteat of the page, IDdudina the
de.lgnation "Uncla••lfled" when it U
IppUeable, or with the hlgbe.t ClVerall
cla.slllcation of the document.

(3) pQrtion marking. "aeney heads
may walve the portion marking
reqMrementlor .pec16ed claNa of
documenll or 1Df0lmatlClll only upau a
written determlnatinn that (Q There WiI1
be mlnlmal clrcu/ation or Ihe tpeclfled
documenll or information and mIlIlmal
potential usaBe of tbl!se document. Ol'
Infarmation a. a source for derivative
classlficetion delermlnatlolll; or (iii
there UIOIDlI other bull to conc:Iuda

tilat the potential benl!6ts ot portion
marldll8 are clearly outwelahl!d by the
Increased admlnlstratlve burdens.
Unlesa the portion mar!dns requirement
hal been waived e. authorized, each
portion ot. document, IncludinJI
subjects and titles, shall be madted by
placing a parenthetical desiBnation
Immediately preceding or foDowing the
text to which It oppUea. The .ymbola
"(TS)" for Top Secret. "(S)" for Secret.
"(C)" for Confidential and "(U)M for
Unclas.lfied .haD be used lor thU
purpose. U thl! applleation of
parenthetical delignatloDl U not
prectlcabla. the document .haD contain
a statement .ufflcient to Identity the
fnformation thai I. classllled and the
level of hleb claaalfication. and the
Information that u not clalslfied. U all
portions or a document are classlBed at
the .ame level, thl. fact may be
Indieated by a statement to that elfect. U
a subject or title requires classification.
an unclassified Identlfter may be applied
to facilitate reference.

{hI ClanifiCDtlon authority. U the
oriBlnal claaaifler 11 other than the
Ilgnar or approv8I' of the document, the
Identity thall be Hown 81 follows:

"CLASSIFIED BY (l.lIentlflcallou of azIBIDaI
clI"l8calloa .utbarilyl"

(c) "'seney QIld t1{fjce oforigin. U tbe
ldentlty,or the orIglnatlng agency and
office I. not apparent on the face of a
dllCUlllenl, It .hall be placed below tba
"a.ASS1FIED BY" Ilno.

(d) Declassification anddaWJlBtr1dina
inStructiODS. Declassification and. II
appUcable. dOW1l8fBdins InalructlOIlI
thall be .bewn lI'I folloWa:

(1) For information to be daclalllfled
automatically em ••pec:iflc elate:

"DllQASSJFY ON: ldetor

(2) For information to be declaalifled
automatically upon occurrence of a
Ipllclflc evat:

"DBa.AS81FY ON: (detafptl.. cIOYeat)"

(3) For information not to be
declaulfiad automatieally:

"DEQ.ASSIFY ON: ORlGINATtNG
ACIlNCY'S DE1'ERMINATlON JlEQU1RED
m'OADR'M

(.) Far Information to be doW1l8l'llded
autamaticaUy on a 'Peclflc date Dr upon
occurrence or I .pealf!c evat:
•"DOWNGRADE TO (clualflcallaa Inel)

ON (deto or cleec:rtptiOll of ovlDl)"

(e) SJHJCia/mlU'king..-{l) 'TIvnmnitJal
docUDIsno/Z.6(e)]. A lr8IImnlttal
document .hall lndicate on III face the
hlgbest c1aaelflcatlon of any Information
transmitted by It. It .baD al.o incIlIde
the rollowing or lImIIar IDatruetloD:

(I) For an lDlclaaaified transmittal
dOCUJllBDI:

"UNCLASSIFIED WHEN CLASSIFIED
ENCLOSURE IS REMOVED"

(II) For a cllllI.ilied tranamittal
document:

"UPON REMOVAL OF ATI'ACHMElIo"TS
nus DOCUMENT IS [clasalficalian level f1f
the trlllllmlllal documenlslanding alone)"

(2) ''Restricted Data"Q/Jd ''Formerly
.Reltricted Data"/Ufo)l. ''Restricted
Data" and "Formerly Restricted Data"
mall be marked In accordance wtth
resulations Iisued WIder the Atomlc
EnelBY Act of 195!t. 01 amended.

{31 Intelli8ence soruces ormethods
/Z.S(e)l. Documents that contain
Information relatinB to Intelligence
.ources or methods shall Include the
roDowing marking unIe.s otherwise
proscribed by the Director of Central
InteUJgence:

"WARNING NOT1CE-lNTELUGENCE
SOURCES OR MEtHODS INVOLVED"

(4) Foreian 80vBmment in/ormation
(z.S(c)j. Document. that contaIn foreiBn
80vemment information IhaD Include
either the marking "FORElCN
COVERNMEl'll' INFORMAnON," or a
marldns that otherwise Indicates that
the Information u fore1gn Bovemment
information. U the fact that information
u foreiBn scwemment information must
be concealed. tha marklnB .hall not be
Uled and the document .ball be marked
a.ll It WmI wboDy or u,s. ofi8In.

(5) Ccmputer output (J.6(c)).
Documenll that ant generated all
computer output may be marked
eutomaticaJJy by .y.tem••oftware. U
automatic msrklns I. not practicable,
.nch documenlllllUlt be marked
manuall,.

(I) AgflllCYPlVlcribed tnQI'/dngll
(J.S(c). 4.3{o). QIld U(e)). Ofiiclala
deleBated orlalnal clalllllcation
luthOrity by the President may prelCJ'lbe
additional markInR. to control
reproduction and l1laaamlnatlon.
lncIudina marldnga required for .peclal
IceelS program. luthorized by .ection
4..z(a) of the Ordar.

(f) £/11ClriCt:l1Jy Il'tmBlnt'ttsd
iJiformotion (meuaaesJ (Z.6{e)]. National
.ecurlty information thet u transmltted
electrieaDyehall be marked as foDowl:

(1) The hisheatlevel of claulfleatlon
abaD appear before the lint line of text:

(2) A "CLASSIFIED BY" line u not
required;

(a) The duration of clasllflcatlon .hall
appear a. foDows:

(I) For information to be decla.sllied
automaticaJJy on a .pecific date:

"DEC.: (delo)"
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(U) Par IDfllftDlllian to be dec1ualfled
upon acc:llmt!lce of a spec:lfic event

"DllCL: (clnatpt!cll of neDlr

(W) Par lDCarmalian nat to be
automalically declassified wblch
requlres the arf8lnaling lI8IIICY',
determlDalion (see aIao I2.00U(d}(3)):
~llCL: CAna"
(Iv) For lDCarmallan to ba

aUICl1Dllllcally daWJI8!Uded:
"ONC 'abbrnialiOll ofc1aIlIBcaUOllIaw1

to which lhalDfonnalloo b to be dowapadod
and date or doec:rlpUoa of 0WJI1 DO wblcb
dOW1llVsdlDa II to-r

(4) Parllaa marldn.s eball be.1II
prescribed In I 2.OOU(a)(3):

(5) Spedal markings as prescribed In
I 2oo1.5(e) (2). (3), and (4) mall appear
after the marldni for the blahest level of
claselficollllll. Theaelnclude:

(I) "Restricted Data" and "Formerly
Reetrlcted Data" sball be IIIlUbd In
accordance with resWatiOllS leaued
under the Atomic EaIllllY Act of1llS4, a.
amended;

(U) Informalion cancemlna
IntelUgence lOurcee or methods:
"WNINTEL," unlesa proecrlbed by the
DIrector of CentrallnteWaence:

(W) Forelp govemment lDCormallDJI:
"FGL" or a marIdna that otherwlae
Indlcolee that the lDCormalion II fore/p
80vernment lDCormallon. U tho fact that
lDCormalion II f9te/P BDvetI1lIIent
Information mu.d be concealed, tho
marldng ,ball not be used IIId the
meeIBge eball be marked III If It were
wholly of U.s. orlsla-

(0) Paper coplee of elactrlcally
tranemltled mesaages Iball be lDlIJ'kad
ae provided In 12oo1.5(a) (1) IIId (2).

(g) ChOlllel in c!alllf/ctzUon morklnal
f1.f(b) and 4.l(b}}. When a cJJ.ange II
made In the duralion of claeslfied
lnformalloD, all holders of record lball
be promptly notified. Ifpraclicoble,
holders of record mall aleo be nottfted
of a change In the level of cllllllflcolion.
Holders sball alter the murldnp to
conform to the change. dtIDs the
authority for It U the rellUlJ'ldng of large
quantitiee of lDCormation II unduly
burdensome, the holder may attach a
cbange of classlficotlon nolice to the
storage UDJt In lieu of the marking action
otherwlee requlred. Itema withdrawn
from the collection fot purpDlIII other
than !ranefer for etorage mall be
marked promptly In accordance with tho
chBll8e notice.

f 2001.1 lJmIta1Iona Oft claalfleatlon
U.e{c)).

IIefore reclasslfylDg information III
provided In section 1.6(c) of tho Order.
the authorized offidal aball conalder tho
following factors, which shall be

addressed In tho report to the DIrector of
tho Informalion Set:urity Oversfaht
Office:

(a) The elapsed time followtDs
dIIdoaure:

(h) The natllnt end extent of
dIIcloaure:

(c) Tbe abWty to brlDs the fact of
reclasslflcotlon to the attention of
persona to whom the information was
dllclosed; .

(dJ The abWty to prevant further
dl8dosure: IIId

(a) The abWty to retrieve the
lDformation volunlarily from persons not
authorized ac:ceasln Ita reclalslflad
ltate.

Subpart 8-DerlntIYe eteMlflcatlon

'2001.20 Ute of dertvatlve cIualllcdon
(2.11.

Tha application of darlvatlve
c1lIIllfIcation marIdnp II a
reaponalbWty of those who Incorporate,
paraphraaa. restate. or 8enerate In DeW
form information that II already
classified, end of thosa who apply
IIUllIciDss In accordBllce with
InstruclioDl from III authorized original
c1asalflar or In accordance with an
authorized c1asslflcotlon guide. Ua
person who applies derivative
c1aaalflcatlon marldn.ss believes thot the
paraphraling, restating. or summarizlns
of classified Informalion hal chllliaed
tho level of or removed the baals for
classlflcatioD, that person muat coDlult
for If determlnatloll an appropriate
official of tho ortslDaUns agancy or
office of ortsID who hal the authority to
upgrade, downsrade, or declalllty the
lnformatioD.

12001.21 ClaaIftcItI9n gutcIM.
(a) General /2.2{a)]. Claeslflcatlan

guide. ehaIL at a minimum:
(1) Identify or categorize the alementa

of information to be protected;
(2) State which c1aaalficallan level

appUIII to each alament or catesDr)' of
Informatliln: end

(3) Preecribe declasslflcetloll
Instructions for each element or
catesory of1DC0rmation In terma of (I) a
period of tima. (t\) the occurrence of III
evanL or (III) a lIotatlon thatJha
information aball not be declasslflad
aUlCl1Dlltically without the approval of
the orf8lnatIDs agency. .

(h) RsquirementlorIfIv/ew[2.2(a)}.
Classification auJdes aball ba reviewed
at least every two yaars and updated ae
necaslDr)'. Each agency sbeD
malDlaID allat of lie c1aeslflcatlon
guides In current uae.

(c) WoIvelll /2.2{c)]. An euthorlzed
officlal's declalon to weJve the
requlrement to luue c1lIIslftcatlaa

guides for apocUIc clesse. of dDCWIIeDta
or information .hould be baaed, at a
mIalmlllll, an III evaluation of the
following factol'll

(1) Tbe abWty to lesresate and
describe the e1ementa of lDformatlon;

(2) Tbe practfcollty of produdng or
dilleminatIDs the guide because of the
natllnt of the information:

(3) The antldpated Usage of the guide
III a basis for derivative classification·
IIId

(4) The availability of alternative
lOureas for derivatively classifying the
1DC0rmation In a UDlform manner.

12001.22 Det1YlltlYl lcIIntIftClltlon and
nwIdItp (1.1(0) and 2. '(b)].

Documanle classified derivatively on
tha bael. of lOurce documente or
c1alslflcatlon guldee shaD bear all
marldnp prelcribed In 1 ZOO1,5(a)
throush (e) as are appUcoble. •
information for these mar1dnge sball be
takan from tha aource document or
Instruclloneln the appropriate
c1asslflcetlon guide.

(a) Clauilictztirm autlJarity. The
allthorlty for clalslficatlon shall be
mown III followl:

"a.ASSII'1IlD BY (detcrtptlOll of aource
doc:umeDt or cIualfIcatioasaJde)·
If a document II clasalfled on the billie
of more than one source documant or
clalllflcallon guide, the authority ror
classification aball be ,hown aa foUowl:

'"CLASSIPmD BY MULTIPlJl SOURCES"

·In theae ca..s tho derivative classifier
aball maintain the Identlficatiaa of each
aource with the We or record copy of tho
derivatlvaly claaslfled documant A
document derivatively classified on the
basis of a lOurce document that Is
lDlIJ'ked "CLASSIFIED BY MULTIPLE
SOURCES·' ,beD die the lOurce
document In Ita "CLASSIFIED BY" lIna
rather than tha term "MULTIPLE
SOURCES."

(h) Dec/OIlif/caUon anddowngradina
instructions. Dates or evanta for
automatic declaselflcatlon or
downgrading. or the notation
"ORIGINATING AGENCY'S
DETERMINAnON REQUIRED" to
indicate that the dOCllllUUlt II not to be
declailified automatically. sbeD be
carried forward. from the source
documenL or III directed by a
classification guide. and shown on a
"DECLASSIFY ON" line as followa:

"DBa.ASS1PY ON: IdaIe; clnatplillD "r
neat w 'ORlCINATlNG AGENCY'S
DJrrBRMlNATlON REQUIRED' (OADR»)"
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Subpart~lllflca1lonMd
DowngradIng

11001.30 LIlting deduaIIIcatIon Illd
.wngrMlng aulIIorltlft r&'1(b)),

"sendel Ihall malntllin I curTeIIt
1lJ1lna of omclala delegated
dedalslJlcation or downsrodlns
authority by IllUDe. poellJllD, or other
tdentlJler. If po.a1ble. WI 1lJt!Jla Ihall be
undelllJled.

, IOOU1 Syatemstlc ,... for
cIMilnaIfIaIlIon IUJ,

(a) Permanent recDrde. SYltemelJc
re,iew 11 applicable oaly to thOle
daliUled recordland prelldenlJaI
papen or recordI that the An:h!vilt of
the United Slates. acUns under the
Faderal Records Act. hal determined to
be of luIflclent hlstoricdl or other yalua
to WBrrllDt permanent retenlJon.

(b) Non-permanent recorde. Non
permanent dalllJled recordilhaJ1 be
disposed of In accordllDce with
Ichedulea approved by the
AdmInIltrator of General ServIce. under
the Reeardl OJIPOlal Act. These
Ichedulel ,hall pl'OYide for the
continued retention of recardlaobJect to
aD llIIgDlng mudatDr)' revtew for
dec1ellWcalJon ~uelL

(c) Roeponsibilitiee. (1) In maet!Jla
re,poDllbWlJes alligned by lection
303(0) of the Order. tho Archtvtat 1haJ1:

(II EatahUlh procedurel. III
COIlIultalJon with the DIrector of the
lnformalJon SecurIty OYeralsht OffIce.
for the lyltemelJc dedeuWcalJon
review of permanent dauWed recordl
accellioned Into the Natlonal An:h!yel
and daulfied presldentlal paperl or
recordl under the ArchtYllt', control;

(Il) Conduct l)'ltamatlc
dedaulJlcatlon revtBWIIn Iccorduce
with BUldeUn81 provided by the head of
the aseney that ortsIIIated the
Informatlon; or. with relpect to forelp
soyemmant lIIformatioll, IIIlccordllDce
with suJdeUnel provided by the head of
the ~ney haYlns dedauWcotlon
lurfIdIctlon OYer the information. or. If
DO suJdeUn81 have been pl'OYided. III
accordanc:e with the Beneral BUlda1lne1
pl'DYided by the DIrector of the
Informatlon SecurIty OYerilsht OfBce
after coordlnetlon with the asenel"
baYlnl dedallWcation authority oyer
the Inlormatlon: or. with relpect to
pre.ldential pepen or recordl. III
aocordance with BUldelinal developed
by,the:ArchtYllt and approved by tha
National Sec:wity CouDcIl;

(W) Conduct 'Y1tematlo
dedauWcation revlewl of acceelloned
recordl and prelldentl41 papers or
recordl al they become 30 yearl old.
except for me IOriel concemlnB
InteJ1laence actIvltlea (lIIdudlDg IplIdaI

activltlelJ, or InteWaence aource. or
methode creeted after liltS. and
lnformatloD concemfns c:ryptolosy
created after liltS:

(Iy) Conduct 'yltemalJc
dedaa.WcolJoD revlewl of acceuloned
recordl and prelldentlal paperl or
recorda In me "rill CODcemfns
intelligence acUvltlOI (lndudlDg lpedal
actlvltie.). or intelligence .Oureel or
methods created after llK5 and
cryptolosy recordl created altar llK5 ae
they become fifty yeBl1l old;

(v) EetabUlb 'yltematlc review
prioritlll for accellioned recorda and
prelldentlal paperl or recordl baled on
the desree of researcher Interelt and tha
potential for declalllfying a .lgniJlcont
portiOD of the 1nI0nnatloD.:

(vi) Re-revlew for dedaaslOcation
accelsloned records and presidential
papers or recordl upon the
determination that the followup review
wI1I be productive. both III terml of
relearcher Interest and the potenll.1 for
dedalalfylng a IlpIficont portion of the
lIIformatiollo

(Z) The An:h!vi.t may review for
dedalelJlcatloll, with the COncurrellce nf
the or1slnatlns aselley. acceuloned
recordl and prelldentlal popllJ'll or
racords. prior to the tlme&ame.
eltabUehed In parosrapba (c)(I) (W) aDd
(lY) of thli sectlon.

(3) OfBdala deleBated oriBlllal
daulJlcatloD authority by iii, PrelldeDt
ander the Order or predecelaor orderl
ehaI1:

(I) Within IIx montha of the effectiya
date of the Order IIlue BUldeUnee for
Iyltemallc dec1alllJlcatloll review and.
UappUcable. for downsrodllls. The.e
lIII1deline••hoU be deyeloped III
coDluitatloD with the An:h!YIIt and tha
Dlrettor of tile Informatlon SecurIty
OYerllRht OIJice and be dnlped to
..alit the Archtvllt In the conduct of
'Yltematlc revtew.;

(U) Dell/lilata experienced perlDDDel
to provide timely aul.Iance to the
ArchtYllt III the ')'Itematlc revtew
procell:

(W) Review and update lIII1delinal for
'Yltematlc dedauWcetioll review and
doWJl8l'8d111s at leut every Bye yeBl1l
unlell earlier review 11 requelted by tha
An:h!vlat.

(4) Within .Ix montha of the effective
date of the Order the DIrector of the
lnformatioD SecurIty OYenJaht Office
Ihallwue.1n CDDlultatlon with the
An:h!YIIt and the apndas havinB
dedellIBcatlon authority Oyer the
Informatlon. BOllel'l1 BUldeline, for the
'Yltemetlc dedalllflcotlon review of
forelp 80vemment lIIformation. AlIa
within IIx monthl. qelley heads may
we. III CODIultation with tile ArchtYllt
and tha DIrector of tile Informatlon

Security OYlIJ'IIlsht Omce. epeclfic
eyltematlc deduaWcotion review
guJdeUnIl for foreign lovemment
information over which tha aseney head
bal dedo••lJlcetion authority. These
guJdeUnIl lboll be reviewed and
updated every five yeBl1l unleu earlier
review I. requested by the Arch1YisL

(d) S~ciol pl'OCl1duree. All aBeney
headl Ihall be bound hy the Ipecial
procedures for Iyetematlc review of
dallined c:ryptologlc records and
claliUled recorda pertalnlnB to
lntellisence activities (Indudlns special
actlvltie.). or InteJ1lRence louree. or
methods Issued by the Secretary of
Defen.. and the Director of Central
Intelligence. relpectlvely.

12001.32 Mandatory ,... 'or
docIuII1IcIlIon 13AJ,

(a) U.S. originotl!d information. (1)
Each aseney head Ihall pubUlb In the
Federal ResJaler the Identity of the
person(s) or office(.) to which
mandatory dedaasUlcatioll review
requllt. may he .ddressed.

(2) Proceeeing. (I) Requeetl for
cJaui/ied recorde in the cuetlxJy 0/the
oriainotillJl 08ency. A yalld mlllldatory
dedolllJlcation review request Deed 1I0t
Identify the raqullted lIIformatioD by
date or title of the respon.lye racords.
hut mUlt ba of lufBelent particularity to
allow aseney perlDDDel to locata the
recordl contalnlns the Informatlon
aouaht with a reuonable amount of
effort. ABBney relpoDles to mlllldatDr)'
dedas.Ulcotlon review requllta .hall be
sovemed by the amount nf learch and
review time raqulred to procell the
requllt. In responding to mandatory
dede.llJlcetfon review requelll,
qellelel Ihall either make a IU:ft
declallWcatloD determlllatlon
1I0tlfy the requester accord1nlly. or
Inform the requelter nf the additional
time needed to procell the requesL
"sendll ehall make a final
determinatloD within ODe year from the
date of receipt except In UDUIUBI
cln:umltancel. When Informatlon
CllJIDot be dedelllJled III Ita enUrety.
qendll wI1I make reasonable efforle to
raleale. CDDlI.tent with other applicable
law. tho.e dedalsWed portIonl of the
requllted information that conltitute 8
coherenllellJllent. Upon the denial of an
Inltlal reqUllt. the 8BlIDCY Iball alao
notify the requllter nf the r1Iht of an
.dm1ntttratlve appeaL whlc6 muat be
med within eo da)'l of racelpt of the
den!aL

(U) &fqueetl/or cJ0I6/fiedrfICOrrb in
the C1Utody alan aaency other than thll
qinotillJJ aallncy. When an aseney
recelvel I mudatory declllllJ1catloll
revtew requllt for racordIllllta
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pollelllJoD that were adB!Datsd '"
another ..,..i:y. It abaIl forwurd 1bII
requelt to that qr:Dl:f.1"bo forwardlq
osenqr Iball JDdvde a ClOp)' of tbe
recordl1'8quesled tosether with Ita
recommlllldat!aDI for ac:tllllL UJlCIIl
receipt, tho ortatuallJll &81111C)' IhaI1
FOc:eIIl the req_t JD a_rdanm with
I 2oo1.32(a)(2)(1). Upall requoat, the
ortglnallDa ..eacy sboIlc:amm1lll1c:atll na
deduaJ8catiGIId~Uoa to tbt
I'8flll'l'lD8 asuq.

(W) Appt1tJI. ",denitJh olllllllldtdr117
dec1OMi/iCDtion l'tIVJew requaa The
qelll:)' appeUatoatllodty.MIl
normally Iiaab. delcallDation wltbIa
SO worIdDs da,a fallowtus the rec:clpt .f
IIJI appeeL Ifaddltl~tlmell1'equlred
to make a delermlnatlon, the agency
appellate aathorlty shal1 notlfy the
requelter of the addltlonll1 time lI!MlCIed
and pnMde the req1IBI'torwttb the

. realOD far tut exlIIIIIJaD. The aaeaeJ
appellate nIhartJJ sheD DOtlfy tbe
requelter Ia wrltIqof the IIaaI
datermlnal1clll and of tho re_ fur lIDJ'
denlel.

(b) ForeJan8tfN1'llllltJfltJnfonnotioa.
Bxc:ept aspovkWIn IhlI parqraph.
a88nqr h9d11ba1l JIIllICInlIIIIIIBIIatoq
declul1flcallaa"'*" requestl fl!r
daillflad -.II-teJniIlIl farelp.
80vemmellllDfcrmaUoa JD accardoaca
with I ZIOCIUZ(a). The asacY that
IaItlaDy receJftd or cIauUled tba
forelsD.-1It laf-.tIOD shal1 be
responsible fer makIns a
declaAIBc:atloa datermlDation aft.

. c:olllU1tallaa with com:eraed apm:Ie.. If
the apncy rewlvtns the requat II not
the a88nqr t1W reaeI.ed or c:lBsffied
the forelsD IlOV8ftIIIl8Dt 1IIf0naatlDa. It
shall refer the reqaR10 the appruprlato
88ener for ec:t1tuI. CoJllll!tatia with the
forelsD ortsmator throqb approprlatll
chanaela may be IIeC8II8J)' prior to fIul
action on the reqaest.

(c) CryptD10gicad inteJJJaenee
in/ormotion. Mandalor7 dec1aalllAlIIUoa
review requ8ltl far IZJIltoJoslc
lIIformation and IDfonaation~
Intell!leDCO ac:tlvftles (InchulIas specI81
actlvltlel) or IateWae-1_or
methods Iball be pl"OC8ll8d IOlely In
ac:c:ordlmce with apecIaI proced1ll'll1
IsIUed by the Ilec:retary ofDele_ and
the DIrector 01 CelltrBllate1llpal:a,
respec:tlvely.

(d) '- III respondlns to IDllJldalol7
decl8ll1flc:atlOD review requelll for
dasalfled recorda. opcyuads may
charser- .. acoordwu:e wtth aectIIia
"a of title 31, United Stetel Code. The
ac:bedu181 of feet publlsbed In the
Fedaral JlesJatcr by 88llJld8l111
implementation of Bxec:utlve Order
12085 abaD _Ialll eiJect all1 tbeJ
are reviled.

1200ua AMIaC.-&o1lle~"
State IU(lt)1,

Heodl of 08enc:l8lIbould a..... the
Deplll1ment of Siolo In 111 pl'llJlftatlllll of
the Foreign Re/atiOll6 0' lire Unit«l
StIlta (FRUS) nrlel by fac:l1JtallD8
ac:cell to epproprlata dasllfled matwrlal
In tholr CUIItody IIJId by exped!tIDa
declaalBc:aUon llIview of doc:umentl
proJlOl8d for Indulon In the PRus.
12OOU4 FOL\and PlfvaI:JAct,....
lUI, .

AlIency haalb shall proc:8lIl requeetl
lor decla:..IBc:atllln thatlD'tllUbmitted
=dar the pnwIIlou of the Freeclam of
laformaUoa Ad, 81 amended. or the
Privacy Ad of191C, In eDl:O&daace with
the provlliona of those Acts.

8utlpart~

12OOtAO GaMNI Ie.tJ,
"'onaaUon d8lsIBild pumumt to tbII

Order «predec:e11Of ordere Ihall be
afIorded a 1ev.1 of protectlOll qalast
_utbartsed dladosure comm8D111r8tw
with Itllovel of d8l11flc:atloa. For
lnformllllOllIn epedel acceal JI"I8I'lIIU
eltablllbed under the plVmlalll of
I8c:t1oa 4.Z of dte Or4ar. tbe
safesuanllq requlremeatl of Subpart D
may be modified by the qency Mea
reIpODIlble for crelltlDa the epeclel
accell PfOII'lIDIIlI Ions al the IIIOC11Bcnl
requlrem8lltl provide approprlalll
protection far the Informatloa.

1200tAt 8tIndatda far Maattr
equ/pmClIt Ie.ttll) and I.t(ll)1,

The AdmInIstretor of CeIIeral
ScrvIcea shalL In c:oordlnetlon with
qeacIea orl8lna1lD8 danlBlld
lIIformatioa. establish and publlah
wdform ltoaderda, 8JIIldflc:aUeu, IIJId
aupply achedal81 for aeeurttr equlpmeDt
del!pd to p!'OvIde 18llW'8 l'lIftI8tI for
and to destroy c1uslBed Informatloa.
Any 0lOncy may Ilstoblllh more
ItrlJlsent ItllJlderds far Its 0__

Whene.... new lecurity oqnlpmeat II
procured. It Iball be In conformance
with the ltaadarda and Ipec:lflc:atlau
referred to ahcmI and I1WL tD the
maximum extent prac:tlcabla,be of tbe
type avallobla tbruugh the Fedeml
Supply System.
l200tAl •__ntldIlIty IU(II)I,

(0) Top S«:mL Top Secret control
omc:llila sIWI be dnlpoted to receive.
tranlmlt, lIJld maIatoJn c:ummt ac:ceIS
and occ:auntabt1llJ recorda for Top
Secret lIIfarmatiGII. All Iaventory ofTap
8ecRIt doc:umentl shaI1 be made at leut
annually. ABency uads may waive the
requlremelll far an annuallaventory of
ltorl\lle lyllelllS contalnlns 1aJso
voIum.. of Top Sec:rellllfonaatiOD llpon
a detmalnatlon that the 1lIfesuard1n8 of

tbllillfarmlllion Is not jeopardbed by
the Inventory waiver. Waivers lball be
In wrillD8 and be available for review
by thelaformaUon Sec:urlty Oversight
Offiee.

(h) Secret OlldConfidential. Allency
heads Ihall prescribe ac:countablUty or
controll'lltlulremeatl for Secret IIJId
ConfldentiollaformaUoa.

11OO1A1 ...Ie.t(ll)1,
C1alllfled lIIfoanaUon aball be Itored

ollly III fac:llitllli or under conditions
dealsDed to preveat unauthorized
peflOD.l from soJDlD8 e_a to It.

(a) MlnbnUIII requJrelllen16 for
phpicol barrittlS. (1) TDpSecret. Top
Secret tnr.ol'llllltion ahall be Itared Ia a
CSA-epprond lecurilJ contalJler with
an approved. bu1Jt.1n, threJI.poaltlon,
dIal·type t:lumaeable c:omblnal1cllllock:
In a vault protec:ted by an eIaJm l)Iatelll
and reapcmae force: ar III othar wei of
Itorl\lle fac:llitles that meet the atandarda
for Top Secret established under tile
provisions of 12ooUl.111 addltloa.
heads of eaeDcllla ahall preeenbe those
supplementary c:onllols deomad
IUIC8I8aJ'Y to "'strld unaulhorlzlld
ecce.. to areal In wtdc:h auc:b
laformatlon II Itaret!.

(2) Secret IIIIdCon/idenlitJJ. Sec:rot
IIJId ConfldeDtIa1l11farmaUaa ahall be
Itored In a 1IIlIJIII.. and under the
conditions preac:rlbed far Top Sec:ret
lIIfol'llllltlon, or In a coatalner, valllt, m
alarmed area thot maetl the ItllJldarda
for Secret or CooBdentlollllfonaation
eltab1lahed uadar the provlslOlll of
I 2OII1,f1. Secret 8IId Canfldentla1
laformatloD ma, eIao be atored In e
wOolype fI1IIIa c:abJDet luwIas a built
In. three-posltloa. dIal.lype clumseable
comblnatlonloc:k, or a ltael miDI
cahlllet equipped with a ateellodt bar
l8c:ured by a GSA-epproved three
pOlltlon c:hanseable c:amblaaUa
pacl1ock. Heads of 88ead.. ahall
prelc:ribe lupplemeatary conllols for
ltorqe (IISecret lIIfarma60nlD c:ablllell
equipped with a Iteelloc:k bar. Ac:c:eea
to bulky Secret and Ccmftdent10l
matarlalln weapons ltarqe areall,
Illons roollll, dollld areaa or IImI1ar
fac:llitl.. Iball be CODllolled In
ac:c:ordanc:a with requlremeDlI
eltabllshed by the IlPFOprtate qener
head. At a mInlmwa. luch requirements
Ihell prescribe the UI8 of luty-operated.
hlsb-Iec:urtty pedlocb approved by the
Cenerll1 Servlc:al AdmIaIatreUoa.

(b) ColllblnolitJn& (1) Equipment in
••rvlee. Comblnatlou to dial-type loeb
shall be cbansed ollly by persons bavlJ18
IIJI appNlprlote MCUrity deeranc:e. und
lball 1M c:hansed whenever IUch
equipment II plac:ed In use; wheneYw.
person bowios the comblnaUon no

=
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Iolller~.a_. to II: whenever •
combination baa been aubJected to
pOlilble comproml.e; whenever the
equlpmenlll taken out of .ervlce; or at
le..1once every ,elii'. Knowledp of
comblnatlona Ihall be UmIled to the
mlnlmum number of persona _.ery
for operetiIII PIllJlOI8I. Reconil of
comblnaliona Ihall be clalilfted no
lower than the hlaheallevel of clallilied
information thalli prolected by the lock.

(2) Equipment out oflervice. When
.ecurily equipment II taken out of
"rvlc:e II Ihall be inapected to enaure
thet no clBlsified information remalna.
and the bulll·1n combination lock Ihall
be reset 10 the .landard combination llO
25-60. Combination padlocka .hall be
reset to tlie .landard combination 10
20-30.

(c) Keys. Heade of Blend.. ehall
81tabUlb adzninletratlve procedurel for
the control and aCCOllDtabWIy of keyl
and locka whenever key-operated, hJsh·
eecurily padlocka aro utlUzed. The level
of prolectlon provided IUch key. eha11
be equivalent to that afforded the
clalsllied Informalion being protected
by the padlock.

12001'" Tl.lIi,.... 1411b)J.
(a) Preparation andrectliptlng.

Clasal6ed information to be tranemltted
oulalde of a facl1lly .ball be enclosad In
opaque Inner and outer coven. The
Inner cover ehaIl be ...aled wrapper or
envelOP' plalDJy IlW'ked wtth the
anlped clasailication BDd addru..1 of
both lender and addreeaee. The outer
cover .ball be .ealed and addresaed
wllh no Identification of the
clallilication of II. contents. A receipt
.baIl be attached to or BOcloled In the
Inner cover. except that CoDfideolial
Information ehall require a receipt DDly
If the tender deeme II necellary. The
recelpl Iballidentl!y the lender. the
addrellee, and the documenl. but .hall
conlaln no classified lnformalion.11
aball be immediately Ilped by the
recipient and relumed to the sender,
ADy of thell wrapping ODd recelptilll
requirements may be waived by qenC)'
beade If condltiolU provide at leasl
equivalent protection 10 prevent accell
by unauthorized persons.

. (h) 7'ran8mittaJ ofTop Secret. The
transmittal of Top Secret Information
Cl1Ilalde of.. facl1lty Iboll be by
apedJlcally des\gDated pereolUleL by
Stale DepOJ1menl dlplomallc pouch. by
• mellelller-courler .y.lsm authorized
for the p1lJ1l0ae. or over authorized
aecure communlcalions cJ:culte.

Ic) 7'ran8mittaJ ofSecret. The
lranlmlttal of Secrel Information ehaIl
be elJecled in the followtna manner:

(t) The 50 Stotu. the Di6trict of
Colu..,bia. andPuer1D !lico. Secret

Informallon may be lnmImIlted within
ad between the SO Stale.. the D1ltrict
of Columbia. ad the Commonwealth of
PuertO Rico by one of the meane
authorized for Top Secrellnformallcm.
by the U.s. Pollal Servlce repltend
mail or by protective servlce. provided
by u.s. alr or .urface commercial
carriere under IUch condillona 01 may
be prelcribed by the head of the aBenC)'
concerned.

(2) Other Ql'flQI. Secret Informalion
may be lranemltled from. to, or wttl:!n
are.. other thOD those epecUied In
12001.44{t)(t) by one of the meOllS
eatabllsbed for Top Secret Information.
or by U.S. repstered mall lhrousb
Military Poslal Servlce fllcl1ltlea
provided thai the Information does not
at any time pa.. oul of u.s. citizen
control and doel not pall throush a
forelp poalal IYllem. 1'nmamltlal
Cl1Itslde .uch aroBl may llIao be
accomplisbed under escort of
approprialely cleared penoonel aboard
U.S. Govemmenl and u.s. Government
contrac:t vehlclea or alrcraft. ehJPI ol the
UDlled Statel Navy, clvl1.ervic:e
lD8IIDed U.s. Nnval Ihlps. ad Ihlp. of
u.s. reststry. Oparalors of vehicles.
captalna or mBllers of veslBle. ad
pilots of alrcraft wbo aro U.s. dtizen.
and who aro appropriately cleared may
be deelgnated al escorts.

(d) 7'ran8mittDlofConfidential.
CoDfidenllallnformalion ehaIl be
trmmDltted wtlhln and between the 50
Slate•• the DIatrlc:t of Columbia, the
Commonwealth of Puerto Rico. and U.S.
territories or poseesiloni by one of the
means estabUlbed for hJsher
clalllflcaUona, or by the u.s. Poltal
Servlce certUied, BreI daa.. or axpres.
mall lervice wben prelcribed by an
BlenC)' head. Outelde theae aroos.
CODfidentiallnformalionlballbe
tranemltted only Blia authorized for
hJsher classlflcatiolU.

(e) Hand corryill8 ofcltUsified
inforDlation. Apncy reguJatiolU Iball
prescribe procedurel and appropriale
reltricliOlU concerning the escort or
hand canyIng of claaillied information.
lnc1udIns iheband cal'l')'lns of
classsified Information on commercial
caniera.

12001.45 8pec:laI_ programa 11.2(11
end utl)J.

AsenC)' heade deslpated punuanl to
..ttion 1.2la) of the Order may creale or
conllnue a sreclal access program If:

(a) Narma manqement and
.afeguardlng procedures do nol UmIt
accels lufJiciently. ODd

(h) the number of persOI1l with acce..
II limited to the mlnlmum neceaaary to
meet the objective of provldlJll extra
protection for the Information.

uooue RtpI'Oduetlon COlIlrolI1411b)}
(a) Top Secret dOCllDlenll. excepl for

the controlled Inltlal dlltrlbulion of
Informallon procelled or received
electrically. l\1a1l not be reproduced
without the COlUeo"of the orislnator.

(h) Unlesa restrlc:ted by the origlnalinl
DsenC)', Sec:ret and Confidential
dotulllenll may be reproduced to the
exlenl required by operational needs.

(c) Reproduced coplel of claSSified
documents Iball be subJett to the same
aCCOllDtabUlty and controll BI the
original documents.

(d) Paragraplu (a) and (h) of this
seellon .hall nol restrlcltha
reproduction of dDCllDlents to facililale
re\1ew for declassllicatlon.

f 2001.47 LDaa or poIalble tolllJlromlM
l41(bIL

Any penon who has knowledse of the
losl or possible compromlse of
classified Informallon shalllmmedlolely
report the clrc:wnstances 10 an official
deslgnaled for thil P1lJ1l0se by the
person'. qenC)' or o1'8anizalion. The
BlenC)' thai originated the Information
sball be nolifled of the lOll or poaeible
compromlae 10 thet Ddamase
..sellment may be conduc:ted and
appropriate meaeure. token to nesale or
m1nImIze any adverse affect of the
compromlee. The BleDC)' under wbose
cosDJzance the lOll or polilble
compromllB oc:cunec:IlbaIllnlllote an
IDqully to (a) delermlne caUII. (h) place
responsibility. and (e) lake correttive
meaaurel and appropriate
administrative. disciplinary. or lesal
atlion.

12001.48 DCapoaIlIon end dntNetIon
14.1lb1J.

Clolillied Informalion DO longer
needed In currenl wor1dns files or for
reference or record purposea Iball be
protessed for appropriate d1spolilion In
accordODce with the provlslonl of
chapters 21 and 33 of title 44. UDlled
States Code. wblch BOvem dllpolition of
Federal recorda. Clasillied Information
approved for destruction Iball be
destroyed In accordODte wtth
protedures and methodl prelcribed by
the bead of the qeDC)'. The method of
destruclion mllli preclude recognition or
reconstruction of the elassllied
lnformallonormateriaL

• 2001.48 ReIponalbID1IeI 0' hoIdeta
141lbiL

ADy person bavlns accesl to and
poillaeion of classllied Informallon is
responalble for: (a) ProtettJns II &om
peraolU not authorized acce.. to II. to
Include lecuring II in approved
equipmenl or facl1lties wbenever II is
Dol under the dlrect lupervlalon of
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luthorialld~ad(h) ametlag
ICCOlIIlteblllty requlralD8Dte PJeac:ribed
by the head of the -a-:Y'
laooUD EIMfpnc:f ....... (4.,(b)),

AgeDClu ,haU dllYelop piau for tae
prolectiOJl, _ovaL or deltrvctlOD of
do.llfIed _terllllln CIlM of fInt.
1I81ura1 cIiaa.lm. civil dI.t1IIbellCll, or
eIlem,actlOll.neM pllllll lhalIlDduda
the d1aIloIltlcm of c:lullBed lDfarmatlcm
located III f-1sD ~tdei.

I JOG,.., rm.v-ncr IUI!IoItlr (4.1(b)),
'11Ion officllil delegated mltIIJW

c1al.lflcallcm luthorlty b)' the Prea1cIllIIt
may prelCribe b)' nsuJalloD apacIal
provlllcma for tho dluembMllloIl.
tralllmillaL dutrucllall. aDd
laflJlllUC!iaB of118l1oaal aec:urlty
lDformatlOll durIIlg combat or other
8lIIe18ellC)' aJluatloDi wblcb pon all
imminent threat to IlBtioaalMC:III'fty
IDfClllll8t1_

tklIlpIrt E-Impllmlntatlon'"
Rnlew

IJOG'.. ..-...........1..)1.
Bam head of all I,8IIIlcy naD !aue

nsuJatlonlIII IIlCGIdImce with I u.s.c.
lIZ(a) IIIlmplelllllllt the Order aDd sa
CPRPut ZOO1 DO lelm thaD o-mber
81, llll1Z. 1hose porlloDl that lIffect
IIleIDben of the publlc IbaD lIldud.. at •
mlDlmum.lafonutiOll nlltllla to the
aseucJ'1 mlJldelor7 dDClalllflClltiOll

.revlew program IJId IIlItructillIII b
aubmitlinB I1l8lIl!ItlOlll or complalllta
reaard1na the qenCY'1 IDformatIoIl
aecurIty prosram.

1-'''' ....,educatlon (5.1(1)),
Bach IIgIIIlCY that creates or1aaIldlei

118t1cmallllCllrity 1Df0rmatlOllil reqaIred
UDder the Order to utabl1lh a IIlClIrity

ed1Iutiou1JI'OIII'IUL Tbe'JlI08I'UI
elllbUahcd abaD be suBiclenl to .
famllillriA alIlillClftaarr perlODIlel with
the provlROIll of the Order aDd ...
lmplemenllDa d1rectiwl pd resutatlODl
aIld to lmfl'8ll upon them their
buIlvldua IllClIrity rolPOll'lbWtlea. '11Ie
prosram naD a110 provlde far IDltlal,
refrener, aDd term1llelloa brlefiap.

laoot.a CMnWd(U(I)).

. Arertcy bode aball requlre ihet
periDd1cfcDDal revte_ be made10
enaure compliallce with the prvv1IloDi
of the Order IlI4ISOO direcl1vea.

8uIlpart F-GerlefeI Prowlllonl

UIOUO DIIIlIIIloneM.t1.

(a) 0riginD/ drulifit:llliDll "lIIhorit,y.
'11Ie 11dhorlty "atad In..ex_tlve
bn.Ilcb offic:let to make aIllllll1el
determlnstlon that lnfatmlllloD reqaIrea
protection 19a1llll_thoriled
dIacIoaure III tae IIllcNlt of lIIIt10aal
aec:urlty.

{II) Clau/fitJOtitJngu1ds. A tIocumant
lllued byan IUthorised 0IisIIl1l1
cluaifler thll1 prMe:Itbn the IlIVlIll1f
c11111Ul1:Dtlon am:IlJIIlftlPriate
c!adalaUicallcm IDatractlOlll for
apecIfled lIlfarmatlGll tobe cIa.lifted OIl
• dartvIII.,. bella;

(e) Orig/nDtJna CWeJlCy. 'DIe Q8llCY
relpoDilble lor aha 1Il1li81 detllrmillaliotl
that purllculat IIlfOnDatioD Sa c1aalfied.

(eI) MuJUplflMl-' 'I1Ie tenD _ad to
IIldlCllte that a doCUllleld JI derivatively
c1aulfied when Jt COIlIaJlll c1ualfied
lIlformal1on dBrived frolIllllon thaD 0Illl
II01UC&

(e) Pol1iOl&. A aesment Of I docwn8llt
for JI1IIPGI8I ofexprelllDg a aISed
theme; cnd1Ilari1, I paragraph.

(I) SpecialQccetlSJII'OBrom. Any
prosram 1mp0MIl8 "need-tHnowM or
IcceU controla beyond thole nonnally
provided for Ieee.. to Confidential,
Sec:rei, or Top Secret Information. Such
a prolP'DlD _, include, balla nol
IlmJled to••peclal c1ear8llCll,
adjudicatlGll, or InveaUslitive
roqulremllDta, lpedal deelgnations of
officiw autharized to determine "need
to-kIlow." or lpeelall1llta ofpersona
determined to have a "Deed·to-know."

18) IntBl.netJ octivity. All activlly
thll18n alellC)' wilhlD the IDtellilence
CommU11Jty II CllIthorlzed to conduct
pureuant to I!ucuU.,. Order 12333.

(h) Special"ctivity. All Iclivity
conduct.adinsapport ofll8t1oaal foretsn
policy obJectivel abroad which 11
planned eIld executed 10 thaI the role of
tho United Stew Government £a DOt
appereot or Ic:kDIJWledaed publicly, and
functlOIlI JIleuPPOrl of aueb actlvlty, but
which II IlOt intended to lnOuence
Uniled Btatel political procel.ello public
opllllGll, pollel.., ar media and don nol
Include diplomatic Ictlvlties or the
coUecllon IIld production of intell1sellC8
or related IUpport functionl.

(I) Una"tIloiiJleddhcJosll1'fI. A
communication or physical traIlafer of
daulfied lnformal1oll tollll
lID8uthoriled rectp18llt.

'1001.71 FWIIPaatIon and IffectIw..
lUll)),

Part 2l101 thaU be pabllahed III the
Federal Reslater.lt ehall become
effecllve AUSUIt 1,1lll1Z.
8lnaGatIakeJ.
Dir«:lol; /nfwrnatitlll Set:ul'ity Oven/girt
Off.
June'Z3, flIlIZ,1ftDoc..t,. 1

-..w._-..

ll&3£ .....t.
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PART C - SIJMMARY OF SPECIFIC PowERS INHERENT IN
CLASSIFICATION/DECLASSIFICATION AUTHORITIES

x-:n (ann ?4)

Original nerivative
Classifier Classifier Derivative

Authorities TS S C TS S C neclassifier

Originally classify certain X
NSI as Top Secret

Originally classify certain X X
NSI as Secret

Originally classify certain X X X
NSI as Confidential

Originally declassify certain
NSI when also the Original X X X
Cl ass ifi er

Derivatively classify
documents containing X X
RO/FRD/NSI as Top Secret

Derivatively classify
documents containing X X X X
RD/FRn/NSI as Secret

Derivatively classify
documents containing X X X X X X
RD/FRD/NSI as Confidential

nerivatively declassify
documents (RD/FRD/NSI) X X Xwhen also the classifer
of the document

Derivatively declassify
certain documents
(RO/FRn/NSI) when not X
the classifier of the
document

Figure X-l
Powers of Classification/Declassification Authorities
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PART n - ORIRINAL CLASSIFICATION OF
NATIONAL SECURITY INFORMATION

X-?5

1. ORIGINAL CLASSIFICATION OETERMINATIONS. An individual with ~riginal

Classification Authority may originally classify NSI within the classifier's
programmatic jurisdiction at any classification level up to and including
the level (Top Secret, Secret, Confidential) of the classifier's authority
whenever classification guidance or relevant classified source documents are
not available. The following questions must be answered as part of every
original classification determination. Refer to Figure X-I, page X-?3, for
a summary of this process.

a. Is the information under consideration for original classification
already classified according to a classification guide or a classified
source document (e.g., memorandum, formal report)?

(1) If the answer is "yes ", use the classification guide or source
document as the original authority for a derivative classification
determination (refer to Part E, pages X-?,Q-3? of this Order for
instruction on how to make a derivative classification
determination).

(?) If the answer is "no", go on to the next question.

b. Was the information ever classified as Rn or FRn?

(1) If the answer is "yes", the information is prohibited from being
reclassified as NSI (or Rn or FRO) by section 140 of the Atomic
Energy Act.

(?) If the answer is "no", go on to the next question.

c. noes the information concern: (1) military plans, weapons, or
operations; (?) the vulnerabilities or capabilities of systems,
installations, projects or plans relating to the national security; (3)
foreign government information; (4) intelligence activities (including
special activities), or intelligence sources or methods; (5) foreign
relations or foreign activities of the IInited States; (fi) scientific,
technological, or economic matters relating to the national security;
(7) U.S. r,overnment programs for safeguarding nuclear materials or
facilities; (A) cryptology; (q) a confidential source; or (10) any other
category determined by the President or an agency head as requiring
protection under Executive Order 1?35n?

(1) If the answer is "no", the information cannot be classified, but
other restrictions may apply.

(?) If the answer is "yes", go on to the next question.
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d. Is the information being proposed for original classification to conceal
violations of law, inefficiency, or administrative error; to prevent
embarrassment to a person, organization, or agency; to restrain
competition; or to prevent or delay the release of information that does
not require protection in the interest of national security? Ooes the
information concern basic scienti fie research information not clearly
related to the national security?

(I) If the answer to either of the above quest ions is "yes", the
information is prohibited from being classified, but other
restrictions may apply.

(2) If the answer to both the above questions is "no", go on to the
next question.

e. What degree of damage to the national security could be reasonably
expected if the information were not classified?

(1) The following table correlates the degree of damage to the national
security that could he reasonably expected if the information were
not classified and the classification level that should be assigned
to the information.

Degree of namage Classification level

No Damage lJncl ass i fi ed!!

Some namage Confidential

Serious Damage Secret

Exceptionally Grave Oamage Top Secret

(2) If, as indicated in the above table, no damage to the national
security could be reasonably expected~f the information were not
classified, then the information cannot be classified.

(3) If at least some damage to the national security could be
reasonahly expected if the information were not classified, then
the information should be classified at the level indicated in the
above table. Go on to the next question.

lI"lJnclassified" is not a classification level hut is included here for
completeness.
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f. Is it possible to specify at the time of original classification a
future date or event at which time the information may be declassified?

(1) If the answer is "yes ", the date or event for automatic declassifi
cation of the information should be specified as part of the
original classification determination. Go on to the next question.

(2) If the answer is "no", then the fact that the Originating Agency's
Determination (is) Required (OADR) should be specified as part of
the original classification determination. This indicates that the
information will remain classified until an Authorized Classifier
determines that the information may be declassified. (Refer to
page VI-I, paragraph 2b, for a description of Oerivative Declassi
fication Authority.)

g. Is the information within the classifier's programmatic jurisdiction?

(1) If the answer is "no", the information and the classifier's
recommendation as to the level and duration of its classification
should be forwarded to the classifier's local classification office
or to DP-32, as appropriate, for coordination with the Departmental
Element or contractor organization having Original Classification
Authority over the information in question.

(2) If the answer is "yes", the information should be classified at the ~
level and for the duration determined above.

2. RECORDKEEPING REQUIREMENTS

a. The Original Classifier shall maintain records of such original
decisions so that DP-32 or the responsible Operations Office can
periodically review these decisions.

b. Since it is DOE policy to maximize the use of classification guides and
minimize the number of original classification decisions, the primary
purpose of this review is to assist in the identification of subject
areas concerning NSI which require the preparation of formal classifi
cation guides. This will allow information identified as NSI by one
Original Classifier to be identified by all Original and Derivative
Classifiers within DOE, providing consistent and complete protection to
the information involved.



DOE 5650.2A
5-8-85

PART E - OERIVATIVE CLASSIFICATION OETERMINATIONS
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1. AUTHORITY. Indivi~uals with Original or Oerivative Classification Authority
may derivatively classify documents originate~ hy the classifier or his or
her subordinates within the classifier's programmatic jurisdiction that
contain RD, FRO, or NSI at any classification level up to and including the
level (Top Secret, Secret, Confidential) of the classifier's authority.

2. PROCEDURES. The following questions must
derivative classification determination.
of this process. Note that the following
potentially classified fact or concept in

be answered as part of every
Refer to Figure X-3 for a summary
process must be repeated for every
a document.

a. Ooes the document or other material under consideration for derivative
classification contain or reveal any information, regardless of whether
or not it appears to be classified, which is under the programmatic
jurisdiction of another agency?

(1) If the answer is "yes", are applicahle source documents or other
agency classification guides available and authorized for the
classifier's use?

(a) If so, these guides/source documents shall be used as the
basis for making a derivative classification determination for
those portions of the document under review under the purview
of the other agency.

(b) If not, the document under review shall be referred to OP-32
for interagency coordination.

(2) If the answer is "no", go on to the next question.

b. Ooes the document portion or other material under review contain or
reveal information within the scope of the definition of RO?

(l) If the answer is "yes", does it contain or reveal information that
has been specifically and formally removed from the RO category and
declassified pursuant to section 14?a of the Atomic F.nergy Act?

(a) If so, the document portion or other material under review is
prohibited from being reclassified as RO, FRO, or NSI by
section 140 of the Atom;c Energy Act.

{b} If not, go on to the next question.

(~) If the answer ;s "no", go on to the next question.
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c. Can the document portion or other material I.nrler review he rlerivatively
classified by use of a OOE program. local. or other agency
classification guide authorized for the classifier's use?

(1) If the answer is "yes ". the document portion or other material
under review shall be derivatively classified at thp. classification
level and category and. if NSI. for the duration specified by the
instructions and/or topics in the applicable classification
guide. When classifiers are in doubt about the proper
interpretation of classification guide topics. they shoulrl protect
at the higher level and refer the matter promptly to the next
higher classification authority. np-3? is the final authority For
determining proper classification.

(?) If the answer is "no". go on to the next question.

d. Ooes the document portion or other material under review contain or
reveal information still within the scope of the definition of Rn?

(1) If the answer is "yes". and no applicable guidance exists. tl1e
information contained in or revealed by the document or other
material under review has not been declassified. and it falls
within the definition of RO; therefore. the classification status
of the document under review is unclear. and the document should be
referred to the local classification office for review and
classification. Such documents should be handled as RO penrling
review.

(2) If the answer is "no". go on to the next question.

e. Can the document portion or other material under review be derivatively
classified on the basis of classification of information in a source
document which in substance is the same as the information in the
document portion or material under review?

(1) If the answer is "yes". the document portion or other material
under review shall be derivativp.ly classified at the same
classification level and category and. if NSI. for the same
duration as that specified in the classified source document. When
in rloubt about the proper classification of information extracted
from a classified source rlocument. a determination should be
requested from its classifier. If the classifier cannot he rleter
mined. the matter should be referred to the next higher
classification authority.

(?) If the answer is "no". go on to the next question.
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f. Does the document portion or other material contain or reveal
information sufficiently sensitive to be considered for original
classification as NSI?

(1) If the answer is "yes", the information in the document should be
processed according to the instructions in Attachment 4. An
individual with Original Classification Authority must make such a
determination.

(2) If the answer is "no", the document portion or other material under
review should not be classified, but other restrictions may apply.

g. The above process must be repeated for every potentially classified fact
or concept contained in or revealed by a document or other material.
Upon completion of the process, the overall classification level and
category and, if NSI, the duration of classification of the document or
other material can be determined.

(1) The overall classification level of a document or other material is
the highest classification level of any information it contains or
reveals, regardless of the classification category of that informa
tion (Top Secret, higher than Secret, higher than Confidential).
(Note: In some subject areas, it is possible that an authoritative
compilation from wholly unclassified sources may be classified.) ~1

(2) The overall classification category of a document or other material
is the most restrictive classification category of any information
it contains or reveals, regardless of the classification level of
that information (RD, higher than FRO, higher than NSI).

(3) The duration for which a document or other material is classified
is the longest duration of classification for any specific informa
tion contained in or revealed by that document or material. Note
that no duration of classification is specified for a document in
the Rrr-or FRO category, regardless of whether it also contains
NSI. For example, a report containing a fact that is Confidential
Restricted Data and another fact that is Secret-National Security
Information-Oeclassify in 10 Years would have an overall classifi
cation level and category of Secret-Restricted Data, with no
specified declassification date even though no information in the
report is classified Secret-Restricted Data.
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PART F - DURATION OF CLASSIFICATION
CONVERSION TABLE

PREVIOUS EXECUTIVE ORDERS I) 6 I) 8 o 1n OADR U~~~..¥K

D 6 X
on
ID

fa REV 20 X-
S I{EV 30 X

e
TS xlI !

-4
N on S x1I ~on Cl
ID Cll ..,- e- =0 C X... ....,

XGDS X ~..,,..
GROUPS 1, 2. or 3 X ;:;:;

0- TS x!J -0 Non W0 • ...- xlI '""- S ....s e
:i

C X

DATE OR EVENT X

NO IHOICATIO~ OF DURATION XOF CLASSIFICATIO"

!J May be automatically downgraded to the next lower level after two years.

Legend:

U6 (or 8 or 10) - Declassify 6 (or 8 or 10) years after the date of the
document being classified.

OADR - "Originating Agency's Detemination Required" prior to the
declassification of the document being classified.

REV 20 (or 3D) - Review for declassification 20 (or 30) years after the
date of the document being classified.

6DS - The document being classified is subject to the "General Declassification
SChedule. "

XGDS - The document being classified is "Exempt from the General
Declassification Schedule."

Groups " 2, or 3 - The document being classified is excluded fran automatic
declassification.

Group 4 - The document being classified is subject to automatic declassification,
based on the "General Declassification Schedule."

Date or Event - Declassify upon the occurrence of the specified date or event.

~ham9'e: A classificat10n guide indicates that a certa1n fact is S-NSI.GDS.
e ocument under review should be marked for automatic declass1f1cation on

a date 8 years after the date of the document (and the document may be
automatically downgraded to Confidential 2 years after the date of the document).

Figure X-4
Duration of Classification Conversion Table

X-33 (and 34)
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PART h - DETERMINATION OF THE CLASSIFICATION
OF nOE RESEARCH AND DEVELOPMENT ACTIVITIES

X-35

r

r

1. RESTRICTED DATA/FORMERLY RESTRICTEn nATA. The first step in the evaluation
of the classification status of a nOE R&n activity is to determine whether
it has the potential for using or generating Rn/FRD. Under the Atomic
Energy Act, very broad areas of nuclear-related information were originally
classified as RO. However, significant amounts of this information have
been removed from the RD category pursuant to section 142 of the Atomic
Energy Act. Some of this information has been transclassified to FRn (or
for certain intelligence information, NSI) and is still under classification
control. Some has been declassified. Most specific information that has
been transclassified or declassified is identified in DOE program or local
guides. General suhject areas that have been declassified pursuant to
section 142a of the Atomic Energy Act are identified in the "Guide to the
Declassified Areas of Nuclear Energy Research" (Cr,-DAR-1). This guic1e
contains a description of all general R&D subject areas that were once
RD/FRD, but which have been declassified. The following questions must be
answered as the first step in determining the classification status of any
DOE R&D activity. Refer to Figure X-5 for a summary of this process.

a. Does any part of the activity fall within the scope of the definition of
RO?

(1) If the answer is "no", the activity has virtually no potential for
using or generating RD/FRn. Go to step ~, "National Security
Information," page X-37.

(2) If the answer is "yes ", go on to the next question.

b. Does the entire activity fall within the scope of general subject areas
that were once RO/FRD, but that are now declassifiec1, as described in
CG-DAR-l?

(l) If the answer is "yes", the act ivity has vi rtua lly no potent i a1 for
using or generating RD/FRO. ~o to step 2, "National Security
Information," page X-37.

(2) If the answer is "no ", go on to the next question.

c. noes the entire activity as currently described fall within the scope of
unclassified topics found in nOE program or local classification guides?

(1) If the answer is "yes", the activity is currently unclassified but
has the potential for using or generating Rn/FRD because it does
not fall within a declassified area of nuclear research. However,
in special cases OP-32 may make the c1etermination that it is a
Category I activity, providec1 step 2 of this process does not
reveal Category III NSI R~n activity. ~o on to step ~.
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(2) If the answer is "no", the activity is classified and has a strong
potential for using or generating RO/FRD.

?. NATIONAL SECURITY INJ=ORMATION. The second step in the evaluation of the
classification status of a DOE R&D activity is to determine whether it has
the potential for using or generating NSI that is classified pursuant to
Executive Order 1?356. Unlike RO, NSI is not classified until an explicit
decision is made by someone with the required authority (Original
Classification Authority) to determine that it should be classified. The
following questions must be answered as the second step in the determination
of the classification status of any DOE R&D activity. Refer to Figure X-6
for a summary of this process.

r
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a. Does the activity fall totally within the exclusive programmatic
jurisdiction of OOE?

(1) If the answer is II no ll, the determination of the classification
status of the ODE R&O activity under review must be forwarded to
np-32 for possible interagency coordination. (Note: A
recommendation should be made concerning the Oepartmental aspects
of the work at the time it is forwarded to OP-32, so proceed to the
next question.)

(2) If the answer is lIyes ll, proceed to the next question.

b. Ooes any part of the activity fall within the scope of classified topics
of DOE program or local classification guides?

(1) If the answer is "yes ll, the activity is classified and has a strong
potential for using or generating NSI.

(2) If the answer is II no ll, the activity is not classified according to
current guidance, hut consideration should be given to categorizing
the activity as having some potential for using or generating
NSI. Go on to the next question.

c. Will the activity use or generate only information that has been
specifically and formally removed from the RO category and declassified
pursuant to section 14?a of the Atomic Energy Act?

(1) If the answer is lIyes ", all information in the activity is
prohibited from being reclassified as NSI (or RO or FRO) hy
sect i on 146 of the Atomi c Energy Act and, as a result, the act i vi ty
belongs in Category I.

(2) If the answer is II no", go on to the next question.
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d. Will the activity use or generate any information that concerns:
(1) military plans, weapons, or operations; (~) the vulnerabilities or
capabilities of systems, installations, projects, or plans relating to
the national security; (3) foreign government information; (4) intelli
gence activities (including special activities), or intelligence sources
or methods; (5) foreign relations or foreign activities of the Ilnlted
States; (6) scientific, technological, or economic matters relating to
the national security; (7) U.S. Government programs for safeguarding
nuclear materials or facilities; (R) cryptology; (q) a confidential
source; or (10) another category determined by the President or an
agency head, or other officials who have been delegated original classi
fication authority by the President, as requiring protection under
Executive Order 1?356?

(1) If the answer is "no", the activity has virtually no potential for
using or generating NSI (unless as determined under the conditions
described on page IV-I, paragraph 2a(1)(j)).

(2) If the answer is "yes", go on to the next question.

e. Will the activity use or generate information in the above categories,
the unauthorized disclosure of which reasonably could be expected to
cause damage to the national security?

(1) If the answer is "no", the activity has virtually no potential for
using or generating NSI.

(2) If the answer is "yes", the activity is classified and has great
potential for using or generating NSI.

(3) If the answer cannot be determined at this time, the activity still
has the potential for using or generating N~T.

~. OETERMINATION OF PROr,RAM CLASSIFICATION STATUS CATEr,ORY. On the basis of
the analysis performed in the two steps described ahove, the third step in
determining the classification status category of nOE R&D activities can be
performed. Application of Figure X-7 to the results of steps 1 and?
determines whether a program is in Category I (unclassified), Category It
(unclassified, but potentially classified), or Category III (classified).
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FROM STEP 1 - RD/FRD
No Potent1al

RD/FRDRD/FRD for RD/FRD
N

No NSI I II III
Q.
LIJ
I- Potential for NSI II II III
I/) _

I/)

j!iz
NSI III III IIICl:....

Unclassified activity with virtually no potential for
using or generating classified information.

Unclassified activity with the potenttal for using or
generating classified information.1/

CATEGORY tIl ACTIVITY: Classified activity with great potential for using
or generating classified information.1/

Requirements/Authorities

Category of DOE R&D Activity
II

I (potentialli"
III

(Unclassified) Classified (Classified)

a. Category Determination Heads of HQ or field organization
(Director of Classification)

b. Routine Reporting Local Class. Annually to Office of
Requirements Office Classification

c. Recordkeeping Local Classification Office/
Requirements HQ Program Office

d. Appointments None Derivative Classification
Classifier Officer

NOTE: Refer to text for complete description of table entries.

1/ This is not intended to cover aspects of an activity not directly
related to R&D (e.g. t facility security).

Figure X-7

R&D Activity Classification Status
Step 3 - Determination of Classification Status Category
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Genera1 •••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• V- 11
Levels of classification ••••••••.•••.••••••••...••••••••••••••••..••. IV-3
Obsolete ("Restricted" and "DUO") •••••••••••••••••••••••••••••••••••• V-14
Original classifier •••••••••••••••••••••••••••••••••••••••••••••••••• V-12
Portion ••••••••••••••••••••••••••••••••••.•••••••••••••••••••••.••••• V-15
Reclassified documents ••••••••••••••••••••••••••••••••••••.•••••••••• V-LO
Upgraded documents ••••••.••••••••••••••••••••••.••••••••••••••••••••• V-18

Classification upgrading ••••••••••••••••••••••••••••••••••••••••••••••• V-17--l8
Classification violations ••••••••••••••••••••••••.••••••••.•••••••••••. IX-l
Conference papers

Classification review •••••••••••••••••••••.•••••••••••.•...••.•••••.• V-24
"Confidential" levels

.............................................

Use of, criteria for ••••••••••••••••••.••••••••.••.••••••••••.•••••••
Congressional testimony

Classification review of ••.•••••••••••••••••.•••••..•..•••••••••.••••
Contractor employees

(See Employees)
Contractors

Classification appraisals ••••••••••.••••••.•.•••••.••..••••••••..••.•
Classification officers

Criteria for classification
NS I •••••••••••••••••••••••••••••••••••••••••••.••••••••••••••••••••••
RD and FRO •••••••••••••••••••••••••••••••••••••••••••••••••••••••••••

Declassification or downgrading authority ••••••••••••••••••••••••••••••
(See also Derivative declassification or
downgrading authority)

Declassification notices ••••••••••••••••••.•.••••.••.•••••••••..•.•••••
Declassification or downgrading reviews ••••••••••••••••.•••••••••••••••

Centralized categorical, by the Office of Classification •••••••••••••
By Derivative Dec1assifiers •••••••••••••••••••••••••••••••••••• '••••••
Document reproduction for ••••••••••••••••••••••••••••••••••••••••••••
Formal reports ••••••••••••••••••..•••...•.•••••••.••.••••••••.•••••••
Genera 1 •.••••••••••••••••••••••••••••••••••••••••••••••••••••••••••.•

IV-3

II-3

VIII-1--4
II-ll,13

1V-1-2
IV-l
V-3--4;
V1-l--3

VI-17-l8
VI-7-l5
VI-14
VI-8--9
VI-15
VI-8
VI -7--8

Subheading can be found as a main heading where more in-depth indexing is
provided.
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Declassification or downgrading reviews--
Large-sca2e .
~Iandatory •••••••••.•••••••.•..•.••.•••.••.•••..•.•••••••.•.•••••••..
By Original Classifiers .
Organizational coordination ••••••••••••••..•••.••..•••.•••••.••••••••
Patent applications .•.••••.•••.••••...••••.•••..•..•.•••.•••.•••....•
Priority, by the Office of Classification ••••••••••••••••••..•••.•.••
Pursuant to Executive Order 12~56 .••.••.•..••.•.•.••.••.•••....•.••••
Pursuant to the Freedom of Ir.formation Act •••••.•••••••••••••••••.•••
Pursuant t2 the Privacy Act ••••••••••••.•••••••••••••••••••••••••••••
Systematic .

Defillitions .
Department of Energy employees

(See Employees)
Deputy Assistant Secretary f~r Intelligence

Responsibilities and authorities ••••••.••••••••••••••••••••.•••••••.•
Deputy Assistant Secretary for Security Affairs

Responsibilities and authorities .•••••••••••••••••••.••••••••.•••••••
Derivative classification authority

Cancellation or loss of ..••..•.•.••.•......•...•...•••••.••.••••.••.•
Reporting requirements ..•.•..•.••.•.....•••..•.•..•••••••.••••.••.•

Definition ................................................•..........
Designation .
Inherent in Original Classification Authority •••••••••••••••••••.••••
Position dependence .•.••••••.•...••.•......•••.•...•••.•.•...•.••..••
Recordkeep i ng ..•••..•.•••.•••••..•••••••••.•••.•••.•...•.•••.••••••••
Redelegation, prohibition of ••••....•.••...••..•••.•.•••••••••.••••••
Reporting requirements •••••••.•.•.••••...•••.•••••..••••••••.••••...•
Requests for .
Temporary~ pending review by Authorized Classifier •.•..••••••••••••••

Derivative classification decisions
Procedures for making ..••.......•......•...........•...........•••...

Derivative Classifiers
Appoi ntment •...•••••...••••••.•....•••..••.•.••.••.•••.•••••...••••••
Classification education •...•••.•••••.••.•••.•...•.•••••...•••.•.....
Loss of Authori t.), ..••••••••••••••••..••••.......•••••..•.••••••..•.••
Qua 1ificat ions .•.•....•••.••••.•.•••••••...•••.•••.•.•.•.•••.•.•••..•

Derivative declassific?tion or downgrading authority .••••••••••••••••••
Cancpl1ation .•...............................•..................•....

Reporting requirements •..•..•••..•.••••.•...•.•••.•...•.•••.•..•••.
Uefinition .

Designation .
Inherent in original classification authority •••.••••••.•.•.•••.•••.•
Position dependence ....••••...•.•.••.••••.•••••...•.•..••...•.•••••.•
Recordkeep i n9 ........................................••..•......•.•..
nedelegaticn, prohibition of ............•.........•..................
ReQuests f()l" •••••••••••••••••••••••••••••••••••••••••••••••••••••••••

2 See Footnote 1.

Vl-9-10
VI- "il-13
VI-9
VI-15
VI-10
VI-14
VI-1C-14
VI-14
VI-14
VI -1;:-14
I-:~-10

11-1

1I-2

V-4-S
V-4-S
V-S; X-23
V-4-5
V-3
V-l
V-5
V-5
V-5
V-?
V-~

X-29-32

V-4-5
VII-l
V-4-5
V-4
VI-1-3
VI-2
VT ,>

.L-L

VI -2-3;
X-23
VI-1-2
V-3-4
VI-l
VI-?
VI-2
\'I- '1-2
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Derivative Dec1assifiers
Appointment VI-1-2
Classification education ••••••••••••••••••••••••••••••••••••••••••••• VII-l
Loss of authority .....•..•••.•...••.•........•.•..••••••..•..•...•••. VI-1--2
Qualifications •.•..••••••••••••••••••••.••••••••••.••••••••.••••••••• VI-l

Derivative downgrading authority
(See Derivative declassification or downgrading
authority)

Director of Classification
Responsibilities and authorities ••••••••••••••••••••••••••••••••••••• 11-2--6

Discoveries
Classification review of reports on •••••••••••••••••••••••••••••••••• V-25

Documents (FRO)
[See Documents (RD and FRO)]

Documents (NSI)
(See also National Security Information)
Automatic declassification or downgrading •••••••••••••••••••••••••••• VI-5--6,20
Classification duration pursuant to Executive Orders,

conversion table for .......•••......•........•••••••••.•••••.••••.. X-33
Classification review of newly gjnerated ••••••••••••••••••••••••••••• V-23--25
Classification/security markings •••••••••••••••••••••••••••••••••••• V-11--15
Classification upgrading authority and3procedures •••••••••••••••••••• V-17--l8
Declassification or downgrading rev~ew ••••••••••••••••.••••••••••••• VI-7--l5
Derivative classification authoritY3 ••••••••••••••••••••••••••••••••• V-l,4--S
Derivative classification decisions ••••••••••••••• 3••••••••••••••••• X-29--32
Derivative declassification or do~ngrading authority •••••••••••••••• VI-1--3
Original classification authoritY3 ••••••••••••••••••••••••••••••••••• V-1--4
Original classification decisions ••••••••••••••••••••••••••••••••••• X-25.....28
Reclassification authority and procedures •••••••••••••••••••••••••••• V-19--20
Remarking of declassified or downgraded •••••••••••••••••••••••••••••• VI-19--20
Sanitization ••••••••••••.•.•••••••••••.•.•.•.••.•••••••.••••••••••••• VI-18

Documents (RD and FRO)
(See also Restricted Data)
Classification review of newly gjnerated •••••••••.••••••••••••••••••• V-23--2S
Classification/security markings •••••••••••••••••••••••••••••••••••• V-11--15
Classification upgrading authority and3procedures •••••••••••••••••••• V-17--l8
Declassification or downgrading rev~ew •••••••••••••••••••••••••••••• VI-7--l5
Derivative classification authority ••••••••••••••••••••••••••••••••• V-l,4--S
Derivative classification decisions •••••••••••••••• 3••••••••••••••••• X-29--32
Derivative declassification or downgrading authority •••••••••••••••• VI-1--3
Reclassification authority and procedures •••••••••••••••••••••••••••• V-19--20
Remarking of declassified or downgraded •••••••••••••••••••••••••••••• VI-19--20
Sanitization ..••••••••••••••••••••.•••••••••••.••••••.•.•••••••.••••• VI-18

Documents (Unclassified Controlled Nuclear Information)
Markings IV-3

3 See Footnote 1.
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[IOE emp ioyees
(See Employees)

Downgrading authority
(See Declassification or downgrading authority)

Do\','ngrading notices Vl-17-18
Downgrading reviews

(See Declassification or downgrading reviews)
Education (classification) ••••••••••••••••••••••••••••••••••••••••••••• VI i-1-2
Employees

Classification authority, temporary •••••••••••••••••••••••••••••••••• V-l
Classification education ••••••••••••••.•••••••••••••••••••••••••••••• VII-1--2
Classification violations .••••.•••••••.••••••••••••.•••••••••..•••••• IX-l
Responsibilities and authcrities ••••••••••••••••••••••••••••••••••••• 11-8,12

Executive Orders
Automatic declassification and downgrading of documents

cl~ssified by VI-S-6;
X-33

Field Elements
Classification appraisa4 ..................•........•...•............. VIII-1--4
Classification officers .••••.•.•.••••••••••.••••••••••••••••..•••••• II-ll~ 13
Heads of, responsibilities and authorities ••••••••••••••••••••••••••• 11-9--10

Foreign government information
Classification policy and objectives ••••••••••••••••••••••••••••••••• Ill-?

Formerly Restricted Data
(See Restricted Data and Formerly Restricted Data)

Freedom of Information Act
Documpnts requested by

Classification or reclassification of •••••••••••••••••••••••••••••• V-19
Declassification review of •.•••••••••••••••••••••••••••••.••••••••• II-3;

VI-i4
Denial of existence or ncnexistence of, when fact

is classified •.•....••••••.••.•.••.••.•.••••••.••••••••••.••••••• VI-14
Denying official for ••.•.••••••..•.••••.••.••••••••..•••••••••...•. 11-3
Sanitization of •••••••.•••••...•••.••.•••••••••••.••••••••..•..•••. 11-3;

VI-12
Guidance

(See Classification guidance)
liGulae to the Declassified Areas of Nuclear E.nergy Reseerch ll

••••••••••• V-7
Headquarters Classification Representative~

P,ppoi ntment rI - 13
Qualifications ..•••.•••.••••••.••••••.••••.•••.••.•••••••••••.••••.•• 11-13
Responsibilities and authorities ••••••••••••••••••••••••••••••••••••• 11-7

Headquarters Elements
Heads of, responsibilities and authorities II-6-1

Heads of Field Elements
Responsibilities and authorities .•••••.•••••••••••••••••••••••••••••• 11-9-10

Heads of Headauarters Elements
Responsibilities and authot'ities •.•••••••••••.•.•••••••.•.••••••••.•• II-6-7

4 See Footnote 1.
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Information
(See also National Security Information, Restricted Data,
Formerly Restricted Data, Unclassified Controlled
Nuclear Information, Foreign Government Information,
and Sensitive Compartmented Information)
Classification authority •.••••.•••...•.•••.•.•••••••••..•••••••• , ••••
Classification policy and objectives ••.••••••••••••••••••••••••••••••

Classification upgrading authority and procedures ••••••••••••••••••••
Declassification and downgrading authority •••••••••••••••••••••••••••
Reclassification authority and procedures •••••••••.••••••••••••••••••

Inventions
Classification review of reports on ••••••••••••••••••••••••••••••••••

Journal articles
Classification review ••••••••.•••.•••••.•••••••••••••••••.••••••••••.

Large-scale declassification reviews
Request and procedure requirements for •••••••••••••••••••••••••••••••

Levels of classification •••.•••••••••.•••••••.••••.••••..••••••••••••••
Local classification guides •••••••.•••••••••••••••••••••••••••••••••.••
Mandatory declassification reviews

Information denied under, handling of appeals for ••••••••••••••••••••
Invalid requests •.•••••.•••••.••.•••••.•.•.•.•.••••••••••.•••••••••••
Valid requests ...................................•...................

Markings
(See Classification/security markings)

Materials
[Synonymous to documents; thus see Documents (NSI) and Documents
(RD and FRO)] ---

National Security Information
[See also Documents (NSI)]
Classification criteria ••••••.•.•.••••••....•••••••.•.•••••••••••.•.•
Classification levels •••...••••••.•.•••••••••••.•••••••..••••••••••• :
Classification limitations •••••••••.••••••••.••••••••••••••••••••.•••
Classification policy and objectives •••••••••••••••••••••••••••••••••

Classification upgrading authority and procedures ••••••••••••••••••••
Declassification or downgrading ~uthority ••••••••••••••••••••••••••••

r.
Original classification authority~ •••••••••••••••••••••••••••••••••••
Original classification decisions •••••••••••••••••••••••••••••.••••••
Reclassification authority and procedures ••••••••••••••••••••••••••••

Nuclear programs
Po 1icy guide for ................................•....•..••.•.••.•••••

'·Official Use Only·· markings ••••••.•••••••••••••.••••••••••••••••..•••••
Oral presentations

Classification review ••.•••••••..•••••••••.•.•..•••.••••••••••..••••.

5 See Footnote 1 .
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Original classification authority •••••.••••••••.•••••••••.•••••••••.••• V-l .....4
Cancellation or loss of •.•.•.•.••••..•.••••.••••.•••••••.•.••••.•.••. V-2--3

Reporting requirements •.••..••••••••..••••••••.•.•••••••..•••••.... V-2
Definition .....................................•.........•.........•. V-3-4;

X-23
Designation •.•••••••••••••••..•••••••..••••••••..••.••••••..•••••..•• V-2
Position dependence •••..••••••••..••••••••••.••••••••••••••••••.••••. V-l
Recordkeeping •••••••••••••••••...••••••••••.•••••••••••••••••.•••.•.. V-3
Rede1egation, prohibition of ••••••••••••••••••••••••••••••••••••••••• V-2
Requests for .•.••..•••..•••••.•....•.•••••.•.••••••..••.•••••••.••.•. V-2
Temporary, pending review by Authorized Classifier ••••••••••••••••••• V-l

Original classification decisions
Procedures for making .••.•••.•.•.••.•••••...••••••....•••••••..•••••• X-25--28
Recordkeep1ng ..•••.•.••••••••.•.••••....•••••••.•••••••.•..•••.•.•••. X-28

Original Classifiers
Appoi ntment •••••••••••••••••••••.•••••••••••••••••••••••••••••••••••• V- 2
Classification education •••••••••••••••••••••••••••••••• ~ •••••••••••• V1I-1
loss of authority V-2-3
Qualifications ••••••.••••••.••••••••••••••••••••••••••••.••••••••..•• V-2

I·OUO" Rlarki IlgS ••••••••••••••••••••••••••••••••••••••••••••••••••••••••• V-14
Patent app1ication~

Classification reviews ...•••••••••••••••••.•••••••••••••••.•••••••••• V-25
Declassification reviews •••••••••••••••••••••••••••••••••••••••••.••• V1-l0

Policy and objectiv~s

Classification program ••••••••••••••.••••••••••••••••••••••••••••...• IIl-1--3;
X-1-22

Portion mark1r,g ................•....................•...........•...... V-14-15
Privacy Act

Documents requested by
Classification or reclassification of •••••••••••••••••••••••••••••• V-19
Declassification review of •••••••••••••••••••••••••••••.••••••••••. VI-14
Denial of existence or nonexistence of, when fact

is classified VI-14
Private organizations and indiviaua1s

Classification education •.••••••.••••••••••.••••••••••••••••••..••••• V11-2
Classification review of documents generated by .••••••••••••••••••••• V-24--25

Program classification guides ••••••••••••.•••••••••••••••••.••••••••••• V-8--l0
Reclassification V-19-20
Rcs~arch and development activities

Classification status determination, authorities
and requirements for .••••••.•••.•.••..•.•••••...•••.•.•...•••••••.. V-21--2Z;

X-3b--40
Classification r~view of newly generated documents in •.••••••••••.••• V-23-25

Responsibi1itiE~ and authorities ••.•••••••••••••••••••••••••••••••••••• 11-1-13
Assistant Secretary for Defense Programs ••••••••••••••••••.•••••••••• 11-1
Classification Officers •••••••••••••••••••••••••••••••••••••••••••••• 11-11
Deputy Assistant Secretary for Intelligence •••••••••••••••••••••••••• 11-1
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Responsibilities and authorities--
Deputy Assistant Secretary for Security Affairs •••••••••••••••••••••• 11-2
Director of Classification •••.••••••••••••••••••••••••••••••••••••••• 11-2--6
Employees .........................................................•.. 11-8,12;

V-l
Heads of Field Elements •••••••••••••••••••••••••••••••••••••••••••••• 11-9--10
Heads of Headquarters Elements ••••••••••••••••••••••••••••••••••••••• 11-6---7
Headquarters Classification Representatives •••••••••••••••••••••••••• 11-7
Responsible Reviewers .••..•••••••...•.•••.•.•.••.••••••.••••••••••••• 11-11--12
Secretary of Energy ..•..•....•.•.•.•...•.•.•....••.••••••••..••••...• 11-1

Responsible Reviewers
Appointment •••••••.•••••....••••••.•.•.•••••..••••.••••••••••••••.••• 11-13
Qualifications •••••••••••••••••••••••.•.•.•.••••••••••••••••••••••••• 11-13
Responsibilities and authorities ••••••••••••••••••••••••••••••••••••• 11-11---12

Restricted Data and Formerly Restricted Data
[See also Documents (RD and FRO)]
Classification criteria •••••••••••••••••••••••••••••••••••••••••••••• IV-l
Classification levels ••••.•.•••••••••••••.•••••.•••••••••••••••••.••. IV-3
Classification policy and objectives ••••••••••••••••••••••••••••••••• 111-1;

X-1---2
Classification upgrading authority and procedures •••••••••••••••••••• V-17--l8
Declassification or downgrading authority •••••••••••••••••••••••••••• Vl-1
Original classification. prohibition of •••••••••••••••••••••••••••••• V-l
Reclassification. prohibition of ••••••••••••••••••••••••••••••••••••• V-19
Transclassification. authority for ••••••••••••••••••••••••••••••••••• 11-1

I'Restricted" markings •.•.••••••••••••••••.••••.•.•.•••.•••••••.•••••••• V-14
Sanitization ••••••.•.••.••••••.••••••.•••.•.•••.•.••..•••••.•••••.••••• VI-18
"Secret II 1eve1

Use of, criteria for ..•.•........•.•.•........•••..••.••••••.••.•••.• IV-J
Secretary of Energy

Responsibilities and authorities ••••••••••••••••••••••••••••••••••••• 11-1
Sensitive compartmented information •••••••••••••••••••••••••••••••••••• 11-1
Speeches

Classification review of ••••••••••••••••••••••••••••••••••••••••••••• V-24
Symposia papers

Classification review of ••••••••••••••••••••••••••••••••••••••••••••• V-24
Systematic declassification reviews •••••••••••••••••••••••••••••••••••• VI-13---l4

By the Uational Archives ••••••••••••••••••••••••••••••••••••••••••••• VI-13--l4
Guidelines for ..•.•.•.•.•.•.••••••.•.•.•.•.••••.•••••..••••••.••••• VI-13
Staffing assistance for .•••••.••••••••••••••••••••••••••••••••••••• VI-13--l4

By the Office of Classification for documents to be
accessioned into the National Archives ••••••••••••••••••••••••••••• Vl-14

"Top Secret" level
Use of, criteria for .•.•••••••..••••••••..••••••••.•••••••••.•••••••• IV-3

Transclassification authority •••••••••••••••••••••••••••••••••••••••••• 11-1
"Unc1assified Controlled Nuclear Information ll

'-1a rk ;n9s ••••••.••••••••••.••••••••.•••••.••••••••••..•••••••••••••••• IV- 3

..
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"Unclassified" markings
Use oft criteria for ....•.••••••.••••.••...•.•••.••..•••••••..••••••• IV-2

Upgradir,g .....•.................................................•...... V-17-12
Vi~lations (classification) •••••.••••••••.••••••••••••••••••••••••••••• !X-l
Haivers

Classification guidance for certain areas of usr •.•••...••••••••...•• 11-1
Classification review of newly generated documents ••••••••••••••••••• V-23
Portion marking of NSI documents ••••••••••••••••.•••••••••.•••••••••. V-14-15

Work jointly funded by the Department
Classification guidance .••••••.•••••••.•.•••••.••..••••••••..•.•••••• V-10

Work not funded by the Department
Classification guidance •••••.••••••.••...••.••••••••••••••••..••.••.• V-10


