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U.S. Department of Energy ORDER
Washington, D.C.

DOE 0O 474.1

Approved: 8-11-99
Sunset Review: 8-11-01

SUBJECT: CONTROL AND ACCOUNTABILITY OF NUCLEAR MATERIALS

1. OBJECTIVES.

a.  To prescribe Depatment of Energy (DOE) requirements for nuclear materid control and
accountability (MC&A) for DOE-owned and -leased facilities and. DOE-owned nuclear
materias a other facilities which are exempt from licensing by the Nuclear Regulatory
Commission (NRC).

b. Toestablish DOE M 474.1-1, MANUAL FOR CONTROL AND ACCOUNTABILITY
OF NUCLEAR MATERIALS, which provides detalled requirements for implementing an
MC&A program.

2. CANCELLATION. DOE 5633.3B, CONTROL AND ACCOUNTABILITY OF NUCLEAR
MATERIALS, dated 9-7-94. Cancellation of this Order‘does not in itself modify or otherwise
affect any contractud obligation to comply with DOE5633.3B, which remainsin effect until such
contract is modified to delete reference to DOE 5633.3B.

3. APPLICABILITY.

a.  Generd. ThisOrder appliesto nuclear materials at DOE-owned and -leased facilities and
DOE-owned nuclear materia at other facilities which are exempt from licensing by the
NRC.

b. Contractors. Except for the exclusonsin Paragraph 3c, any contractor who possesses,
uses, or shipsinuclear materials at DOE-owned or -leased facilities or possesses, ships, or
uses DOE-owned nuclear materid at other facilities exempt from NRC licensing and
regulation must follow the Contractor Requirements Document (Attachment 1) to the extent
itS provisons are incorporated into a contract.

c. Exdusons. ThisOrder does not apply to DOE-owned nuclear materias at Department of
Defense facilities or foreign facilities. To avoid duplicative or conflicting requirements, DOE
fadilities, projects, and programs under the cognizance of the Office of Civilian Radioactive
Waste Management and/or subject to NRC regulation must use the requirements specified
by the NRC or NRC Agreement State in lieu of this Order.

DISTRIBUTION: INITIATED BY:
All Departmenta Elements Office of Nonproliferation
and Nationa Security
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d. Devidions. Deviations from requirements prescribed by this Order must be processed in
accordance with DOE O 470.1, SAFEGUARDS AND SECURITY PROGRAM.

4. REQUIREMENTS. DOE M 474.1-1 contains detailed requirements for control and

accountability of nuclear materias covered by this Order.

a  Program Adminidration

@

)

©)

4)

©)

(6)

(1)

Each facility must control and account for nuclear materids subject to this Order
according to the gtrategic and monetary importance of the nuclear materids and the
conseguence of their loss. MC&A programs must deter and detect theft and diversion
of nuclear materid by both outsde and inside adversaries.

Panning for MC&A must address theft and diversion of specia nuclear materia
(SNM) and the unauthorized control of aweapon, test device, or improvised nuclear
device, where gppropriate. Planning must also consider the potentia for an indder
threat, as detailed in Design Basis Threat for Department of Energy Programs
and Facilities (U), issued by the Office of Security Affairs (NN-50).

DOE must consder MC&A requirements, systems, and technologies in the planning,
design, congtruction, and operation of new or renovated DOE facilities. DOE must
use techniques and equipment that maximize materid 10ss detection sengtivity, increase
the qudlity of accountability:measurements, and reduce the magnitude of inventory
differences and associated control limits.

Eachfacility must conduct a performance testing program to verify MC&A
procedures and practices and demondtrate that materia controls are effective.

MC& A 'measures must facilitate, to the extent practica, cost-effective integration of
the operationa mission of the program with environmentd, hedth and safety, and
physica protection consderations.

MC&A systems must help prevent radiologica and/or toxicologica sabotage involving
nuclear materids that could adversely affect nationd security, the health and safety of
employees, the public, or the environment.

MC&A programs must, unless excluded by provisions of implementing treaties and
agreements, facilitate the devel opment and implementation of foreign country and
International Atomic Energy Agency safeguards systems.
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(8) Nuclear materids or equipment supplied to nations or persons abroad must be subject
to measures designed to ensure that they are used for officid purposes only, pursuant
to an agreement for cooperation or other understanding with the United States.

b. Materiads Accountability. Nuclear materials accountability programs must ensure thet al
nuclear materials are accounted for and that unauthorized acts are detected.

(1) Accounting Systems. Nuclear materid accounting systems must provide:

(8 accurate nuclear materids information relating to receipts, transfers, inventories,
and shipments sufficient to establish a complete audit tral from receipt through
dispostion and

(b) accountability and control datain atimey.and uniform manner as required for
submission to the Nuclear Materiad Management and Safeguards System
(NMMSS), the nationa nuclear materias data base.

(2) Physca Inventories. Each facility.must implement a nuclear materia physica inventory
program to demondtrate that materialsare present in their stated quantities and to
detect when unauthorized removals have eccurred.

(& Eachfacility must perform periodic and specid physicd inventories according to
the strategicimportance of the materia and the consequence of its loss.

(b) Each facility mustinvestigate differences between accounting records and
physica inventory results to determine the cause. Accounting records must be
updated and corrected based on results of physical inventories.

(3) Measurement and Measurement Control. Each facility must implement graded nuclear
material measurement and measurement control programs to establish and verify
inventory quantities and to ensure the quaity and reliability of the measurement data.

(@ Eachfadlity must be cgpable of measuring dl nuclear maeridsin inventory,
except for those documented as not amenable to measurement.

(b) Measurement systems used for accountability purposes must be precise and
accurate enough to minimize the contribution of measurement error to the limit of
error of the inventory difference.

(© All measurement systems used for accountability purposes must have associated
measurement control programs to ensure the quality of measurement data
generated.
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(4) Maerid Trandfers. Each facility must implement programs to control and account for
nuclear materias during both internd and externd transfers.

©®)

(6)

@

(b)

©

Externd transfers of nuclear material must be documented on DOE/NRC Form
741 or other documentation approved by the cognizant operations office.

Each facility must implement a graded system of measurements and records to
monitor internal and externd trandfers of nuclear materia and to deter/detect
unauthorized removd of materid during such transfers.

When required, receiver’ s accountability measurements on externd transfers
must be performed in amanner that providesdata asstipulated in DOE M
474.1-1, Table 11-2.

Material Control Indicators. Each facility:must be capable of detecting losses through

eva uation and assessment of shipper-rece ver differences, inventory differences, and
other inventory adjustments.

Reporting to NMMSS.

@

()

(©

DOE Elements and contractors must document to NMMSS dl nuclear materids
transactions;material balances, and inventoriesin accordance with the
ingtructions provided in DOE M 474.1-2, NUCLEAR MATERIALS
MANAGEMENT AND SAFEGUARDS SY STEM REPORTING AND
DATA SUBMISSION. The nationd data base must provide nuclear materids
information relating to safeguards, materials management and production,
inventory quantities and valuations, and other programs requested or required by
DOE or NRC.

Formsidentified and described in DOE M 474.1-2, (or equivaent forms
gpproved by the cognizant Field Element) must be used to document and report
nuclear materias transactions, material balances, and inventories in accordance
with the specific procedures contained in DOE M 474.1-2, Chapters [-X. A
computer-generated form or other gpproved equivaent must contain al
information necessary for proper documentation and reporting of nuclear
materias transactions, materia baances, and inventories, as gppropriate.

DOE M 474.1-2 contains detailed ingtructions for the transfers of nuclear
materid between the United States and foreign nationds, foreign regiona
organizations, or supranationa organizations.



DOE O 474.1
8-11-99

(d) Thenationd data base serves asthe centrdized reporting facility to provide the
information required under the provisons of the U.S. IAEA Safeguards
Agreement. DOE M 474.1-2 contains specific reporting and data submission
procedures for facilities salected under the provisions of the U.S/IAEA
Safeguards Agreement.

c. Materid Control. Nuclear materid control programs must control nuclear materids

sufficient to prevent or deter loss or misuse.

@

)

©)

(4)

Access Contrals. Each facility must provide gppropriate personnel access controls to
nuclear materias, associated data, data-generating equipment, and other items or
equipment where misuse could compromise the safeguards system.

Materid Surveillance. Each facility must provide materias survelllance programs to
ensure that nuclear materias arein their authorized location’'and to detect anomalous
nuclear materid activities and conditions.

Materid Containment. Each facility must ensure that nuclear materids are used,
processed, or stored in areas with appropriate’ physical and/or accounting controls.

Detection and Assessment.  Each fadility must provide locdized detection and
assessment of unauthorized removas of nuclear materids within specified time limits
and must notify appropriate response organizations.

5. RESPONSIBILITIES!

a  Heads of Headguarters Elements.

@

)

©)

Provide oversght for the implementation of MC&A for dl DOE activities under their
jurisdiction in conformity with the requirements, procedures, and planning et forth in
the DOE 470 series of directives and set requirements and procedures for nuclear
materias not specifically covered in the DOE 470 series.

Ensure that responsibilities and authorities for materia control and accountability of
nuclear materias are addressed in the Memorandums of Agreement and associated
gppendixes, where they exist, between heads of Headquarters Elements and managers
of operations offices.

For matters under their cognizance, ensure that self-assessment offices conduct
independent assessments of the adequacy of DOE and contractor performance of their
respongibilities for control and accountability of nuclear materids.
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For matters under their cognizance, designate an individua (s) to be responsible for
derting the contracting officer to each procurement falling within the scope of this
Order. Unless another individud is designated, the responsibility isthat of the
procurement request originator (the individua respongible for initiating a requirement
on DOE F 4200.33, “Procurement Request Authorization”).

Through contracting officers, require the following:

(@ Each contractor and subcontractor under their jurisdiction who may use or
possess nuclear materials asidentified in DOE M 474.1-1, Table -1, isrequired
by contract to develop and maintain current written procedures for MC&A.

(b) Each contract under which nuclear materids are to be supplied contains
appropriate safeguards provisons consstent with' DOE requirements.

(© Inventory and scrap levels of nuclear materids held by contractors and
subcontractors under their jurisdiction are minimized to be consstent with
operationa needs and good safeguards practices.

Ensure that MC& A requirements are considered in dl phases of design of new
facilities/operations under their cognizance.

Ensure that safeguards deficiencies at facilities under their cognizance are corrected.

Director of Nonproliferation and Nationa Security through the Director of Security Affairs.

@

)

©)

Establish DOE-wide requirements, procedures, and standards for the control and
accountability of SNM and other designated nuclear materials.

Submit reports to the Secretary on the status of the safeguards program in conjunction
with the Annual Report to the President on the Status of Safeguards and Security of
Domestic Nuclear Wegpons Fecilities.

Establish DOE palicies to monitor and control the transfer of safeguards and security
technology and information to foreign states. Submit reports to the Secretary
concerning safeguards and security technology and information that may pose
unacceptable risks to domestic programs if transferred to foreign states.

Director of Safeguards and Security.
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(1) Deveop, after coordination with appropriate DOE Elements, DOE-wide
requirements, procedures, and standards, and provide staff guidance for the
safeguarding of nuclear materids.

(@ Deveop and establish requirements, procedures, and standards concerning the
documentation of nuclear materids transactions, inventories, and materia
bal ances affecting DOE Headquarters and Field Elements, contractors, and
subcontractors.

(b) Develop and establish requirements, procedures, and standards for the
submission of information on nuclear materids transactions, inventories, and
materia balances to the NMMSS.

() Ensurethat DOE requirements, procedures, and standards for SNM safeguards
are at least equivaent in their effectiveness to policies, procedures, and standards
established by the NRC.

(d) Ensurethat data documentation and collection palicies, procedures, and
standards of DOE with.respect to nuclear safeguards are comparable to those of
NRC.

() Providetechnica advice, anayses, and recommendationsin developing
international safeguards policies and procedures. Provide for implementation of
policies.and practices at gpplicable DOE facilities to support internationa and
multilaterd treaties and agreements associated with ingpections and monitoring of
nuclear materials.

(f) * Ensure the maintenance and currency of DOE M 474.1-2.

(9 Provide specific written guidance that would assist license-exempt contractors
and subcontractors to design, evaluate, and vaidate MC& A systems.

(h)  Provide specific written policy, guidance, and eva uations to determine if specific
domestic safeguards and security technology and information may be transferable
to foreign states without unacceptable risk to domestic programs and facilities.
Provide recommendations to the Director of Security Affairs on technology,
equipment, and information that should not be transferred to foreign States.

(2) Conduct/participate in specid investigations of activities of license-exempt contractors
and other contractors possessing DOE-owned nuclear materids, as necessary.



©)

(4)

Q)

(6)

DOE O 474.1
8-11-99

Coordinate these specid investigations with the heads of appropriate Headquarters
Elements and operations offices.

In consultation with heads of Headquarters Elements, initiate and direct programs for
providing required technology, equipment, and procedures to meet safeguards
objectives and for ensuring that Government and industry are provided with chemical
and isotopic reference standards and calibration and test materias which are
supportive of safeguards programs.

In connection with activities of license-exempt contractors and subcontractors,
recommend to the responsible authority corrective action to ensure compliance with
overd| safeguards requirements, procedures, and standards and, as appropriate,
recommend other courses of action.

Prepare reports and provide data for reports, through the Director of Security Affairs
and the Director of Nonproliferation andNationa Security, to the Secretary on the
datus of the safeguards program.

In connection with the maintenance of records and data to support the implementation
of nuclear materids accountability, ensure the following:

(@ Collection and processng.of deta relative to nuclear materias for which the
United States has a safeguards or management interest is accomplished as
required by directives, U.S. statutes, and international tresties and agreements.

(b) When appropriate, reports are issued sufficient to support the nuclear materias
safeguards needs of DOE, NRC, other Government organizations, and the
IAEA.

() Headquartersleve overview is exercised over key MC&A data, including
materiads control and materias accounting survey reports, inventory differences,
and shipper/receiver differences.

(d) Proposed dternative methods for submission of nuclear materids data to the
NMMSS by use of tedlecommunications sysemsin lieu of the required forms
referred to in this Order are reviewed and approved. The proposed methods
must satisfy dl applicable requirements.

() Reporting ldentification Symbols for organizations sponsored by heads of
Headquarters Elements and operations offices are established and deactivated.
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(7) Inconnection with internationa agreements, recommend corrective action to ensure
compliance with overall safeguards policies, procedures, and standards.

(8) Devdop and implement MC&A training programs for DOE and contractor safeguards
personnel. Ensure that al personnel are accorded equal opportunity to receive this
traning.

d. Director of Arms Control and Nonpraliferation

For programs, projects, and facilities not excluded by provisons of the U.S/IAEA
Safeguards Agreement:

(1) Manage programs for technical cooperation with the 1 AEA as part of the Office of
Arms Control and Nonproliferation’s (NN-40) safeguards role in guarding againgt the
diverson of nuclear materias and equipment whichhad been supplied for peaceful
purposes to the manufacture of nuclear weapons, nuclear explosive devices, or any

other military purpose.

(2) Conduct on-site safeguards and security reviews of nuclear materias distributed
abroad to the extent provided for in internationa, multinationd, and bilatera
agreements, and participate in internationa discussions regarding safeguards policies
and procedures with other DOE organizations involved in internationa programs.

(3 In coordination withrheads of Headquarters Elements and the Director of the Office of
Safeguards and-Security; ensure compliance by DOE facilities with the terms of the
“Agreement Between the United States of America and the International Atomic
Energy Agency for the Application of Safeguards in the United States of America’ and
its associated Protocol.

(4) Inconnection with internationa agreements, recommend corrective actions through the
Office of Safeguards and Security which ensure compliance with overal safeguards
policies, procedures, and standards, and when appropriate recommend suspension of
any agreements that do not meet DOE policy in regard to such arrangements.

(5) Providetechnicd advice, analyses, and recommendations in developing international
safeguards policies and procedures. Manage programs for technica cooperation with
the IAEA inits safeguards role in guarding againg the diverson of nuclear materids
and equipment to the manufacture of nuclear wegpons, nuclear explosive devices, or

any other military purpose.
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Ensure the development, operation, and maintenance of the NMMSS by collecting
data related to nuclear materids, including those for which the United States has a
safeguards interest both domestically and abroad; processing the data; and issuing
reports to support the nuclear materids safeguards and management needs of DOE,
NRC, other Government organizations, and the IAEA.

Ensure that historica records of nuclear materid transactions, materia balances, and
inventories in support of safeguards and other programs of the Government are
maintained by the Office of Arms Control and Nonproliferation, Internationa
Safeguards Divison (NN-44).

Director, Nava Nuclear Propulson Program. In accordance with the responsihilities and

authorities assigned by Executive Order 12344 [dtatutorily prescribed by Public Law
98-525 (42 U.S.C. 7158, note)] and to ensure consstency throughout the joint Navy/DOE
organization of the Naval Nuclear Propulson Program, implement and oversee dl policy
and practices pertaining to this Order for activities under the Director’ s cognizance.

Heads of Fidd Elements.

@

Implement MC& A programsfor dl DOE ectivities under their jurisdiction in
conformity with the requirements, procedures, and planning set forth in the DOE 470
series and set procedures and requirements for nuclear materials not specificaly
covered in the DOE 470 series.

(@ Requirethat an MC& A Plan be developed for each facility possessing nuclear
materias and gpprove that plan and subsequent changes. Require development
of, and compliance with, procedurd directives implementing the MC&A Plan.

(b) * Ensure cogt-effective overal protection at each site through integration, to the
extent practicable, of MC&A systems, procedures, and operations with the
associated physical protection systems, procedures, and operations.

1 Usethe DOE Dedgn Badis Threat to formulate site-specific threat
gatements for inclusion in gpplicable ste-gpecific safeguards and security

planning documents.
2  Enaurethat vulnerability assessments are performed for Category | SNM
locations and for other locations where roll-up to Category | is credible.
3  Approve aste-gpecific classfied ligt of threats and targets devel oped by

each contractor under their jurisdiction as appropriate for design and/or
evauation and vaidation of MC&A systems.
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Develop procedures for the conduct and reporting of nuclear materids
surveys in accordance with DOE O 470.1 Chapter 1X, SURVEY
PROGRAM. Conduct overdsight tests and evauations of MC& A
provisons of contractors safeguards programs.

() Ensure the maintenance of records and issuance of periodic reports reflecting
nuclear materias transactions and inventories under their jurisdiction.

(d) Ensurethat MC&A requirements are considered in al phases of design of new
facilities and operations.

(e) Ensurethat safeguards deficiencies are corrected:

(f) Ensurethat system assessment requirements are identified and met for facilities
possessing nuclear materid.

(2) Ensurethat responghilities and authorities for M C&A of nuclear materids are
addressed in the Memorandums of Agreement and associ ated appendixes, where they
exist, between heads of Headquarters Elements and Field Elements.

(3) Monitor materid control indicators and review and anayze reportable occurrences
experienced in operations undex their jurisdiction.

(& Ensurethat contractors and subcontractors under their jurisdiction evaluate all
nuclear materid control indicators, determine the probable cause of al nuclear
materid aarms; and take such corrective action as is deemed necessary.

(b)  Report malevolent acts and other reportable occurrences to the Office of
Safeguards and Security and affected heads of Headquarters Elements consistent
with the requirements of this Order and DOE O 232.1A, OCCURRENCE
REPORTING AND PROCESSING OF OPERATIONS INFORMATION.

() Require, as appropriate, each contractor, facility, and DOE Element under their
reporting jurisdiction to determine the reasons for shipper/receiver differences,
evauate the significance of dl such differences, and take appropriate corrective
action.

(4) Ensurethat MC&A upgrade needs are identified, documented, and coordinated with
affected heads of Headquarters Elements consistent with budgetary schedules.

(5) Provide MC&A systemsreview and approva for al facilities prior to beginning new
operations that might ater the performance of exising MC&A systems.
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(6) Require each DOE Element and contractor under their reporting jurisdiction to—

()

@

()

©

(d)

C)

®

()

()

Prepare and digtribute promptly the appropriate forms for documenting nuclear
materias transactions, inventories, and materia balances and for submitting the
information to the NMMSS, in accordance with the DOE M 474.1-2.

Prepare additiond data and reports required by the Field Element in the
performance of its misson.

If notified of sdlection under the U.S.- IAEA Safeguards Agreement, prepare
and submit Materid Baance Reports (DOE/NRC F742) indicating the sources
of receipts shown on line 22 (*From Other Materials’) and the destinations of
removas shown on line 71 (“ Degradation to Other Méterias’).

Ensure that for exports other than for mutua defense; the receiver’ s copies of
DOE/NRC F 741, “Nuclear Materid Transaction Report”; DOE/NRC F 741A,
“Nuclear Materid Transaction Report (Continuation Page)”; the specid reprinted
verson of DOE/NRC F 740M, “Cancise Note’; and other appropriate versions
of DOE/NRC F 740M, as required, areincluded with the actua shipment.

Ensure that both shipper’ s and recalver’ s transaction data are provided to the
NMMSS if the snipper or.receiver is aforeign entity.

Provide review.of NMMSS output sufficient to verify data processed by the
system.

Ensure that material balances held in contractors systems are reconciled with
corresponding NMM SS balances and that data corrections are implemented to
bring the systems into agreement.

Review proposed internd or computer-generated equivaent formsreferred to in
Paragraph 4b(6)(b) of this Order, and if the proposed equivaents are found to
provide al the information on nuclear materias transactions, materia balances,
and inventoriesin the proper format, approve their usein lieu of the specified
forms.

Ensure that this Order isimplemented under existing and new contracts for operating
facilities under the scope of this Order. Designate an individud(s) to dert the
contracting officer to each procurement faling within the scope of this Order. Unless
another individud is desgnated, the respongbility is that of the procurement request
originator (the individua respongible for initiating a requirement on DOE F 4200.33).
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Through contracting officers, require that the Contractor Requirements Document be
made a part of al appropriate contracts.

Review and gpprove deviations to requirements of this Order according to procedures
contained in DOE O 470.1, SAFEGUARDS AND SECURITY PROGRAM.

0. Heads of Departmenta Elements (the senior ranking officid a a DOE office location).

@

e

Include in a procurement request package, for each procurement requiring the
aoplication of this Order, the following:

(@ identification of the Order;

(b) identification of the specific requirements with'whicha contractor or other
awarder isto comply, or if thisis nat practicable, identification of the specific
paragraphs or other portions of this Order withwhich a contractor or other
awarder isto comply; and

(¢) requirementsfor the flowdown of provisons of this Order to any subcontract or
subaward.

For gpplication to-awarded management and operating or integrated management
contracts, heads of Departmental Elements may set forth this information in awritten
communication:to the contracting officer rather than in a procurement request package.

h. Manager Oak Ridge Operations Office.

@
e

Comply with'the requirements specified in Paragraphs 5f and g, above.

Perform specific internationd tracking activities as delegated by the Office of Arms
Control and Nonproliferation.

i Manager, Albuquerque Operations Office.

@
e

Comply with the requirements specified in Paragraphs 5f and g, above.

Report inventory data on nuclear materid transferred to the Department of Defense
under 42 U.S.C. 2121(b), as amended, with the exception of materid specified in
Paragraph 6] below.
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(3 Report inventory data on nuclear materid lent by the United States. to aforeign nation
under 42 U.S.C. 2121(c), as amended.

(4) Maintain memorandum inventory accounts for dl transfers of nuclear materid to the
Department of Defense under 42 U.S.C. 2121(b) and (c), with the exception of Navy
cores and associated items.  Provide guidance and ingtruction for the documentation
and reporting, as necessary, to offices making such transfers.

J.  Manager, Pittsburgh Naval Reactors Office.

(1) Comply with the requirements specified in Paragraphs 5f, above.

(2) Report inventory data on nuclear materid transferred to the Department of Defense for
non-weapons Naval reactor programs under 42 U.S.C. §2121(b), as amended.

(3) Maintain memorandum inventory accoaunts for transfers of nuclear materiasin Navy
cores and associated items to the Department of Defense under 42 U.S.C. 2121(b).

(4) Provide guidance, through the Director, Nava Reactors, for documenting and
reporting to the Department of Defense transfers of Navy cores and associated items
under 42 U.S.C. 2121(b), as amended.

k. Managers Schenectady Naval Reactors Office.

(1) Comply withtherequirements of Paragraph 5f, above.

(2) Provide guidance, through the Director, Nava Reactors, for documenting and
reporting to the Department of Defense transfers of Navy cores and associated items
under 42 U.S.C. 2121(b), as amended.

REFERENCES. See DOE M 474.1-1 for alist of references.

CONTACT. Questions concerning this Order should be directed to the Manager, Materids
Control and Accountability Program, at 301-903-2536.

IMPLEMENTATION. ThisOrder will be implemented within 60 days &fter the effective date or
when implemented under contractua agreement.
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9. DEFINITIONS. Definitions of commonly used terms are provided in the Safeguards and
Security Glossary of Terms, which is maintained by the Office of Safeguards and Security

(NN-51).

BY ORDER OF THE SECRETARY OF ENERGY:

David M. Klaus
Director of Management
and Administration
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ATTACHMENT 1

CONTRACTOR REQUIREMENTS DOCUMENT
CONTROL AND ACCOUNTABILITY OF NUCLEAR MATERIALS

DOE M 474.1-1, MANUAL FOR CONTROL AND ACCOUNTABILITY OF NUCLEAR
MATERIALS, contains detailed requirements for control and accountability of nuclear materids
covered by DOE O 474.1, CONTROL AND ACCOUNTABILITY OF NUCLEAR MATERIALS.

1. Progran Adminisration

a

Nuclear materids subject to DOE O 474.1 must be controlled and accounted for in a
graded manner consistent with their strategic and monetary importance, and the
consequence of their loss. Nuclear materid control and accountability (MC&A) programs
must deter and detect theft and diversion of nuclear materia by both outsde and insde
adversaries.

Planning for MC& A must address both the theft and diverson of SNM and the
unauthorized control of awegpon, test device, or improvised nuclear device, where
gppropriate. Planning must also consder-the potentid for an insder threet, as detailed in
Design Basis Threat for.the Department of Energy (DOE) Programs and Facilities
(U), issued by the Office of Security Affars.

DOE mugt consder MC& Arrequirements, systems, and technologiesin the planning, design,
congtruction, and operation of new or renovated DOE facilities. DOE must use techniques
and equipment that maximize materid 10ss detection sengitivity, increase the qudity of
accountability measurements, and reduce the magnitude of inventory differences and
associated control limits.

Each facility must conduct performance testing programs to verify MC& A procedures and
practices and to demondtrate that material controls are effective.

MC&A measures mugt facilitate, to the extent practical, cost-effective integration of the
operaiond misson of the program with environmentd, hedth, and safety and physicad
protection considerations.

MC&A sysems must help prevent radiologica and/or toxicologica sabotage involving
nuclear materids that could adversely affect nationa security, the health and safety of
employees, the public, or the environment.
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MC&A programs mugt facilitate the development and implementation of foreign country and
International Atomic Energy Agency (IAEA)safeguards systems, unless excluded by
provisons of implementing treeties and agreements.

Nuclear materias or equipment supplied to nations or persons abroad must be subject to
measures designed to ensure they are used for officid purposes only, pursuant to an
agreement for cooperation or other understanding with the United States.

2. Maerids Accountability. Nuclear materids accountability programsmust ensure that al nuclear

materials are accounted for and that theft or diversion has not occurred.

a

Accounting Sysems. Nuclear materid accounting systems must provide—

(1) accurate nuclear materids information relating to recapts, transfers, inventories, and
shipments sufficient to establish a complete audit trail from receipt through disposition.

(2) accountability and control detaiin atimely anduniform manner as required for
submission to the Nuclear Material Management and Safeguards System (NMMSS),
the nationd nuclear materid data base.

Physicd Inventories. Each facility. must implement a nudear materid physicd inventory
program to demonstrate that materias are present in their stated quantities, and to detect
when unauthorized removas have occurred. Physical inventories must dso serve as
confirmation that physica controls are functioning as required.

(1) Perodic and specid physical inventories must be performed according to the strategic
importance of the material and the consequence of itsloss.

(2) Differences between accounting records and physica inventory results must be
investigated to determine the cause. Accounting records must be updated and
corrected based on results of physicd inventories.

M easurements and Measurements Control. Each facility must implement graded nuclear
materid measurement and measurement control programs to establish and verify inventory
quantities and to ensure the quality and reliability of the measurement data.

(1) Eachfacility must be capable of measuring dl nuclear materids on inventory, except
those documented as not amenable to measurement.
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Measurement systems used for accountability purposes must be precise and accurate
enough to minimize the contribution of measurement error to the limit of error of the
inventory difference.

All measurement systems used for accountability purposes must have associated
measurement control programs sufficient to ensure the qudity of measurement data
generated.

Materid Transfers. Each facility must implement programs to control and account for

nuclear materials during internd and externd tranders.

@

)

©)

Externd transfers of nuclear materid must be documented on DOE/NRC Form 741 or
other documentation approved by the cognizantoperations office.

Each facility must implement a graded system of measurements and records to monitor
internd and externd transfers of nuclear materid andto deter/detect unauthorized
remova of materid during such tranders.

When required, receiver’ s accountability.measurements on externd transfers must be
performed in a manner that provides data as stipulated in DOE M 474.1-1, Table
I-2.

Material Control Indicators.  Each facility must be cgpable of detecting losses through

evauation and assessment of shipper-receiver differences, inventory differences, and other
inventory-adjustments.

Reporting to NMMSS.

@

DOE Elements and contractors must document to NMMSS dl nuclear materiads
transactions, materia balances, and inventories in accordance with the ingtructions
provided in DOE M 474.1-2, NUCLEAR MATERIALS MANAGEMENT AND
SAFEGUARDS SY STEM REPORTING AND DATA SUBMISSION. NMMSS
is used to accumulate and didtribute information concerning nuclear materids
transactions and inventories. The objective of the system isto report accurate and
complete data as soon as possible after the events described by the data occur. The
nationa data base must provide nuclear materidsinformation relating to safeguards,
materials management and production, inventory quantities and vauations, and other
programs requested or required by DOE or NRC.
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Forms identified and described in DOE M 474.1-2, NUCLEAR MATERIALS
MANAGEMENT AND SAFEGUARDS SY STEM REPORTING AND DATA
SUBMISSION, (or an equivaent form gpproved by the cognizant Field Element)
must be used for the documentation and reporting of nuclear materids transactions,
materid baances, and inventoriesin accordance with the specific procedures
contained in DOE M 474.1-2, Chapters [-X. A computer-generated form or other
approved equivaent must contain al information necessary for proper documentation
and reporting of nuclear materias transactions, materid balances, and inventories, as

appropriate.

DOE M 474.1-2, NUCLEAR MATERIALS MANAGEMENT AND
SAFEGUARDS SY STEM REPORTING AND DATA SUBMISSION, contains
detalled ingructions for the transfers of nuclear materia between the United States and
foreign nationds, foreign regiona organizations, or supranationa organizations.

The nationa data base must serve as the centralized reporting facility to provide the
information required under the provisonsof the U.S. IAEA Safeguards Agreement.
DOE M 474.1-2, NUCLEAR MATERIALSMANAGEMENT AND
SAFEGUARDS SY STEM/REPORTING AND DATA SUBMISSION, contains
specific reporting and data'submission procedures for facilities selected under the
provisons of the U.S/TAEA Safeguards Agreement.

3. Materia Control. Nuclear materid control programs must control nuclear materials sufficient to

prevent or deter [oss or misuse.

a

Access Controls. Each facility must provide appropriate personnel access controlsto

nuclear materids, ‘associated data, data-generating equipment, and other items or equipment

where misuse could compromise the safeguards system.

Materid Survelllance. Each facility must provide materids surveillance programs to ensure

that nuclear materids are in their authorized location and to detect anomal ous nuclear

materid activities and conditions.

Materia Containment. Each facility must ensure that nuclear materias are used, processed,
or stored in areas with appropriate physica and/or accounting controls.

Detection and Assessment. Each facility must provide locaized detection and assessment of

unauthorized removals of nudear materids within specified time limits and must notify
appropriate response organi zations.
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