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CLASSIFIED INFORMATION SYSTEMS SECURITY MANUAL

1.

PURPOSE. ThisManud provides requirements and implementation ingructions for the graded
protection of the confidentidity, integrity, and availability of information processed on all
automated information systems used to collect, create, process, transmit, store, and disseminate
classfied information by, or on behdf of, the Department of Energy (DOE). The requirements are
based upon gpplicable Federd dtatutes, regulations, Nationd Security Directives, Executive
Orders, procedures in Office of Management and Budget (OMB) Circulars and Bulletins, and
Federal standards.

SUMMARY. All information collected, created, processed, transmitted, stored, or disseminated
by, or on behdf of, DOE on automated information systems requires some leve of protection.
The loss or compromise of information entrusted to DOE or itscontractors may affect the nation's
economic competitive position, the environment, the nationa’ security, DOE missions, or the
citizens of the United States. The risk management approach defined inthis Manud for DOE and
its contractors provides for the graded, cost-effective protection of automated information
systemns containing classfied information. Protection of unclassfied automated information
systemsis provided for in DOE N 205.1, UNCLASSIFIEDCYBER SECURITY PROGRAM.

CANCELLATION. DOE M 5639.6A-1, MANUAL OF SECURITY REQUIREMENTS
FOR THE CLASSIFIED AUTOMATED INFORMATION SYSTEM SECURITY
PROGRAM, dated 7-15-94, is canceled:.. Cancellation of aManua does not, by itself, modify or
otherwise affect any contractud obligation to comply with such aManua. Canceled Manuals
incorporated by reference in acontract must remain in effect until the contract is modified to
delete the reference to the requirements in the canceled Manuals.

APPLICABILITY.

a  Generd. ThisManua appliesto Departmenta eements responsible for protection of
automated information thet is dassified.

b.  Application to Contracts. This Manual appliesto covered contractors (a DOE contractor
or subcontractor subject to DOE Acquisition Regulation, Part 952.204-2, or other clause
requiring protection of classfied information, nuclear materid, or other sengtive information
or activities). For contractor requirements, see the contractor requirements document in
Attachment 1.

IMPLEMENTATION. Security requirements for classfied information systems contained in this
Manua and in DOE O 471.2A, INFORMATION SECURITY PROGRAM, must be
implemented as follows.

a.  ThisManud must be implemented no later than 6 months from the date of issuance.
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Existing accredited classified information systems shall remain accredited until
reaccreditation is required, either because the systems have passed the 3-year
accreditation expiration date or because of significant changes in the security
requirements of the classified information system. After implementation of this
Manual, reaccreditation must be in accordance with this Manual and DOE O 471.2A.

Classified information systems that have begun the certification and accreditation
process before implementation of this Manual may be accredited under DOE M
5639.6A-1. These systems will remain accredited until reaccreditation is required,
either because the systems have passed the 3-year accreditation expiration date or
because of significant changes in the security requirements of the information system.
Reaccreditation must be in accordance with this Manual and DOE O 471.2A.

New classified information systems that are under development and that have not
begun the certification and accreditation process before implementation of this Manual
must meet the requirements of this Manual and DOE O 471.2A.

DEFINITIONS. See Attachment 2.

CONTACT. Questions concerning this Manual should bedirected to the Classified
Information Systems Security Program Managerat 301-903-2122.

BY ORDER OF THE SECRETARY OFENERGY:

David M. Klaus
Director of Management
and Administration
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CHAPTERI

CLASSFIED INFORMATION SYSTEMS SECURITY PROGRAM OVERVIEW

1. INTRODUCTION. The Classfied Information Systems Security Program provides for the
protection of classfied information on DOE and contractor information syssems. This Manua
conssts of three main dements: Management Structure, Risk Management, and Requirements.
In this document, the term(s) “ classfied information system,” “information system,” or “system”
are used to mean systems that process classified information.

2. MANAGEMENT STRUCTURE. Management of the Classfied Information Systems Security
Program is performed through a multi-tiered structure. DOE positions include the Classified
Information Systems Security Program Manager (1ISPM), Designated Approving Authority(s)
(DAA), and Classified Information Systems Security Operations Manager(s) (ISOM). Site
positions, which may be held by DOE or contractor employees, include Classfied Information
Systems Security Site Manager(s) (ISSMs) and Classfied Information Systems Security
Officer(s) (1ISSO). Site positions aso include gpplication owners/data custodians and users.
Details of the management structure and respongibilities are in'Chapter 1.

3. RISK MANAGEMENT. Risk management isa process that consdersthe prevailing DOE
threet andlys's, the effect of countermeasures gpplied to the processing environment, the remaining
vulnerahility of the processing environment (residud risk), and the protection requirements and
vaue of the information being processed. " Countermeasures are increased until the risk is reduced
to an acceptable leve or until thereost.of reducing the risk becomes prohibitive. If the DAA
determines that the remaining risk.is not acceptable, management must then determineif the
automation requirements are sufficient to justify additiona costs. Details of the risk management
process and other programmanagement requirements are in Chapter 111. The certification and
accreditation processis described in Chapter V.

4., REQUIREMENTS. The Depatment’s classfied information systems security process for
achieving adequate protection based on levels of concern for the confidentidity, integrity, and
availability of information is detailed in Chapter V. Requirements common to dl sysemsare
detailed in Chapter V1. These include sanitization, maintenance, personnel, and physica
requirements. Protection requirements graded by levels of concern and confidentiality protection
level are detailed in Chapter VII. These include audit, documentation, and testing requirements.
Additional requirements for interconnected systems (networks) are detailed in Chapter VIII.

5. OTHERRELATED POLICIES. ThisManud provides protection requirements for classified
information systems. Other DOE Orders and Manuds provide the specific requirements for
classfied communications, protected tranamission systems, classified matter protection, and
personnd and physica requirements. Determination of classification must be accomplished in
accordance with DOE classfication policy.
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CHAPTER 11

MANAGEMENT STRUCTURE AND RESPONSIBILITIES

The Classfied Information Systems Security Program is managed through a multi-tiered structure. The
structure includes an ISPM at DOE Headquarters, DAA(S), ISOM(s) a each DOE Operations Office,
and ISSMs and ISSOs at the Sites. The structure aso includes application owners/data custodians and
users of the systems. This chapter describes the roles and responghbilities of the individudsinvolved in
the decison-making activities in the Program.

1.

CLASSIFIED INFORMATION SYSTEMS SECURITY PROGRAM:MANAGER (ISPM).

The ISPM is a DOE employee knowledgeable in information systems security and is gppointed
by the Director of the Office of Safeguards and Security (NN-51). The ISPM is responsible for
the following.

a

Serves as the program manager for Classified Information Systems Security and ensures
implementation of the Classfied Information Systems Security Program within DOE.

Develops and recommends DOE poalicies, sandards, procedures, and guidelines for
protecting information systems that collect, create, process, transfer, store, or provide
access to classfied information.

Maintains a continuing review of thisManua to ensure that current technology is being
applied to the protection of information systems that create, process, store, transfer, or
provide access to classified information and to eiminate those practices that are no longer
needed or effective.

Approves secure remote diagnostic and maintenance facilities proposed for use with
information systems that process classfied information.

Annudly reviews and updates, as needed, the Periodic Risk Assessment for the DOE
Classified Information Systems Security Program and the DOE Statement of Generic Threat
to Automated Information Systems.

In coordination with the field, designates the DAA for information systems that operate
under the jurisdiction of more than one Headquarters and field eement.

Reviews and concurs on accreditation for systems operating a Protection Level 5 or 6 that
operate under the jurisdiction of one Headquarters or field element.

Represents the DOE before Federd, private, and public organizations concerned with
protecting classfied information systems.
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Reports changesin ISOM and DAA appointmentsto dl DAAS.
Coordinates—
(1) with the Unclassfied Computer Security Program Manager;

(2) withthe Office of Energy Intelligence on the protection of Sengtive Compartmented
Information (SCI);

(3) implementation of the Classfied Information Systems Security Program with Classified
Matter Protection and Control, Personne Security, Physica Security, Communications
Security, Protected Transmission Systems, TEMPEST, Materids Control and
Accountability, and other programs, as appropriate; and

(4) the development, publication, and distribution of guiddines for the protection of
classfied information systems.

Provides education, awareness, and training activities thai—

(1) ensurethat education in DOE' s Classified Information Systems Security Program
policies and practicesis avallable to the ISOMs and | SSM s (scheduling of these
educationd activities must dlow dl ISOMs and ISSMsto participate within 1 year of
their gppointment);

(2) maintain acgpability to faailitate the eectronic exchange of information systems
security information, such as awareness derts on sniffer attacks, viruses, etc.;

(3) periodically present information systems security workshops; and

(4) perodicaly sponsor an Information Systems Security Program training conference.
Supports, maintains, and coordinates an advice and ass stance capability for use by any
ISOM or ISSM within DOE. The services provided by this capability must include the
following.

(1) Advice and Assstance Reviews. Reviews of information systems protection as

requested by the Site, such as reviews of network designs or protection profiles of
networks or systems.

(2) Independent Vdidation and Verification (IV&V). Desgn, certification, and
performance test reviews of networks or systems that process classfied information.
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Maintains and coordinates an incident response cagpability to provide timely assstance and
system vulnerability informeation to DOE Sites.

Provides guidance for atechnology development program to support the Classified
Information Systems Security Program and periodically briefs DAAs, ISOMs, and ISSMs
on activities and results of the program.

Collects and disseminates informetion relevant to the Classfied Information Systems
Security Program.

Monitors the Classfied Information Systems Security Program findings and deficiencies
resulting from surveys, ingpections, and reviews.

Conductstimely reviews of the system protection documentation.and the certification for
information systems located in Sendtive Compartmented | nformation Facilities (SCIFs)
received from cognizant |ISOMs and provides comments to the Office of Energy
Intdligence.

2. DESIGNATED APPROVING AUTHORITY(DAA). TheDAA isaDOE employee

gppointed by the Operations Office Manager. He/she is responsible for evauating the protection
measures in an information system as described in the Classified Information Systems Security
Plan (ISSP), the results of any certification tests;the certification of the system, and any residud
risks of operating the system. The DAA may designate additiond tests that must be performed
prior to meeting accreditation requirements.

With this gppointment, the Operations Manager provides the DAA with written authorization to
accept the resdud risksand responghility for the loss of confidentidity, avallability, and/or
integrity of dl classified information sysems under DAA jurisdiction. The authorization must
include accreditation, provisond accreditation, withdrawal of accreditation, and suspension of
operations for dl classfied information systems with operationa boundaries fully contained under
his/her jurisdiction.=The ISOM may aso be appointed asthe DAA. The DAA isresponsible for
the following.

a

Serves as accrediting authority for each DOE and covered contractor classified information
system with operationd boundaries fully contained under hisher jurisdiction.

Ensures that this Manud isimplemented for each classfied information system under hisher
jurisdiction, that each system is accredited or reaccredited every 3 years (except for
information systems that process SCI), and that the accreditation or reaccreditation is
documented.

Ensures that the accreditation of each system under his’her jurisdiction is withdrawn, and
that the system is properly sanitized when the system no longer processes classified
information or when changes occur that might affect accreditation.
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d. Ensurestha DAA authorities are delegated only to DOE employees who are
knowledgegble in information systems security.

e. Reportsany changesin ISOM or ISSM gppointments to the |SPM.

CLASSIFIED INFORMATION SYSTEMS SECURITY OPERATIONS MANAGER(S)
(ISOM). ThelSOM isaDOE employee, knowledgegble in information systems security and
appointed by the Operations Office Manager. The ISOM must participate in |SPM-sponsored
traning in the Classfied Information Systems Security Program within 1 year of hisher
aopointment. The ISOM isrespongble for the following.

a  Communicates appropriate incident reports received from stesto the ISPM.

b. Ensuresperiodic review of the Classified Information Systems Security Program congstent
with the Operations Office Survey Program at each site under thejurisdiction of the DOE
operations office.

c. Evduatesinformation systems for accreditationand providesresults to the DAA.

d.  Monitors responses to findings and other deficienciesidentified in surveys, ingpections, and
reviews of each ste's Classfied Information Systems Security Program to ensure that any
necessary corrective or compensatory actions have been completed.

e.  Coordinates the following:

(1) theClassfied Informeation Systems Security Program with the Unclassified Information
Systems Security. Program;

(2) implementation of the Classified Information Systems Security Program with
requirements of ‘other DOE programs, as appropriate, such as Classified Matter
Protection and Control, Personndl Security, Physical Security, Communicetions
Security, Protected Transmission Systems, TEMPEST, and Materids Control and
Accountability Programs.

CLASSIFIED INFORMATION SYSTEMS SECURITY Site Manager(s) (ISSM). The ISSM
is gppointed by the Site Manager to be responsible for implementation of the Ste Classified
Information Systems Security Program. A separate |SSM may be gppointed for information
systemsin an SCIF if the Ste determines that another ISSM is needed. In this capacity, the
ISSM aso functions as the Site point of contact (POC) for al classfied information systems
Security issues. TheISSM is responsible for the following.

a.  Ensuresthe development, documentation, and presentation of information systems security
education, awareness, and training activities for Site management, information security
personnd, data custodians, and users. Thistraining and awareness program must include,
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but is not limited to, various combinations of classes (both salf-paced and formal), security
education bulletins, training films, computer-aided ingtruction, security briefings, and related
educational ads.

b.  Ensuresthe development, documentation, and presentation of Information systems security
training for escortsin information systems operationd aress.

c. Edablishes, documents, implements, and monitors the Classified Information Systems
Security Program for the Ste and ensures Site compliance with DOE requirements for
information systems.

d. Ensuresthe development of procedures for use in the Ste Classified.Information Systems
Security Program.

e.  ldentifies and documents unique threets to information systems &t the Ste.

f.  Ensuresthat the site's Classfied Information Systems SecurityProgram is coordinated with
the Site Safeguards and Security Plan (SSSP) or the Site Security Plan (SSP) (see DOE O
470.1, SAFEGUARDS AND SECURITY PROGRAM, Chapter 1).

g.  Coordinates the following:

(1) implementation of the site Classfied Information Systems Security Program with the
other Site programs, as appropriate, such as Classified Matter Protection and Control,
Personnel Security, Physical Security, Communications Security, Protected
Transmisson Systems, TEMPEST, and Materids Control and Accountability;

(2) development of @ ste self-assessment program for the Classfied Information Systems
Security Program; and

(3) <df-assessment of the Ste's Classfied Information Systems Security Program, which is
to be performed between operations office surveys.

h.  Ensures the development of site proceduresto—

(1) govern marking, handling, contralling, removing, trangporting, sanitizing, reusing, and
destroying media and equipment containing classfied informetion;

(2) ensurethat vendor-supplied authentication fegtures (e.g., passwords, account names)
or security-relevant festures are properly implemented;

(3) report classfied information systems security incidents;
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(4) requirethat each classified information system user Sgn an acknowledgment of
respongibility (Code of Conduct) for the security of classified information systems and
clasdfied information;

(5) detect mdicious code, viruses, and intruders (hackers); and

(6) review and gpprove |SSPs, certification test plans, and certification test results.

Determines, using guidance from the data custodian(s), the gppropriate levels of concern for
confidentidity, integrity, and availability for each information system that processes classified
information.

Certifiesto the DAA, in writing, that each | SSP has been implemented, that the specified
protection measures are in place and properly tested, and that-the classfied information
system is functioning as described in the ISSP.

Recommends to the DAA, in writing, approva or disapprova of the |SSP test results and
the certification Statement.

Ensures that the DAA is notified when asystem no longer processes classfied information
or when changes occur that might affect accreditation.

Participates in |SPM-sponsored information systems security training within 1 year of hisher
gppointment.

Ensures that personnd are trained on the information system’s prescribed security
restrictions and safeguards before they areinitidly allowed to access a system.

5. CLASSIFIED INFORMATION SYSTEMS SECURITY OFFICER(s) (ISSO). ThelSSOis

respongble for the following.

a

Ensures implementation of security measures for each dassfied information system for which
he/she is responsible.

Identifies and documents any unique threets to classfied information systems for which
he/she is the ISSO and forwards them to the ISSM.

If so directed by the DAA and/or if an identified unique locd threet exigts, performs arisk
assessment to determine if additiona countermeasures beyond those identified in this Manud
arerequired.

Deveops and implements a certification test plan for each classified information system for
which he/sheisthe 1SSO, asrequired by this Manua and the DAA.
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e.

Prepares, maintains, and implements an | SSP that accurately reflects the ingtdlation of
protection measures for each classfied information system for which he/she is respongible.

Maintains the record copy of the |SSP and related documentation for each classified
information system for which he/sheisthe ISSO.

Notifiesthe DAA (through the ISSM) when a system no longer processes classified
information, or when changes occur that might affect accreditation.

Ensuresthe following:

(1) that the sengtivity levd of the information is determined prior-to. use on the classified
information system and that the proper security measures are implemented to protect
thisinformation;

(2) that unauthorized personnd are not granted use of, or access to, a classified
information system; and

(3) that formd access contrals are implemented for each classfied information system,
except stand-alone persona computers and stand-al one workstations.

Documents any specia protection requirements identified by the data custodians and the
protection measures implemented to fulfill these requirements for the information contained in
the dassified information system.

Ensures that confidentidity, integrity, and availability levels of concern are determined for
each classfied information.system for which he/she isrespongble.

Implements Site procedures to—

(1) governmarking, handling, contralling, removing, trangporting, sanitizing, reusing, and
destroying media and equipment containing classfied information;

(2) ensurethat vendor-supplied authentication features (e.g., passwords, account names)
or security-relevant features are properly implemented;

(3) report classfied information systems security incidents;

(4) requirethat each classified information system user Sgn an acknowledgment of
responsibility (Code of Conduct) for protecting classified information systems and
clasdfied information;

(5) detect mdicious code, viruses, and intruders (hackers); and
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(6) review and gpprove |SSPs, certification test plans, and certification test results.

Ensures that users are properly trained in system security by identifying classfied information
systems security training needs (including system-speific training) and personne who need
to attend system security training programs.

Conducts ongoing security reviews and tests of classified information systemsto periodicaly
verify that security festures and operating controls are functiona and effective.

Evauates proposed changes or additions to the classfied information systems and advises
the ISSM of their security relevance.

CLASSIFIED INFORMATION SYSTEMS APPLICATION OWNER/DATA

a

CUSTODIAN.

Determines and declares the sengttivity leve of information‘prior te the information being
processed, stored, transferred, or accessed on the classified.information system.

Advises the ISSO of any specia protection requirements for information to be processed on
the dlassified information system.

Determines and documents the data and application(s) that are essentid to the fulfill the Site
mission and ensures that requirements for contingencies are determined, implemented, and
tested.

Ensures that information iSprocessed on a classified information system thet is accredited a
aleved aufficient to protect.the information.

USERS OF CLASSIFIED INFORMATION SYSTEMS.

a

b.

Comply withithe Classified Information Systems Security Program requirements.

Be aware of and knowledgeable about their responghbilitiesin regard to classified
information systems security.

Be accountable for their actions on a classfied information system.

Ensure that any authentication mechanisms (including passwords) issued for the control of
their access to classified information systems are not shared and are protected at the highest
cassfication leve and most redrictive classfication category of information to which they
permit access.
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e.  Acknowledge, in writing, their reponghilities (Code of Conduct) for protecting classfied
information systems and classified information.

f.  Paticipaein traning on the information system’s prescribed security restrictions and
safeguards before initid accessto asysem. Asafollow-up to thisinitid training, participate
in an ongoing security education, training, and awareness program.
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CHAPTER 111

RISK AND PROGRAM MANAGEMENT

1. INTRODUCTION. The cornerstone of the Classfied Information Systems Security Program is
the risk management process, which determines the protection requirements for DOE information.
Risk management baances the data custodian’s perceived vaue of the information and his’her
assessment of the consequences of loss of confidentidity, integrity, and avalability againg the
costs of protective countermeasures and day-to-day operations. DOE'’ s risk management
process includes the following interrdated phases:

a threat andyss,

b. risk andysstha evauates generic threats, technologies, and architectures and integrates
associated findings into DOE directives governing information systems,

c. daacusodians declarations of the consequencesof loss of confidentidity, integrity, and
avalability;

d. dteprogram implementation that evaluates the unique concerns of the site (i.e,, threats,
protective technologies, procedures, etc.) and integrates those concerns with Site operations,

e. sysemimplementation that identifies, evauates, and integrates the impact of information
loss, system vulnerabilities, datacustodian protection requirements, cost of protective
measures, and mission requirements; and

f.  sysem operation where the remaining risk (residud risk) is accepted and oversight is
initiated to ensure that the leve of resdud risk is managed throughout the information
sysem’slife cycde

2. THREAT ANALYSIS. Theandyssof information threatsidentified by nationd and DOE
organizations provides the basis for protecting DOE' s classfied information. The ISPM must
annudly review the nationa information threat posture. The results of this review must be used to
develop or update the DOE Statement of Generic Threat to Automated Information Systems.

3. DEPARTMENTAL RISK ANALYSS. This process beginswith an andysis of information
architectures and technologies to determine how information with different sengtivities can be
protected on asystem. A risk assessment is then performed using this analysis and the DOE
Statement of Generic Threat to Automated Information Systems. The results of this risk
assessment are used as the basis to devel op the protection countermeasures for DOE’s
information.
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a.  Peiodic Risk Assessment. For DOE Classified Information Systems Security Program, the
ISPM must maintain a congtant awareness of how technology, technology trends,
information architectures and information sandards relate to protecting information. The
ISPM must use this information and the DOE Statement of Generic Thresat to Automated
Information Systems to perform and update the Periodic Risk Assessment for the Classified
Information Systems Security Program.

b. Changesto Directives. If ether the DOE Statement of Generic Threst to Automated
Information Systems or the Periodic Risk Assessment for the Classified Information Systems
Security Program is changed, the ISPM must identify and recommend changes to
requirementsin DOE O 471.2A and this Manud.

DATA CUSTODIAN RESPONSIBILITIES. The custodian of each piece of information
collected, created, processed, transmitted, or stored on an automated system must ensure the
determination of the level of sengtivity and classfication of information on the automated system.

SITE PROGRAM IMPLEMENTATION. The Ste risk assessment, performed as a function of
the Site Security Plan (SSP) or the Site Safeguards and Security. Plan (SSSP), must include the
Departmentwide Classfied Information Systems Security Risk' Assessment as a basdine and must
identify any site-specific threats. The Ste risk assessment. must consider any protection
technologies unique to the Ste. The resultsof the Site risk assessment must be documented and
used to augment, as needed, the Classified Information Systems protection profiles to be applied
to information systems & the Site.

NEW OR MODIFIED SYSTEM IMPLEMENTATION. The system implementation process
begins when the level s of concern.and protection leve of the information to be processed are
identified, as described in Chapter V. Thisinformation forms the basis for the protection profile.
The protection profile requirements are then integrated into the information system’s design,
implementation, and operation.

SYSTEM OPERATION. Thefind phase of the risk management process is acceptance of risk
through certification and accreditation (see Chapter V) and the protection of information during
day-to-day operations.

INCIDENT REPORTING. In addition to the reporting requirements of DOE O 232.1A,
OCCURRENCE REPORTING AND PROCESSING OF OPERATIONS INFORMATION,
dated 7-21-97, the ISOM must ensure that incidents affecting DOE or nationd interests are
reported (viatelephone or other eectronic means) to the ISPM. The report must include at least
the location of the incident, possible effect on DOE or nationa interests, a description of the
incident, and a description of the actions that were taken to protect information after the incident
was discovered. All individud(s) collecting information about or reporting an incident must ensure
that any sengtive or classified information involved in the incident or report is properly protected.
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a.  Thefollowing incident reporting requirements goply.

(1) Affects SiteInterests. If theincident affects only Ste interests, the Ste must collect and
maintain information about the incident, such as location, description, resources needed
to respond to the incident, and actions that were taken to protect information after the
incident was discovered. The DAA must provide thisinformation on request from the
ISPM. A quarterly summary report must be submitted to the ISPM through the
|SOM.

(2) Affects DOE or Nationd Interests. Any incident that affects DOE or nationd interests
must be reported to the ISOM immediately after detection. The ISOM must report
the incident to the ISPM within 1 hour of receiving the Site report.

b. ThelSPM will periodicdly issue ingructions regarding wheat congtitutes an incident and
specifying information to be reported.

9. OVERSIGHT.

a  1SOM Program Reviews. The ISOM must ensure that periodic reviews of the Ste's
Classified Information Systems Security Program are performed.

b. 1SSM Sdf-Assessments. The ISSM mustensure that periodic salf-assessments of the Site's
program are performed. Upon completion of each review, the ISSM must ensure that a
corrective action plan is prepared. and implemented for al findings or vulnerabilities as
directed by DOE O 470.1, Chapter 1 X, Paragraph 10a. A record of each review and the
subsequent corrective action plan must be retained and made available during future surveys

and ingpections.

10. SITE SAFEGUARDS AND SECURITY PLAN. The SSSP must contain informeation regarding
the Classfied Information Systems Security Program as detailed in DOE O 470.1.




DOEM 471.2-2 V-1
8-3-99

CHAPTER IV
PROTECTION PROFILES
1. INTRODUCTION. A protection profileisa description of the protection measures required for

apaticular information system. A protection profile reflects the prescribed protection measures,
which are determined by—

a.  theprotection level for confidentidity,
b. thelevd of concern for integrity and availability, and

c. theoperating environment of the system as reflected by the level(s) of trust embodied in the
user environment.

2. LEVEL OF CONCERN. Thelevd of concern reflects the perceived sengtivity of the
information and the consequences of the loss of confidentidity, integrity, or availability.

a  Information Sendtivity Mairices. The infermation sensitivity meatrices presented here are
designed to asss in determining the appropriate protection level and the levels of concern
for confidentidity, integrity, and availability for a given dassfied information system
processing agiven set of information. The matrices (Tables 1, 2, and 3) should be used as
follows.

(1) A determinaion of high, medium, or low must be made for each of the three attributes:
confidentidity, integrity, and availability. It is not necessary for the level of concernto
be thesame for @l attributes of the system.

(2) TheDAA or the data custodian may determine that additiond protection measures
(beyond:those required by the specified levels of concern) are necessary to achieve an
acceptable level of risk.

b. Confidentidity Level of Concern In consdering confidentidity, the principa question isthe
necessty for supporting the classification levels and the types of information (e.g., Secret
Restricted Data [SRD] Sigma 15) on the system in question. The Protection Level Table
for Confidentidity (Table 4) combines the processing environment with the level of concern
for confidentidity to provide a protection level. The protection level isthen applied to Table
5 to provide a set of graded requirements to protect the confidentidity of the information on
the system. This graded approach to requirements provides sufficient and necessary
protection for the information on the system without requiring unnecessary protections for
sysems where the level of concern for confidentiaity islow or medium.
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Table 1. Information Sengtivity Matrix for Confidentiality.

L evel of Concern Qualifiers

High All Cl

All Specia Access Programs (SAPs)/Specia Access Required (SAR)
All information protecting intelligence sources, methods, and anaytical
procedures

All Single Integrated Operational Plan (SIOP)

All Crypto

SECRET RD (SIGMAs 1,2,14,15) and TOP SECRET

SECRET

Medium SECRET RD (All other SIGMAS)

Low CONFIDENTIAL

NOTE: The DAA or the data custodian may determine that additional protection measures (beyond those
required by the specified level of concern) are necessary to achieve an acceptable level of risk.

Table2. Information Sensitivity Matrix for Integrity.

L evel of Concern Qualifiers

Absolute accuracy. required for mission accomplishment; or loss of life might

High result from loss.of integrity; or loss of integrity will have an adverse effect on
9 national-level interests; or loss of integrity will have an adverse effect on
confidentiality.

High degree of accuracy required for mission accomplishment, but not
Medium absolute; or bodily injury might result from loss of integrity; or loss of
integrity will have an adverse effect on organizationa-level interests.

Low Reasonable degree of accuracy required for mission accomplishment.

NOTE: The DAA or the data custodian may determine that additional protection measures (beyond those
required by the specified level of concern) are necessary to achieve an acceptable level of risk.

c. Integrity Leve of Concern In consdering integrity, the principa congderdtion is the need
for accuracy of the information on the syslem in question.

d. Avallability Leve of Concern In consdering availahility, the principa consderation isthe
need for the information on the system in question to be available in afixed time frameto
accomplish amission.
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Table 3. Information Sengtivity Matrix for Availability.
L evel of Concern Qualifiers
Information must always be available upon request, with no tolerance for
High delay; or loss of life might result from loss of availability; or loss of
9 availability will have an adverse effect on nationa-level interests; or loss of
availability will have an adverse effect on confidentiality.
Information must be readily available with minimum tolerance for delay; or
Medium bodily injury might result from loss of availability; or loss of availability will
have an adverse effect on organizational-level interests.
Low Information must be available with flexible tolerance for delay.
NOTE: In this context, “High - no tolerance for delay” means no delay; “ Medium- minimum tolerance for delay”

NOTE:

means a delay of secondsto hours; and “Low - flexible tolerance for delay” means a delay of daysto
weeks.

The DAA or the data custodian may determine that additional protection measures (beyond those
required by the specified level of concern) are necessary.to achieve an acceptable level of risk.

3. PROTECTION LEVEL. The protection leve of ‘a classified information system is determined by

the relationship between two sets of facts: (1) the clearance levels, formal access approvals, and
users need-to-know; and (2) the level of concern for classfication. The protection level
trandatesinto a set of requirementsthat must be implemented in the resulting systlem. Table4
presents the criteria for determining the following six protection levels for confidentidity:

a

Systems are operating.at Protection Level 1 when al users have al required clearances,
formal access approvals, and the need-to-know for al information on the system.

Systems are operating a Protection Level 2 when dl users have dl required formal
gpprovasftor accessto al information on the system, but at least one user lacks
adminidrative gpprovas for some of the information on the sysem. Thismeanstheat al users
have al required clearances and al required forma access approvals, but at least one user
lacks the need-to-know for some of the information on the system.

Systems are operating at Protection Level 3 when at least one user lacks at least one
required forma gpprova for access to some information on the sysem. This meansthat al
users have dl required clearances, but at least one user lacks forma access approva for
some of the information on the system.

Systems are operating a Protection Level 4 when at least one user has only aDOD Secret
or DOE L dearance, and the leve of concern for confidentiaity is high.
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Systems are operating at Protection Level 5 when at least one user has no clearance, and
the information on the system is cdlassified no higher than Secret and containsno Sigma 1, 2,
14, or 15 (i.e, theleve of concern for confidentidity islow or medium).

Systems are operating at Protection Level 6 when at least one user has no clearance, and
the leve of concern for confidentidity is high.

4. PROTECTION PROFILES.

a  Common Reguirements. Requirements common to al systems are detailed in Chapter VI.

b. Graded Requirements. Protection requirements graded by level s.ef .concern and
confidentidity protection level are detailed in Chapter V1. The tablesincluded here present
the requirements detailed in Chapter VII. To use these tables, find the column representing
the protection leve for confidentidity, or find the column representing the level of concern
for integrity or avalability.

(1) Confidentidity Components. Confidentiaity. components describe the confidentidity
protection requirements that must beimplemented in an information system using the
profile. Confidentidity protection requirements are graded according to the
confidentidity protection levelSthat incorporate levels of concern.

Table4. Protection Level Tablefor Confidentiality.
L evel of L owest Formal Access Protection
Concern Clearance Approval Need-To-Know Level
High Uncleared NOT ALL Users | NOT ALL Users 6
Have ALL Have ALL
Medium or Low Uncleared NOT ALL Users | NOT ALL Users 5
Have ALL Have ALL
High or Medium | DOD Secret or NOT ALL Users | NOT ALL Users 4
DOE L Have ALL Have ALL
High, Medium, or | At Least Equal to | NOT ALL Users | NOT ALL Users 3
Low Highest Data Have ALL Have ALL
High, Medium, or | At Least Equal to | ALL UsersHave | NOT ALL Users 2
Low Highest Data ALL Have ALL
High, Medium, or | At Least Equal to | ALL UsersHave | ALL UsersHave 1
Low Highest Data ALL ALL
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Table5. Protection Profile Tablefor Confidentiality.
Confidentiality Protection L evel
Requirements (Par agraph) 1 2 3 4 5 6
Audit Capability (VI1.3) AUD-1 | AUD-2 | AUD-3 | AUD-4 | AuD-4 | AUD-5
Communications (V11.6) COM-1 | COM-1 | COM-1 | COM-2 | COM-1 | COM-1
Configuration Management (V11.7) CM-1 CM-1 CM-2 CM-3 CM-3 | CM-3
Independent Validation and IVV-1 | IVV-1 | IVV-2
Verification (V11.9)
Resource Access Controls (V11.10) RAC-1 | RAC-2 | RAC-3 | RAC-3 | RAC-3
Resource Utilization RU-1 RU-2 RU-2 RU-2 RU-2
(VI1.11)
Session Controls (V11.12) SC-1 SC-2 SC-2 SC-3 SC-3 SC-3
Security Documentation (V11.13) SD-1 SD-1 SD-1 SD-2 SD-2 SD-2
Separation of Functions (V11.14) SF-1 SF-1 SF-1 SF-1
System Recovery (V11.15) SR-1 SR-1 SR-1 SR-2 SR-2 | SR-2
Security Support Structure (V11.16) | SSS-177Sss1 | SSS2 | SSS3 | SSS3 | Sss3
Security Testing (V11.17) ST-1 ST-2 ST-2 ST-3 ST-3 ST-3
Trusted Path (V11.18) TP-1 | TP-1

(2) Integrity Components. Integrity components describe the integrity protection

requirements that must be implemented in an information system using the profile. The
integrity protection requirements are graded according to the integrity level of concern.

(3) Avallability Components. Availability components describe the availability protection

requirements that must be implemented in an information system using the profile. The
availability protection requirements are graded according to the availability leve of

concern.

5. SIGNIFICANT RISK SYSTEMS. Systems operating at Protection Level 5 or 6 present a

significant risk of the loss of classfied information. Systems operating at these levels may
operate in within a protected environment or have connections that provide encrypted data to
pass over public switched networks. Direct connections to public switched networks, without

absolute assurance that dl communications are encrypted, are not permitted.
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Integrity Level of Concern

Requirements (Paragraph) Low Medium High
Audit Capability (V11.3) AUD-1 AUD-2 AUD-4
Backup and Restoration of Data (V11.4) BRD-1 BRD-2 BRD-3
Changesto Data (V11.5) CD-1 CD-1 CD-2
Communications (V11.6) COM-1 COM-1 COM-2
Configuration Management (V11.7) CM-1 CM-2 CM-3
Security Support Structure (V11.16) SSS-1 SSS-2 SSS-3
Security Testing (VI1.17) ST-1 ST-2 ST-3

Table7. Protection'Profile Tablefor Availability.
Availability Level of Concern

Requirements (Par agr aph) Low Medium High
Alternate Power Source (VII.2) APS-1 APS-2 APS-3
Backup and Restoration of Data (V11.4) BRD-1 BRD-2 BRD-3
Disaster Recovery Planning (V11.8) DRP-1 DRP-2 DRP-3
Security Support Structure (V11.16) SSS-1 SSS-2 SSS-3

Any connection of these systemsto other agencies will require a memorandum of understanding

gating that the system/network being connected either—

a.  isnot connected to the public switched network,

b. isnot connected to another system/network that does not use encrypted connections to the

public switched network, or
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c. isconnected to the public switched network and uses approved encryption methods for that
connection..

6. SUBSTANTIAL RISK SYSTEMS. Systems operating at Protection Level 4 present a
substantial risk of the loss of the separation and need-to-know protection provided by
compartmentation. DAASs must recognize the technicd risk of operating such systems.

7. SPECIAL CATEGORIES. Severd categories of systems can be adequately secured without
implementing the protection measures specified in Chapter VII. These sysems are not
“exceptions’ or “specid cases’ of the protection levels specified in this chapter; however,
applying the protection requirements specified in Chapter V11 to these systems by rote resultsin
unnecessary costs and operational impacts. In generd, the technical questions are where, when,
and how to apply a given set of protection measures, rather than whether to gpply the measures.
For many of these “specid” systems (such as guards or pure servers and tactical, embedded,
data-acquisition, and specid-purpose systems), the physical security protections for the system
provide the required access control while the application running on the platform provides the
required user separation.

a  Pure Savers.

(1) Certan specidized systems, when acting as pure servers in anetwork, do not fit the
protection level criteria and may need fewer protection measures. These systems have
the following characterigtics:

(8 no user codeis present on the system,

(b) only system administrators and maintainers can access the system,

(c)/ the system provides non-interactive services to clients (e.g., packet routing or
messaging Services),

(d) the hardware and/or gpplication providing network services otherwise meets the
protection requirements of the network,

(e) therisk of attack againgt the Security Support Structure (SSS) using network
communication pathsis sufficiently low, and

() therisk of attack againg the SSS using physicd accessto the system itsdlf is
aufficiently low.

(2) Theplatform (i.e., hardware and operating system) on which the guard or pure
server runs usualy needs to meet no more than Protection Leve 3 security
requirements. The guard or pure server may have alarge number of clients (i.e,
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individuas who use the guard’' s or server’ s functiond capabilitiesin a severdy
congtrained way). The guard application or server application itsdf will haveto
provide the more stringent protection requirements gppropriate for the system'’s
protection level and operationd environment. Assurances gppropriate to the levels of
concern for the sysem must be implemented.

(3 Sydgemsthat do have general users or do execute general user code are not “pure
servers’ within the meaning of this section and so must meet dl protection requirements
specified for their protection level and operationd environment.

(4) Theterm “pure server” is not intended to limit the gpplicability of this section to
systems that have traditionaly been referred to as servers. For.example, a messaging
system that happened to be implemented on a genera-purpose computer platform
could be accredited under this Manual, and if such asystem meetsthe specificationsin
(1), above, the system’s protection requirements.could be categorized by this section
of the Manud.

(5) Theabove easing of protection requirements.does not Imply any relaxation in other
security requirements (e.g., physicaand communications security requirements), which
are determined by the information handled or protected by the system. As stated
above, this easing of protection requirementsis predicated upon adequate application
of physica security and other appropriate security disciplines.

Tactical, Embedded, Data-Acquisition, and Specia-Purpose Systems.  Some systems
cannot be dtered by users and are designed and implemented to provide avery limited set
of predetermined functions. Certain tactical or so-caled “embedded” sysemsfdl into this
category, as do some data-acquisition systems and some other special-purpose systems.
These systems a0 have the characterigtics that first, and most importantly, there are no
general users on the system and, second, there isno user code running on the system. If
the DAA determines that such a system is sufficiently incapable of dteration, and that the
gpplication(s)running on the system provide an adequate level of security, then the system
does not have to meet additiond protection requirements specified for more-generd-
purpose systemsin this Manud. DAAS and implementors are cautioned to be sure that such
systemsdo, in al operationd Stuations, provide the separation gppropriate to the system’s
protection level.

Systems with Group Authenticators. Many protection measures specified in this Manud
implicitly assume that the system includes an acceptable leve of individua accountability.
Thisis normdly ensured by the use of unique user identifiers and authenticators.
Operationdly, the design of some systems necessitates more than one individua using the
same identifier/authenticator combination. Such Stuations often require the use of group
authenticators.
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In generd, the use of group authenticators precludes the association of a particular act with
the individual who initiated that act. In turn, this can preclude assgnment of responsibility
and can exacerbate the difficulties involved in incident investigation. Group authenticators
must be used only for broader access after the use of a unique authenticator for initia
identification and authentication. The use of group authenticators must be approved by the
DAA.

d. SngleUser, Sand-Alone Systems. Extensve technica protection measures are normdly
inappropriate and inordinately expensive for sngle-user, sand-done systems. DAAs can
gpprove adminigrative and environmenta protection measures for such systems, in lieu of
technica ones. Systemsthat have one user a atime, but have atotal of more than one user
with no sanitization between users, are multi-user systems, and the DAA must consider the
systems as such in determining the protection level and the resulting pratection requirements.
Systems that have one user at atime, and are sanitized between users, are periods
processing systems as described below.

e. Periods Processing. Periods processing isamethod of operating an information system
sequentidly that provides the capability to processinformation at various levels of sengtivity
at digtinctly different times. Periods processing provides the capability to either have more
than one user or group of users (sequentialy)©n a Sngle-user information system who do
not have the same need-to-know er'who are authorized to access different levels of
information or use an information system a more than one protection leve (sequentidly).

(1) Sanitization After Use. I an information system is used for periods processing either
by more than one user-or.for segregating information by classfication level onto
separate media, the ISSP must specify the sanitization procedures to be employed by
each user before and after each use of the system.

(2) Sanitization Between Periods. The information system must be sanitized of all
infermation before trangitioning from one period to the next [e.g., whenever anew user
does not.have access authorization or the need-to-know for data processed during the
previous period, which is changing from one protection level to another]. The DAA
must document and approve such procedures, which could include, anong others,
sanitizing nonvolatile storage, exchanging disks, and powering down the information
system and its peripherds.

(3) Mediafor Each Period. Information systems employed in periods processng must
have separate media for each period of processing, including copies of operating
systems, utilities, and gpplications software.

(4) Audit. If severd people are using the system, and the system is not cgpable of
automated logging, the DAA must consider requiring manud logging. Audit trails are
not required for single-user, sand-alone systems.
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8. PROTECT ASRESTRICTED DATA (PARD).

a

Site Authorization to Use PARD Desgnation Any Ste wishing to use the PARD

designation must receive prior gpprova from the Director, Office of Nonproliferation and
Nationa Security. The |ISOM may limit use of the PARD designation to specific
organizations at aste. Use of the PARD designator will be discontinued permanently on
June 30, 2002.

Handling and Control of PARD Information The security measures contained herein apply

only to PARD information as it appears as output, hereafter referred to as “PARD output.”

@

@

©)
4)

Q)

(6)

(1)

Only printed computer output may be marked PARD. Electronic media (disks, tapes,
etc.) and computer systems may not be marked PARD.<Within the classfied
information system (including communication lines), informeation that will be labded
PARD when it isin printed form is designated as Secret Restricted Data.

PARD output may be generated only on classfied information systems that have been
accredited to process information at the high leve of concern for confidentidity.

PARD output may be used only in'a DOE limited or protected area.

PARD output may be accessed only by personnel who have a Q access authorization
and a need-to-know.

Appropriately trained users (see Paragraph 8c, below) may determine the use of the
PARD marking for thar information. The PARD marking must be used only—

«  if the output may contain limited quantities of classfied information that is not
readily recognized as classfied because it is contained in large quantities of
unclassfied information and

* ifithe PARD output contains a subgtantial volume of detawith alow densty of
potentialy dassfied information.

PARD output must be conspicuoudy marked on each page or sheet with the words
“PROTECT ASRESTRICTED DATA.” Where space does not alow, the letters
“PARD” may be used. Thismarking must be gpplied when the PARD output is
originated. All PARD output must show the date of origination.

When not in use, PARD output must be stored as follows:

« withinalimited or protected areain a manner authorized for Secret Redtricted
Data documents (see DOE M 471.2-1B, CLASSIFIED MATTER
PROTECTION AND CONTROL MANUAL);
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©)

. in a secure storage container or filing cabinet equipped with alocking device; or

* inanaeatha isadminigratively controlled during work hours and maintained
under locked conditions during nonwork hours.

The keys/combinations for any locks used to protect PARD must be adminigtratively
controlled and available only to personswith at least a Q access authorization and a
need-to-know.

PARD output must be destroyed in the same manner as Secret Restricted Data
documents (see DOE M 471.2-1B).

PARD output to be transferred from the site on which it waseriginated to another site
must be reviewed for classfication (DOE M 475.1-1, IDENTIFYING CLASSIFHED
INFORMATION) and, if classfied, must be marked, handled, protected, and
transferred as any other classified document (DOE M 471.2-1B). PARD output
transferred between points within alimited or protected areaor between limited or
protected areas located at the same site must be in the personal custody of a person
who has a Q access authorization. Betweenlimited.or protected areas, PARD output
must be protected as a Secret Restricted Data document (DOE M 471.2-1B).

Training of PARD Usars. The Classified MatterProtection and Control (CMPC) Manager

at a gte gpproved for the use of PARD output must ensure proper control and use of PARD
output by ensuring that eachiuseris aware of the special security messures necessary for
handling PARD output. A user must not be alowed to use the PARD designation until
he/she has received appropriatetraining as specified by the CMPC Manager. The CMPC
Manager must ensure that periodic reviews are conducted to ensure that accumulation of
PARD output is kept to aminimum and that the PARD marking is being used in compliance
with this Manual.
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CHAPTER YV

CERTIFICATION AND ACCREDITATION

V-1

1. OVERVIEW. The cetification and accreditation process begins after protection measures have
been implemented and any required classified information system protection documentation has
been approved. The certification process confirms that the protection profile described in the
| SSP has been implemented and that the protection measures are functioning properly. This
process culminates in an accreditation for the system to operate.

2. CERTIFICATION PROCESS. The certification process confirms that:the system’ s protection

measures have been correctly implemented in accordance with the selected protection profile.

a

Independent Vdidation and Verification For information systemsintended to operate in

Protection Leve 5 or 6, an Independent Vdidation and Verification (IV& V) review must be

conducted and funded by the cognizant site.

Sendtive Compartmented Information. For information'systems located in an SCIF that

processes SCl, the cognizant ISSM, 1ISOM, and I1SPM must review the information system
protection documentation and the eertification of the information sysem. Once they have

completed their review, they send it, with their comments, to the Office of Energy
Intelligence and the Office of Nonproliferation and Nationa Security.

3. ACCREDITATION. The DAA mustreview and accredit dl systems before they become

operationd to ensure they. maintain the confidentidity, availability, and integrity of dl classfied
information.

a

Provisond Accreditation The DAA may grant provisond accreditation (temporary
authority) to operate an information system because of incomplete documentation or to
permit amagor-converson of the information syssem. Provisona accreditation may be
granted for up to 180 days. DAA-approved protection measures must be in place and
functioning during the period of provisond accreditation.

Reaccreditation. Asoutlined in Nationd Policy contained in OMB Circular A-130,
“Management of Federd Information Resources,” and National Security
Telecommunications and Information Systems Security Directives (NSTISSDs), each
information system must be reaccredited every 3 years or whenever security-significant
changes are made to the accredited information system. The |SSO/ISSM/ISOM must
review proposed modifications to information systemsto determineif the proposed
modifications will impact the protections on the system. If the protection aspects of the
systems environment change, if the gpplicable protection requirements change, or if the
protection mechanisms implemented for the system change, the system must be
reaccredited.
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During the reaccreditation cycle, the DAA may choose to grant an interim accreditation for
the system.

Withdrawa of Accreditation The DAA must evaluate the risks and consider withdrawa of
accreditation if the protection measures approved for the system do not remain effective or
whenever any of the following items change: levels of concern, protection level, technica or
nontechnica protection measures, vulnerabilities, operationd environment, operationd
concept, or interconnections. The DAA must withdraw accreditation and ensure proper
sanitization when the system is no longer required to process classfied information, or if the
operationa need for the system no longer outweighs the risk of operating the system.

Invalidation of an Accreditation  An accreditation becomes invaidimmediately whenever
detrimental, security-significant changes occur to any of the following: “the required
protection leve, the operationd environment, the operational concept/mission, or the
Interconnections.

Certification and Accreditation of Multiple Systems. If two.oramore Smilar information
systems are to be operated in equivaent operationd environments (e.g., the levels of
concern and protection level are the same'and the physical security requirements are
smilar), the ISSO may write and the DAA may approve a Master ISSP to cover al such
information systems. The information systems covered by a Master ISSP may range from
persona computers up to and including multi-user information systems and loca area
networks that meet the criteria for.a Master | SSP approach.

(1) Mager Systems Security'Plan. The Master ISSP must conform to the ISSP
requirementsin this Manua and specify the information required for each certification
for an information system to be accredited under the plan.

(2) Information Systems Certification Report (ISCR). The ISCR must contain—

(@ theinformation sysem’sidentification,
(b) theinformation system’s location, and

(© adaement sgned by the ISSM certifying that the information system implements
the requirementsin the Master | SSP.

(3) The DAA must accredit the first information system under the Master ISSP. The
ISSM must certify that dl other individud information systems to be operated under
the Magter ISSP meet the conditions of the approved Master ISSP. This certification,
in effect, accredits the individua information systems to operate under the Master
ISSP. A copy of each certification report must be retained with the approved copy of
the Master |SSP.
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(4) Recetification of Information Sysems. All information systems certified under a
Master ISSP remain certified until the Master ISSP is changed or 3 years have
elgpsed snce the information system was certified. If ether the levels of concern or
the protection level described in the Master ISSP changes, dl information systems
certified under the Master ISSP must be recertified.

4. DESIGNATED APPROVING AUTHORITY.

a

Systems at Protection Level 5 or 6. Accreditation for systems at Protection Level 5or 6
will require the concurrence of the ISPM.

Delegation of Approva Authority. The DAA may delegate appraval. authority provided
that—

(1) 4l delegations are in writing and for a specified time period notto exceed 3 years,

(2) theDAA (or higher delegate) and the person certifying the system are not the same
person,

(3) the ddegate cannot redel egate the gpprova authority, and
(4) theddegateisaDOE employee.

Systems under Multiple Designated Approving Autharities. For a system that involves
multiple DAAS, the I1SPM, in‘coordination with the field, must designate the DAA. Each Ste
involved in the system mustidentify, in writing, the security officids to be respongible for
implementing information.system protection on the system components &t the Site.

Director/of Naval _Reactors Program. For classfied information systems networks that are
solely under the jurisdiction of the Director of Naval Reactors Program and whose externd
components extend into the jurisdiction of different Nava Reactor Offices, the Director of
Nava Reactors Program must designate one of the Naval Reactor Office senior managers
to bethe DAA. Noatification of the accreditation of any information system with a protection
level of 4, 5, or 6 must be furnished to the ISPM.

5. DEVIATIONS. If itisimpossble or impracticable to implement the protection requirements and
countermeasures described in this Manua, deviations (variances, waivers, or exceptions),
including aternative protection measures, must be requested under the procedures described in
DOE O 470.1.
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CHAPTER VI

BASELINE REQUIREMENTS

1. INTRODUCTION. Thischapter describes protection requirements common to al systems.

2. CLEARING AND SANITIZATION.

a.  Cleaing. All interna memory, buffer, or other reusable memory must be cleared to
effectively deny accessto previoudy stored information. Detailed ingtructions on clearing
must be issued periodicaly by the ISPM.

b. Sanitizetion Classfied information systems resources must be sanitized before they are
released from classified information controls or released for use at alower classfication
level. Detailed ingtructions on sanitization must be issued periodically by the ISPM.

3. EXAMINATION OF HARDWARE AND SOETWARE. Information systems hardware and
software must be examined when received from the vendor and before being used.

a.  Information Systems Software. Commercialy procured software must be tested to ensure
that it contains no obvious features that might be detrimentd to the security of the
information system. Security-related software must be tested to ensure that the security
features function as specified.

b. Information Systems Hardware. The equipment must be examined to determine thet it
appears to be in good working order and has no “parts’ that might be detrimentd to the
secure operation of the information system when placed under site control and cognizance.
Subsequent changes and devel opments that affect security may require additional
examingion.

4. |DENTIFICATION AND AUTHENTICATION MANAGEMENT. Identification and
authentication are required to ensure that users are associated with the proper security attributes,
such asidentity, protection level, or location. Controls, such as biometrics or smart cards, may be
used a the discretion of the ISSO with approva of the ISSM and DAA.

a  |dentifier Management. User identifiers must be managed in accordance with documented
procedures.

b.  Authenticator Management. User authenticators must be managed in accordance with
documented procedures.
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Unique Identification Each user mugt be uniquely identified and that identity must be
associated with dl auditable actions taken by that individud.

Authentication at Logon Users must be required to authenticate their identities at “logon”
time by supplying their authenticator, such as apassword, smart card, or biometrics, in
conjunction with their user identification (ID) prior to the execution of any application or
utility on the system.

Access to Authentication Data. Access to authentication data must be restricted to
authorized personnd through the use of encryption, file access controls, or both.

User ID Reuse. Prior to reuse of auser ID, dl previous access autherizations (including file
accesses for that user D) must be removed from the system.

User ID Remova. When an employee leaves the sponsoring.organization or loses access to
the system for cause, that individua’s user ID and authentication must be removed or
disabled from the system.

Use ID Revdidation. All active user IDsmust.be revaidated at least annudly, and
information such as sponsor and means of . off<line contact (e.g., phone number, mailing
address) must be updated as necessary.

Protection of Authenticator.<An authenticator in the form of knowledge (password) or
possession (smart card, keys) must not'be shared with anyone.

Protection of Passwords. When passwords are used as authenticators, the following must
apply.

(1) Peasswords must be protected at alevel commensurate with the classfication level and
maost redtrictive classfication category of the information to which they adlow access.

(2) Passwords must contain aminimum of six nonblank characters.

(3) Passwords must be generated by a method approved by the DAA. Password
acceptability must be based on the method of generation, the length of the password,
and the size of the password space. The password generation method, the length of
the password, and the size of the password space must be documented. 1n no case
must a user develop his’her own password.

(4) When an information system cannot prevent a password from being echoed (eg., ina
half-duplex connection), an overprint mask must be printed before the password is
entered to conceal the typed password.
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User software, including operating system and other security-relevant software, comes
with afew standard authenticators (e.g., System, Test, Master) and passwords aready
enrolled in the system. Passwords for al standard authenticators must be changed
before allowing the generd user population access to the information system. These
passwords must be changed after anew system version isingtdled or after other action
is taken that might result in the restoration of these stlandard passwords.

If thelevd of concern for confidentidity is low, the lifetime of a password must not
exceed 12 months. If the leve of concernis medium or high, the lifetime of a
password must not exceed 6 months.

5. MAINTENANCE. Information systems are particularly vulnerable to.security threats during

maintenance activities. Theleve of risk isafactor of the nature of the maintenance person’'s
duties, the security awareness of the employees, and the maintenance person’s access to classified
information and fecilities,

a

Cleared Maintenance Personndl. Personnd who perform maintenance on systems must be

cleared to the highest classfication level of information on the system and indoctrinated for
al information processed on that system.«Cleared personne who perform maintenance or
diagnostics on information systems do not require an escort. When possible, however, an
appropriately cleared and technicaly knowledgeable, facility employee must be present
within the area where the maintenance is performed to ensure that proper security and safety
procedures are followed.

Uncleared (or L ower-Cleared) Maintenance Personndl.

@

)

©)

(4)

If appropriately cleared personnd are unavailable to perform maintenance, an
uncleared or lower-cleared person may be used, provided afully cleared and
technicaly qudified escort monitors and records his’her activities in a maintenance log.

If maintenance personnel are uncleared, system initiation and termination must be
performed by the fully cleared and technicaly qudified escort. In addition, their
keystrokes must be monitored during their access to the system.

Prior to maintenance by uncleared personnd, the information systlem must be
completely cleared and dl nonvolatile data storage media must be removed or
physicaly disconnected and secured. When a system cannot be cleared, |SSM-
approved procedures must be enforced to deny the uncleared individua visud and
electronic access to any classfied or sengtive data contained on the system.

A separate, unclassified copy of the operating system, including any micro-coded
floppy disks or cassettes integrd to the operating system, must be used for all
maintenance operations performed by uncleared personnd. The copy must be labeled
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“UNCLASSIFIED — FOR MAINTENANCE ONLY” and protected in accordance
with documented procedures. Maintenance procedures for an information system
using a nonremovable storage device on which the operating system is resdent must be
considered by the ISSM on a case-by-case basis.

Generd Maintenance Requirements.

@
e

©)

(4)

©®)

The ISOM must identify the need for, and format of, a maintenance log.

Systems maintenance must be performed on site whenever possible. Equipment
repaired off Ste and intended for reintroduction into a facility may require protection
from association with that particular facility or program.

If systems or system components are removed from the fagility for repair, they must
first be purged and downgraded to an appropriatelevd or sanitized of dl classfied and
sengitive data and declassified in accordance with 1 SSM-approved procedures. The
ISSO must gpprove the release of dl systems and aAl parts removed from the system.

Introduction of network analyzers (eig., sniffers) that would allow maintenance
personnel to monitor keystrokes must be approved by the DAA prior to being
introduced into an information'system. . The DAA must gpprove use of these devices
by uncleared maintenance personnelwhen a system cannot be cleared or sanitized of
al classfied and sengtive data. The ISSM must approve use of these devices by
maintenance personnel who are cleared to the highest classification level processed by
the system.

If maintenance personnd bring into a facility diagnogtic test programs (e.g.,
softwareffirmware used for maintenance or diagnostics), the following procedures must
be implemented.

(& Themediacontaining the programs must be checked for malicious codes before
the media are connected to the system.

(b) Themediamust remain within the facility and must be stored and controlled at
thelevd of the information system.

() Prior to entering the facility, maintenance personnd must be advised that they will
not be dlowed to remove media from the facility.

(d) If this procedure cannot be followed because of specid circumstances, the
following must occur each time the diagnostic test media are introduced into a
fadlity.
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1  Themediamus undergo stringent integrity checks (e.g., virus scanning,
checksum, etc.) prior to being used on the information system.
2  Beforeleaving the facility, the mediamust be checked to ensure that no

classfied information has been written on the media

3  TheDAA must approve the revised procedure.

(6) All diagnogtic equipment and other devices carried into afacility by maintenance
personnel must be handled as follows.

()

(8)

@

(b)

(©

(d)

Systems and system components being brought into thefacility must be ingpected
for improper modification.

Before being rel eased, maintenance equipment capable of retaining information
must be appropriately sanitized by proceduresissued by the ISPM. If the
equipment cannot be sanitized, the equipment must remain within the facility, be
destroyed, or be released under procedures approved by the DAA.

Replacement components may. be brought into the facility to swap with facility
components, however, any component placed into an information system must
remain in the facility until proper release procedures are completed. Any
component not placed in an information system may be released from the facility
provided the component was under control of atrained escort or reviewed under
approved procedures:

Communication devices with tranamit capability (eg., pagers, RF LAN
connections, etc.) belonging to the maintenance personnel or any data storage
media not required for the maintenance vist must remain outsde the system
facility and be returned to the maintenance personne when they leave the facility.

Maintenance changes that affect the security of the system must receive a configuration
management review.

After maintenance has been performed, the security features on the information
systems must be checked and documented to ensure they are gtill functioning properly.

Remote Maintenance.

(1) Remote diagnostic maintenance service may be provided by a service or organization

that does provide the same level and category(ies) of security. The communications

links connecting the components of the systems, associated data communications, and
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networks must be protected in accordance with nationd policies and procedures
applicable to the sengtivity leve of the data being transmitted.

(2) If remote diagnostic or maintenance services are required from an organization that
does not provide the same leve of security required for the system being maintained,
the following procedures must be implemented.

@

(b)

(©
(d)

C)

®

()

)

@

The information system must be sanitized and in a sland-alone mode prior to
connection of the remote-accessline.

If the system cannot be sanitized (e.g., due to a system crash), remote diagnostic
and maintenance services must not be alowed.

The ISSO must initiate and terminate the remote access.

Keystrokes must be monitored on al remote diagnostic or maintenance services.
Before beginning remote diagnosticsmaintenance activities, maintenance
technicians performing these activitiesmust be advised (contractualy, verbaly,
by banner, etc.) that keystroke'monitoring must be performed.

A technically qudified person must review the maintenance log to ensure the
detection of unauthorized changes.

Maintenance personnd accessng the information systems a the remote Site must
be cleared to the highest level of information processed on that system prior to
sanitization.

Procedures for ingaling and using remote diagnogtic links must be approved by
the DAA.

Anaudit log of dl remote maintenance, diagnostic, and service transactions must
be maintained and periodicaly reviewed. This review must be documented.

Other techniques to consider include encryption and decryption of diagnostic
communications, strong identification and authentication techniques (e.g., tokens),
and remote disconnect verification.

(3) System maintenance requirements and vulnerabilities must be addressed during dl
phases of the system life cycle. Specificaly, contract negotiations must consder the
security implications of system maintenance.

MALICIOUS CODE.




DOEM 471.2-2 VI-7

8-3-99

a

Ste Pdlicies. Policies and procedures to detect and deter incidents caused by maicious
code, such as viruses or unauthorized modification to software, must be implemented.

Persona Software. The use of software purchased or developed by an individua for
persond useisdiscouraged. If such software isrequired or desired to enhance the
information system operation, each indalation of the software must be approved in
accordance with Site policies.

Public Domain Software. The use of public domain software is strongly discouraged. If
such software is required or needed to enhance system operation, procedures must be
implemented to carefully examine this software for malicious code beforeit is introduced into
the information system environment.

7. MARKING HARDWARE, OUTPUT, AND MEDIA. Markings on hardware, output, and

media must conform to ingtructions issued by the ISPM. If the required marking isimpractical or
interferes with operation of the media, the DAA may approve dternate marking procedures. The
aternate marking procedures must be documented.

a

Hardware Components. Procedures must be implemented to ensure that all components of
an information system, including input/output devices, terminds, sand-adone
microprocessors, or word processors used as terminas, bear a conspicuous, externd label
that sates the highest classification level and most redrictive classification category of the
information accessble to theicomponent in the information system. Thislabeling may be
accomplished using permanent markings on the component, a sign placed on the termind, or
labels generated by the information system and displayed on the screen.

Hard-Copy Output. Hard-copy output includes paper, fiche, film, and other printed media
The accreditation level of the accredited information system must be marked on dl hard-
copy output that isretained in, or distributed from, the facility unless an gppropriate
classfication review has been conducted or the information has been generated by atested
program verified to produce consstent results and approved by the DAA. Such programs
will be tested on a datistical basis to ensure continuing performance. Once hard copy has
been reviewed by an authorized classfier, it must be marked in accordance with DOE M
471.2-1B, CLASSIFIED MATTER PROTECTION AND CONTROL MANUAL.

Removable Media. Procedures must be implemented to ensure that personnel handling
removable media gpply visble, human-readable, externa markings to the media
Removable mediamust be marked with the accreditation leve of the information system
unless an appropriate classfication review has been conducted, or the information on the
media has been generated by atested program or methodology verified to produce
congstent results and approved by the DAA.
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d. Undassfied Media. In facilities where some of the information systems are operated as
classfied and some are dedicated to unclassified operation, removable unclassified media
must be uniquely marked to prevent them from being mixed with classfied media

PERSONNEL SECURITY. Personne with system access play an integral role in protecting
information, defining their systlem security policies, and maintaining and monitoring the
confidentidity, integrity, and avalability atributes that are inherent within their information systems.
Personnd directly involved with a system may be users, operators, administrators,
Communications Security (COMSEC) cugtodians, and ingdlersmaintainers. Duties,
respongibilities, privileges, and specific limitations of information systems users, both generd and
privileged, must be specified in writing. So far as feasible, security duties must be distributed to
preclude any one individud from adversdy affecting operations or the integrity of the system.

a  Access Approvas. Individuas requiring access to classified infermation must be processed
for access authorization in accordance with DOE O 472.1B, PERSONNEL SECURITY
ACTIVITIES.

(1) For sysemsthat process classified information at Protection Level 1, 2, or 3,
individuals must be cleared to the highest leve of classfication processed on that
system. For Protection Leve 4, 5, or 6 Systems, individuas need only be cleared for
the information to which they‘aredlowed access.

(2) For Protection Level 1or 2 systems, the individuas must have al required formal
access approval(s) for dl'information on the systems. For Protection Levd 3, 4, 5, or
6 systems, individuas need forma access gpprova for only that information to which
they are allowed access.
b. Generd Users

(1) Generd usrsmust—

(@ accessonly the data, control information, and software for which they are
authorized access and have a need-to-know;

(b) immediately report dl security incidents and potentid threats and vulnerabilities
involving the information system to the gppropriate 1SSO;

(c) protect their authenticators and report any compromise or suspected
compromise of an authenticator to the appropriate 1SSO;

(d) ensurethat sysem media and system output are properly classfied, marked,
controlled, and stored;
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protect terminas from unauthorized access,

inform the 1SSO when access to a particular information system is no longer
required (e.g., completion of a project, trandfer, retirement, resgnation);

observe rules and regulations governing the secure operation and authorized use
of information sysems, and

use the information system only for officid Government business

(2) Generd users must not attempt to—

@

()

©

(d)

C)

introduce mdicious code into any information system or physicaly damage the
sysem,

bypass, strain, or test security mechanisms (if security mechanisms must be
bypassed for any reason, users must coordinate the procedure with the 1ISSO
and receive written permission from the 1ISSM for the procedure); any ongoing
or regular bypass of security mechanismsmust be approved by the DAA;

introduce or use unauthorized software, firmware, or hardware on an information
sysem,

assume the roles and privileges of others and attempt to gain accessto
information for whichithey have no authorization; and

relocate information system equipment without proper authorization.

c. Privileged Users.

(1) Thenumber of privileged users mugt be limited to the aasolute minimum number
needed to manage the system.

(2) Examplesof privileged users (for multi-user systems) include—

@

(b)

users with “super-user,” “root,” or equivalent accessto asystem (i.e., system
adminigtrators, computer operators, perhaps system security officers, etc.);

those individuas with near or complete control of the operating system of the
meachine or information system or who set up and administer user accounts,
authenticators, and the like;
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users with access to change control parameters (e.g., routing tables, path
priorities, addresses) on routers, multiplexors, and other key information system
equipment;

users given the capability to control and change other users access to data or
program files (i.e., gpplications software adminigtrators, administrators of
specidty file systems, database managers, etc.); and

users given specid access for troubleshooting information systems/security
monitoring functions (i.e,, those using information system andyzers, management
tools, etc.).

(3 All privileged users must be respongble for dl the requirements as Sated for generd
users.

(4) Privileged users must—

@
()
(©

(d)

(€)
(f)
()

be U.S. citizens unless otherwise gpproved in writing by the DAA,
possess access gpprovastodl information on the system,

possess a clearance equd to the highest classification of data processed on or
maintained by the information system,

protect the root or super-userauthenticator at the highest level of data it secures
and not share the-authenticator and/or account,

be responsible foral super-user or root actions under his’her account,
report any and dl information system problems to the ISSO, and

use the specia access or privileges granted only to perform authorized tasks and
functions.

(5) Privileged users must not—

@
()

enroll any unauthorized user on an information system or

use speciad access or privileges to perform unauthorized tasks or functions.

9. PHYSICAL SECURITY.

a.  Protection. Theinformation and system must be located in a security area gppropriate to
the classfication and sengtivity of the data.
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b.

Visud Access. Devicesthat display or output information in human-readable form must be
positioned to deter unauthorized individuas from reading the information without the
knowledge of the user.

Information Protection. Information must be protected in accordance with DOE 5632.1C-
1, MANUAL FOR PROTECTION AND CONTROL OF SAFEGUARDS AND
SECURITY INTERESTS, Chapter 111, Paragraph 3.

Unescorted Access. All personnd granted unescorted physica access to the system must
have an appropriate security clearance and a need-to-know or a presumptive need-to-
know for dl information on the information system.

10. PROTECTION OF MEDIA.

a

b.

Media Protection. Media must be protected by at least one (or a combination) of the
following until the media have been reviewed following aDAA-gpproved procedure:

(1) doragein an areagpproved for open storage of information at the accreditation level
of the information system;

(2) doragein an areanot approved for open starage of information at the accreditation
leve of the information system while continuoudy attended, if the areais continuoudy
attended by appropriate personnel;

(3 Type 1 encryption of stored deta; or

(4) GSA-Approved Security Container.

Removable Media: Removable media must be controlled and protected in a manner
consstent with that used for classified matter.

11. REVIEW OF OUTPUT.

a

Human-Readable Output Review. An appropriate sengtivity and classification review must
be performed on human-readable output before the output is released outside the system
boundary to determine whether it is accurately marked with the appropriate classification
and applicable associated security markings.

Media Review. Electronic output, such asfiles, to be released outsde the security boundary
must be verified by a comprehensive review (in human-readable form) of dl data on the
mediaincluding embedded text (e.g., headers and footers) before being released.
Information on media that are not in human-readable form (e.g., embedded graphs, sound,
video, etc.) will be examined for content using the appropriate software application.
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Random or representative sampling techniques may be used to verify the proper marking of
large volumes of output. The media sampling procedures must be defined and documented.
DAA-approved automated techniques may be used to verify the proper marking of output.

12. WASTE, FRAUD, AND ABUSE PROTECTION. Management controls established to
address waste, fraud, and abuse of Government property and resources must be documented.
Waste, fraud, and abuse must be reported in accordance with DOE 2030.4B, REPORTING
FRAUD, WASTE, AND ABUSE TO THE OFFICE OF INSPECTOR GENERAL.
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CHAPTER VII
GRADED REQUIREMENTS

1. INTRODUCTION. Each section of this chapter describes implementation requirements for a
different protection measure.

2. ALTERNATE POWER SOURCE (APS). An dternate power source ensures that the system
availability is maintained if primary power islogt. An APS can dso provide time for orderly
system shutdown or the transfer of system operations to another system or power source.

a  APS1 Requirement. The decison not to use an dternate source of power, such asan
uninterruptible power supply for the system, must be documented.

b. APS2 Reguirements. Instead of APS-1, procedures for the graceful shutdown of the
system must ensure no loss of data

c. APS3Requirements. Instead of APS-2; procedures far transfer of the system to another
power source must ensure that the trandfer. is. completed within the time requirements of the
goplication(s) on the system.

d. Prdfile Reguirements.

Availability Level of Concern

Requirements L ow Medium High

Alternate Power Source APS-1 APS-2 APS-3

3.  AUDIT CAPABILITY (AUD). Security auditing involves recognizing, recording, soring, and
andyzing information related to security-relevant activities. The audit records can be used to
determine which activities occurred and which user was responsible for them.

a  AUD-1 Reguirements.

(1) Automated Audit Tral Cregtion The system must automatically creste and maintain
an audit trall or log. If the operating system cannot provide an automated audit
cgpability, an dternative method of accountability for user activities on the system must
be developed and documented. Audit records must be created to record the
following:

(@ successful and unsuccessful logons and logoffs;
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(b) successful and unsuccessful accesses to security-relevant files, including creeting,
opening, closing, modifying, and ddeting the files,

(¢) changesin user authenticators,

(d) blocking or blacklisting a user 1D, termind, or access port and the reason for the
action; and

() denid of accessresulting from an excessve number of unsuccessful logon
attempts.

(2) Audit Trail Protection. The contents of audit trails must be protected against
unauthorized access, modification, or deletion.

(3) Audit Tral Andydss. Audit analys's and reporting must be scheduled and performed.
(On Protection Leve 1, 2, and 3 systems only, the frequency of the review must be
documented. Results of the review must be documented)

(4) Audit Record Retention. Audit records must e retained for at least 6 months.

AUD-2 Requirements. In addition'tothose requirements stated in AUD-1, AUD-2 includes
the following requirements.

(1) Audit Trail Contents. Theaudit trall must include records of—

(@ privileged activities at the system console (either physica or logica consoles) and
other system-level accesses by privileged users and

(b)" darting.and ending times for each access to the system.

(2) AuditFalure. Procedures must be implemented to ensure dternate audit capability or
system shutdown in the event of audit failure.

AUD-3 Reguirements. In addition to those requirements stated in AUD-2, AUD-3
includes the following requirements.

(1) Automated Audit Andyss. Audit andyss and reporting using automated tools must
be scheduled and performed.

(2) Security Labd Changes. The systlem must automatically record the creation, deletion,
or changes in security labels.
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d.

AUD-4 Requirements. In addition to those requirements stated in AUD-3, AUD-4
includes the following requiremen.

Continuous Monitoring. Auditing must include the continuous, online monitoring of auditable
events. The systlem must notify an authorized person when imminent violaions of security
policies are detected.

AUD-5 Reguirements. In addition to those requirements stated in AUD-4, AUD-5 includes
the following requirement.

Intrusion Detection and Monitoring. The security posture of the system must be tested at
least monthly by employing various intruson/attack detection andsmenitoring tools.

Profile Requirements.

Confidentiality Protection Level
Requirements 1 | 2 | 3 | 4 | 5 | 6
Audit Capability AUD-1 |/AUD-2 | AUD-3 | AUD-4 | AUD-4 | AUD-5

Integrity Level of Concern
Requirements Low Medium | High

Audit Capability AUD-1 AUD-2 AUD-4

4., BACKUPAND RESTORATION OF DATA (BRD). Theregular backup of information is

necessary to ensure that users have continuing access to the information.  Periodic checking of
backup inventory and testing of the ability to restore information validates that the overal backup
process is working.

a

BRD-1 Requirements.

(1) Backup Procedures. Procedures for the regular backup of al essentid and security-
relevant information, including software tables and settings (e.g., router tables,
software, and documentation), must be documented.

(2) Backup Frequency. The frequency of backups must be defined, with the assistance of
the data custodian(s), and documented in the backup procedures.

BRD-2 Requirements. In addition to those requirements stated in BRD-1, BRD-2 includes
the following requirements.
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(1) Backup Media Storage. Media containing backup files and backup documentation
must be stored a another location, such as another part of the same building, a nearby
building, or off dite, to reduce the possihility that a common occurrence could iminate
the on-site backup data and the off-gite backup data.

(2) Vaeification of Backup Procedures. Backup procedures must be verified periodically
by confirming that the date of last backup is congstent with the backup procedures.

BRD-3 Requirements. In addition to those requirements stated in BRD-2, BRD-3 includes
the following requirement.

Information Regtoration Tedting. Complete restoration of information from backup media
must be tested periodically. The frequency of restoration testing must e defined and
documented in the backup procedures.

Profile Requirements.

Availability Level of Concern
Requirements L ow | Medium | High

Backup and Restoration of Data BRD-1 BRD-2 BRD-3

Integrity Level of Concern

Requirements Low Medium | High

Backup and Restoration of Data BRD-1 BRD-2 BRD-3

5. CHANGESTO DATA (CD). The contral of changes to data includes deterring, detecting, and

reporting successful and unsuccessful attempts to change data. Control of changes to data may
range from smply detecting a change attempt to the ability to ensure that only authorized changes
are dlowed.

a

CD-1 Requirement.

Change Procedures. Procedures and technica system fegtures to ensure that changesto the
data are executed only by authorized personne or processes must be documented.

CD-2 Requirements. In addition to those requirements stated in CD-1, CD-2 includes the
fallowing requirement.
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Transaction Log A transaction log, protected from unauthorized changes, must be available
to dlow immediate correction of unauthorized data changes and off-line verification of al
changes at dl times.

Profile Requirements.

Integrity Level of Concern

Requirements Low Medium High

Changes to Data CD-1 CD-1 CD-2

6. COMMUNICATIONS (COM). Information protection is requiredwhenever classified

information is to be transmitted, carried to, or carried through areas or components where
individuals not authorized to have access to the information may have unescorted physical or
uncontrolled electronic access to the information or communications media (e.g., outsde the
system perimeter).

a

COM-1 Reguirements.

Protections. One or more of the following protections must be used:

(@ information distributed only within an area approved for open storage of the
informetion,

(b) Nationd Security Agency (NSA)-approved encryption mechanisms appropriate for
the encryption of .classfied informetion,

(c) « Protected Transmission System, and
(d) " trusted courier.

COM-2 Reguirements. In addition to those requirements stated in COM-1, COM-2
includes the following requirements.

(1) Public Switched Networks. Any classified system connected to a public switched
network (e.g., Internet) or an internal network thet is not accredited at the same level
must use a controlled interface that meets the requirements in Chapter V111 and
performs the following.

(@ Review Before Rdease. Undassified communication from the insde must be
reviewed for classfication before being released.
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(b) Encryption of Message Body. The body of classfied communications from the
ingde must be encrypted with NSA-approved encryption mechanisms
appropriate for the classfication of the information for encryption of stored data

(0 Natification of Recipient. Communication from the outsde must have an insde
sponsor (i.e., the controlled interface will notify the sponsor of the communication
and release the communication on notification from the sponsor).

(d) Review of Outsde Communications. Communication from the outsde must be
reviewed for viruses and other maicious code.

() End-to-End Integrity. Integrity attributes adequate to ensure the end-to-end
integrity of transmitted information (including labelsand security parameters) must
be included with dl information transmitted externaly to a system or network.

c. Profile Requirements.

Confidentiality. Protection L evel

Requirements 1 | 2 | 3 | 4 | 5 | 6

Communications COM-1 | COM-1 J)COM-1 | COM-2 | COM-1 | COM-1

NOTE: DOE will not approve the connection of Protection Level 5 or Protection Level 6 systemsto
Public Switched Networks.

Requirements Integrity Level of Concern
Low Medium High
Communications COM-1 COM-1 COM-2

7. CONFIGURATION MANAGEMENT. Configuration management (CM) ensures that
protection features are implemented and maintained in the sysem. CM appliesalevd of
discipline and control to the processes of system maintenance and modification. CM provides
systemn users with a measure of assurance that the implemented system represents the approved
gysgem.

a CM-1Reguirements.

(1) Configuration Documentation Procedures must be implemented to identify and
document the type, model, and brand of system or network component (eg., a
workstation, persona computer, or router), security-relevant software product names
and version or release numbers, and physica location.
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d.

(2) Sydsem Connectivity. Procedures must be implemented to identify and document
system connectivity, including any software used for wireless communication, and any
communications media

(3 Review of Security-Relevant Changes. All modifications to security-relevant resources
(including software, firmware, hardware, or interfaces and inter-connections to
networks) must be reviewed and approved in accordance with procedures prior to
implementation. All security-relevant modifications must be subject to the provisons
of the system configuration management program. The ISSM must notify the DAA of
requests for changes to the resources that deviate from the requirements of the
approved ISSP. The DAA must consder the system for reaccreditation.

CM-2 Requirements. In addition to those requirements statedin CM-1, CM-2 includes the
following requirements.

(1) Connection Sengtivity. The senstivity level of @ach connection or port controlled by
the SSS must be documented.

(20 CM Plan. The CM plan must be documented.and must include—
(& forma change control procedures for security-relevant hardware and software;

(b) procedures for management of al documentation, such as the ISSP and security
test plans, used to ensure system security; and

() workable processes to implement, periodicaly test, and verify the CM plan.

CM-3 Requirements. <In addition to those requirements stated in CM-2, CM-3 includes the
following requirements.

(1)) CM Plan. Inaddition to the requirements of the CM plan in CM-2, the CM plan must
include-

(@ aCM control board that implements procedures to ensure the security review
and approval of changesthat affect the SSS and

(b) aveification processto provide additiona assurance that the CM processis
working effectively and that changes outside the CM process are technically or
proceduraly not permitted.

Profile Requirements.




VII-8 DOE M 471.2-2
8-3-99
Confidentiality Protection Level
Requirements 1 | 2 | 3 | 4 | 5 6
Configuration Management CM-1 | CM-1 | CM-2 | CM-3 | CM-3 | CM-3

Integrity Level of Concern

Requirements Low | Medium | High

Configuration Management CM-1 CM-2 CM-3

8. DISASTER RECOVERY PLANNING (DRP).

a  DRP-1 Requirements.

@
)

©)

(4)

Mission Essentid. The system’ s mission-essential gpplications must be identified.

Pan Decison The manager or supervisor directly responsible for the system must

determine the need for continuity of ‘operations or.develop a contingency plan for esch
information system. This decision must be documented and signed by the manager or
upervisor. A statement of the decison and the basis for that decison must be
documented in the ISSP. If a continuity of operations plan or contingency plan is not
needed, the |SSP must so state.

Procedures. Documented procedures for the backup of al essentia information,
software, and.documentation must be implemented on aregular bass. The backup
procedures must beattached to or referenced in an attachment to the ISSP. The
frequency of backups must be defined by the 1SSO, with the assistance of the data
cusgtodian(s);and documented in the backup procedures.

Pan Elements The elements of a disaster recovery plan defined in MA-365,
“Disagter Recovery Program Guideline,” dated July 1991, must be addressed in the

plan(s).

b. DRP-2 Reguirements. In addition to those requirements stated in DRP-1, DRP-2 includes

the following requirement.

Verification of Procedures. Backup procedures must be verified periodicaly by confirming

that the date of last backup is consstent with the backup procedures. The frequency of
verification must be defined by the ISSO, with the assstance of the data custodian(s), and
documented in the backup procedures.
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c. DRP-3 Requirements. In addition to those requirements stated in DRP-2, DRP-3 includes
the following requirement.

Tedting of the Disaster Recovery Program. A testing plan must be devel oped that addresses
the criteriafor evauating the test results and the schedule for performing the tests.

d. Profile Requirements.

Availability Level of Concern

Requirements L ow Medium High

Disaster Recovery Planning DRP-1 DRP-2 DRP-3

9. INDEPENDENT VALIDATION AND VERIFICATION (1VV).

a 1VV-1Reguirements.

(1) IV&V Team AnlIV&YV team, incoordinationwith the ISSM, mus—
(@ assginthedesgn phase of the system,
(b) asss in determining and developing the certification test requirements,
(c) asaginthe catificaiontesing, and
(d) evauaethesecurity of the implemented system.

(2) IV&V Request. The ISSM must forward the request for an V&V team through the
DAA to thedSPM. The request must identify funding sourcesfor the IV&V team.

b. IVV-2 Requirements. In addition to those requirements stated in IVV-1, IVV-2 includes
the following requirement.

Annua Evdudion Onanannud bass, the V&V team must evauate the security of the
implemented system.

c. Profile Requirements.

Confidentiality Protection L evel

Requirements 1 | 2 | 3 | 4 | 5 | 6

Independent Validation IVV-1 | IVV-1 | IVV-2
and Veification
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10. RESOURCE ACCESS CONTROLS (RAC). Information systems must store and preserve the

integrity of the sengtivity of dl information internd to the information system.

a

b.

RAC-1 Requirements. Discretionary access controls must be provided.

RAC-2 Requirements. In addition to those requirements stated in RAC-1, RAC-2 includes

the following requirements.

@

e

©)

Security Labels. The information syssem must place eectronic security labelson dl
entities (eg., files) reflecting the sengtivity (cdlassification leve, classfication category,
and handling cavegts) of the information for resources and the authorizations (access
authorizations, need-to-know, formal access approvas) for users. These labels must
be an integral part of the electronic data or media and must be compared to the user or
resource profile and validated before a user or resource is granted access to the entity.

Export of Security Labels. Security |abds exported fram the information syslem must
accurately represent the corresponding security |abels on the information in the
originating information system.

Security Label Integrity. The informeation’system must ensure the following:

(@ integrity of the security labels,
(b) association of a security label with the tranamitted data, and

(c) enforcement of the control features of the security labels.

RAC-3 Reguirements:.,In addition to those requirements stated in RAC-2, RAC-3 includes

the following requirements.

@

e

Device Labds. Theinformation syssem must ensure that the originating and destination
devicelabels are a part of each message header and that they enforce the control
features of the data flow between originator and destination.

Mandatory Access Contrals. Mandatory access controls must be provided.

Profile Requirements.

Confidentiality Protection L evel

Requirements 1 | 2 | 3 | 4 | 5 | 6

Resource Access Controls RAC-1 | RAC-2 | RAC-3 | RAC-3 | RAC-3
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11. RESOURCE UTILIZATION (RU).

a RU-1Reqguirement.

Resource Reallocation. The system must ensure that resources contain no residua
data before being assigned, allocated, or redlocated.

b. RU-2 Reguirement. In addition to those requirements stated in RU-1, RU-2 includes the
following requirement.

Resource Allocation. The SSS must provide the capability to control a defined set of
system resources (e.g., memory, disk space) such that no one user can deny another user
access to the resources.

c. Prdfile Reguirements.

Confidentiality Protection Level

Requirements 1 | 2 | 3 | 4 | 5 | 6

Resource Utilization RU-1 RU-2 RU-2 RU-2 RU-2

12. SESSION CONTROLS (SC). Session controls are requirements, over and above identification
and authentication, for controlling the establishment of a user’s sesson.

a  SC-1 Requirements.

(1) User Notification Allrauthorized information system users must be notified prior to
gaining access to a system that system usage is monitored, recorded, and subject to
audit. The user must o be advised that, by using the system, he/she has granted
consent to such monitoring and recording. The user must aso be advised that
unauthorized use is prohibited and subject to crimind and civil pendties. If the
operating system permits, each initid screen (displayed before user logon) must contain
awarning text to the user, who must be required to take positive action to remove the
natice from the screen (monitoring and recording, such as collection and analyss of
audit trail information, must be performed).

The following is a suggested warning text to the user.

WARNING: To protect the system from unauthorized use and to ensure
that the system is functioning properly, activities on this sysem are
monitored and recorded and subject to audit. Use of thissystemis
expressed consent to such monitoring and recording. Any unauthorized
access or use of this system is prohibited and could subject the user to
crimind and cvil pendties.
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If an “initid screen” warning notice cannot be provided, other methods of notification
must be developed and submitted for DAA approvad.

Successive Logon Attempts. If the operating system provides the capability,
success ve logon attempts must be controlled asfollows:

(& by denying access after multiple (maximum of five) consecutive unsuccessful
attempts on the same user I1D;

(b) by limiting the number of access atemptsin a gpecified time period,

() by useof atime-dday control system, and

(d) by other such methods, subject to approva by the DAA.

System Entry. The system must grant entry only in accordance' with the conditions
associated with the authenticated user’ s profile. 1 no explicit entry conditions are

defined, the default must prohibit al remote activities, stich as remote logons and
anonymous file access.

SC-2 Requirements. In addition to.those requirements stated in SC-1, SC-2 includes the

following requirements.

@

)

©)

Multiple L ogon Contral. If theinfermation system supports multiple logon sessions for
each user 1D or account; the information system must provide a protected capability to
control the number of.logon sessions for each user ID, account, or specific port of
entry. Theinformation system default must be a Sngle logon session.

User [nactivity. The information system must detect an interval of user inactivity, such
as no keyboard entries, and mugt disable any future user activity until the user re-
establishes the correct identity with avaid authenticator. Theinactivity time period
and restart requirements must be documented.

Logon Natification If the operating system provides the cagpability, the user must be
notified upon successful logon of—

e thedaeand time of the user'slast logon,
e thelocation of the user (as can best be determined) at last logon, and

e thenumber of unsuccessful logon attempts using this user ID since the last
successful logon.
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This notice must require positive action by the user to remove the notice from the
screen.

c. SC-3Requirement. In addition to those requirements stated in SC-2, SC-3 includes the
following requirement, which must include security level changes.

Security Level Changes. The information system must immediately notify the user of each
change in the security level or compartment associated with that user during an interactive
sesson. A user must be able to query the information system as desired for adisplay of the
user’s complete sengtivity labd.

d. Prdfile Requirements.

Confidentiality Protection Level

Requirements 1 | 2 | 3 | 4 | 5 | 6

Session Controls SC-1 SC-2 SC-2 SC-3 SC-3 SC-3

13. SECURITY DOCUMENTATION (SD). Security.documentation includes al descriptions of the
security features, design descriptions of security-rélevant software and hardware, certification
packages, and system security plans. The Classfied Information Systems Security Plan (ISSP) is
the basic system protection document and evidence that the proposed system, or update to an
exising system, meets the protection profile reguirements. The ISSP is used throughout the
certification and approva process and serves for the lifetime of the system as the formal record of
the system and its environment as gpproved for operation. The ISSP dso serves as the basis for
ingpections of the system.“lnformation common to severd systems at aSite or information
contained in other documents may be attached to or referenced in the | SSP.

a  SD-1 Reguirements.

(1) ISSP. ThelSSP mus contain the following.

(@ Sysem Identification

1  Security Personnd. The name, location, and phone number of the system
owner, DAA, ISSM, and ISSO.

IN

Description. A brief narrative description of the system or network mission
or purpose and architecture, including subnetworks, communications
devices, and protocols.

(b) Sysem Requirements Specification.
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1  Sengtivity or Classfication Levesof Information The sengtivity or
classfication levels and categories of dl information on the system.

2 Levdsof Concern for Confidentidity, Integrity, and Availability. The
confidentidity level of concern and protection leve, the integrity level of
concern, and the availability level of concern.

3  Vaiancesfrom the Protection Profile Requirements. A description of any

approved variances from the protection profile. A copy of the approval
documentation must be attached to the |SSP.
Sysem-Specific Risks and Vulnerahilities. A description of the risk assessment
of any threats or vulnerabilities unique to the system. I no threats or
vulnerahilities unique to the Ste or system exigt, the description must so Sate. If
any vulnerabilities are identified by the assessment of uniquethreets, the
countermeasures implemented to mitigate thewvulnerabilitiesmust be described.

Sygstem Configuration A brief description of the system architecture, including a
block diagram of the components that show theinterconnections between the
components and any connectionsto other systems.

Connections to Separately Accredited Networks and Systems. |f connections to
other systems exist, a memorandum of ‘understanding is necessary if the systems
are gpproved by a person other than the DAA responsible for this system. A
copy of any memoranda of understanding with other agencies must be attached
to the ISSP.

Security Support Structure. An overview of the SSSincluding dl controlled
interfages, their interconnection criteria, and security requirements.

Sysem Implementation of Requirements. A brief description of how the system
implements each of the basdline and protection requirements.

Compliance Statements. Statements of compliance that TEMPEST, Protected
Transmisson System (PTS), Technicd Surveillance Countermeasures (TSCM),
and other security requirements have been met.

SD-2 Requirement. In addition to those requirements stated in SD-1, SD-2 includesthe

following requiremen.

V&YV Report. A report fromthe V&V team.
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c. Prdfile Reguirements.

Confidentiality Protection L evel

Requirements 1 | 2 | 3 | 4 | 5 | 6

Security Documentation SD-1 SD-1 SD-1 SD-2 SD-2 SD-2

14. SEPARATION OF FUNCTIONS (SF).

a  SF1 Reguirement.

Separdion of Functions. The functions of the ISSO and the system manager must not be
performed by the same person.

b. Profile Requirements.

Confidentiality Protection L evel

Requirements PL1 | PL 2 | PL 3 | PL 4 | PL5 | PL 6

Separation of Functions SF-1 SF-1 SF-1 SF-1

15. SYSTEM RECOVERY (SR). System recovery addresses the functions that respond to failures
in the SSS or interruptions in operation. . Recovery actions ensure that the SSSis returned to a
condition in which al security-rdevant functions are operationa or system operation is suspended.

a.  SR-1 Reguirement:

Controlled:Recovery. Procedures and information system festures must be implemented to
ensure thet information system recovery is controlled. If any off-norma conditions arise
during recovery, the information system must be accessible only via terminals monitored by
the 1SSO or higher designee, or via the information system console.

b. SR-2 Reguirement.

Trusted Recovery. Procedures and technica system features must be implemented to
ensure that system recovery occurs in atrusted and secure manner. Procedures to mitigate
al information system recovery circumstances where the restoration of protection features
cannot be ensured must be implemented and documented.
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Profile Requirements.

Confidentiality Protection Level

Requirements 1 | 2 | 3 | 4 | 5 | 6

System Recovery SR-1 SR-1 SR-1 SR-2 SR-2 SR-2

16. SECURITY SUPPORT STRUCTURE (SSS). The SSS consists of those components of a

system (hardware, software, firmware, and communications) essentid to maintaining the security
poalicy(ies) of the system.

a

SSS-1 Regquirement.

Access to Protection Functions. Access to hardware, software, and firmware that perform

systems or security functions must be limited to authorized personndl.

SSS-2 Requirements. In addition to those requirements stated in SSS-1, SSS-2 includes
the following requirements.

@

e
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SSS Protection Documentation. The protections and provisions, including
identification of al controlled interfaces, thelr interconnection criteria, and security
requirements, of the SSS must be documented.

Informal Description.of Policy Modd. An informa description of the security policy
mode enforced by the SSS must be documented.

Periodic Vdidation of SSS. Procedures must exist to periodically vaidate correct
operation of the hardware, firmware, and software elements of the SSS.

SSS-3 Requirements. In addition to those requirements stated in SSS-2, SSS-3 includes
the following requirements.

@

)

SSS Isolation. The SSS must maintain adomain for its own execution thet protects it
from externd interference and tampering (e.g., by reading or modifying its code and
data structures).

Policy Description. A description of the security policy model enforced by the SSS
must be documented with an explanation that showsit is sufficient to enforce the
security policy. All interfaces to the SSS must be included in the explanation.

Profile Requirements.
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Confidentiality Protection L evel
Requirements 1 2 3 4 5 | 6
Security Support Structure SSS-1 SSS1 | SSS2 | SSS2 | SSS-3 | SSS-3

Requirements

Integrity Level of Concern

Low | Medium | High

Security Support Structure

SSS-2 SSS-3

Requirements L ow

Availability L evel of Concern

| M edium | High

Security Support Structure

SSS-1 SSS-2 SSS-3

17. SECURITY TESTING (ST). Certification and ongoing security testing are used to verify correct

operation of a system’s protection measures.

(1) Cetification Teding. Certification testing must include security function verification
tedts, tests to verify that the security functions do not have any undesired effect(s) on
the information system; testste verify that the security functions perform correctly
when activated with a@norma input values, and documentation of the test results.

Ongoing Tedting: Ongoing security performance testing must be conducted regularly

to ensure that the system’ s securrity features continue to function correctly. The
ongoing security performance tests may include dl or parts of the security function

The methods for determining that these features

continue to be implemented during the life cycle of the information system (e.g., after

a  ST-1 Requirements.
)
veification'and certification tests.
system updates) must be documented.
C.

following requirements.

ST-2 Requirements. In addition to those requirements stated in ST-1, ST-2 includes the

Certification Test Reporting. Certification testing provides assurance that the information
system is operating in accordance with the approved ISSP. The certification test results,
when satisfactory, provide the DAA with supporting documentation for the accreditation of

the information system.
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(@ Cetification Test Plans. The certification test plan must confirm that the informeation
systemn has been implemented and is operating in accordance with the ISSP. If the
Security features of the information system, as specified in the ISSP, are expected to
restrict user access, for example, these features must be tested to ensure that they are
implementing the specified security requirements.

(b) Documentation. The results of certification tests and an andysis of the results must be
documented.

d. ST-3 Reguirements. In addition to those requirements stated in ST-2, ST-3 includes the
following requirements.

(1) Penetration Testing. Ongoing periodic penetration testing' must be performed to
identify mgor or obvious vulnerabilitiesin the sysem. The test methodology and
procedures must be described in a security test plan. The ongoing penetration tests
may include dl or parts of the security function verification tests.

(2) Independent Validation and Verification “An V&V team mus assg in the
certification testing of an information.system and must perform validation testing of the
system as required by the DAA.

e. Profile Requirements.

Confidentiality Protection L evel

Requirements 1 | 2 | 3 | 4 | 5 | 6

Security Testing ST-1 ST-2 ST-2 ST-3 ST-3 ST-3

Integrity Level of Concern

Requirements L ow Medium High

Security Testing ST-1 ST-2 ST-3

18. TRUSTED PATH (TP). Usersoften need to perform functions, such as authentication, through
direct interaction with the SSS. A trusted path ensures that the user is communicating directly
with the SSS. Trusted path exchanges may be initiated by auser or the SSS. A user response
viathe trusted path guarantees that untrusted processes cannot intercept or modify the user’s
response.
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a  TP-1 Reguirements.

Authentication Path The information system must support a trusted path between itself and
the user for initid identification and authentication.

b. Profile Requirements.

Confidentiality Protection Level

Requirements 1 | 2 | 3 | 4 | 5 | 6

Trusted Path TP-1 TP-1
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CHAPTER VIII

REQUIREMENTSFOR INTERCONNECTED SYSTEMS

1. INTERCONNECTED SYSTEMS MANAGEMENT. The characteritics and capabilities of

classfied information systems implemented as networks require specid protection consderations.
This chapter imposes additional requirementson a network or expands on the protection
requirements stated in Chapters VI and VI asthey apply to a network.

a

When connecting two or more networks, the DAA(S) must review the security attributes of
each network (even if the networks are accredited at the same protection level) to determine
whether the combination of data and/or the combination of users on the connected network
requires a higher protection leve.

A unified network is a connected collection of systems or networksthat are accredited (1)
under asingle ISP, (2) asa single entity, and (3) by a single DAA. Such a network can
be as smple asasmal sand-adone LAN operating at Protection Levd 1, following asingle
security policy, accredited as a Single entity, and administered by asingle ISSO.

Conversdly, it can be as complex as a eollection of hundreds of LANS separated over a
wide area but ill following a sngle security policy, accredited as asingle entity by asingle
DAA. The perimeter of each network encompasses dl its hardware, software, and

attached devices. Its boundary extendsto @l of its users.

Aninterconnected network.is comprised of two or more separately accredited systems
and/or networks. Each separately accredited system or network maintains its own intra-
system services and controls, protects its own resources, and retainsits individua
accreditation.Each participating system or network hasits own ISSO. The interconnected
network must have an SSS capable of adjudicating the different security policy
implementations of the participating systems or unified networks. An interconnected
network also requires accreditation as a unit.

Sysemsthat processinformetion at differing classfication levels or with differing
compartmentation (i.e., at least two kinds of information that require different formal access
gpprovas) can be interconnected if—

(1) they areinterconnected through a controlled interface (as defined below) that provides

the separation appropriate to the combination of the level(s) and compartment(s) being
processed on both systems;

(2) both systems are operating at the same protection level (both systems must be
accredited to protect the information being transferred); or
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(3) both systems are accredited to process the level (s) and compartment(s) of information
that they will receive, and at least one system is accredited to provide appropriate
separation for the information being transferred.

e. Any cassfied information system connected to another system that does not meet either
Paragraph 1d(2) or 1d(3) above must use a controlled interface(s) that performs the
following.

(1) A communication of lower classfication level from within the system perimeter must be
reviewed for classfication before being released.

(2) A dassfied communication from within the system perimeter must have the body and
attachments of the communication encrypted with the appropriatelevel of encryption
for the information, transmisson medium, and target system.

(3) Communications from outsde the system perimeter must have an authorized user as
the addressee (i.e,, the controlled interface must notify theuser of the communication
and release the communication only on request from the user). If dlassfied information
exigs in the communication, it must be encrypted with the appropriate level of
encryption for the information, transmisson medium, and target system.

2. CONTROLLED INTERFACE FUNCTIONS.

a  Thefunctions of the controlled interface include-

(1) providing a secure point of interconnection between networks, connected periphera
devices, remoteterminds, or remote hosts;

(2) providing ardiable exchange of security-related information; and

(3) filtering information in a data stream based on associated security |abels for data
content.

b.  Controlled interfaces have severa characteristics including the following.

(1) Thereareno general userson the controlled interface
(2) Thereisno user code running on the controlled interface.
(3) The controlled interface provides a protected conduit for the transfer of user data.

(4) Communications from outsde the perimeter of the system must be reviewed for viruses
and other malicious code.

3. CONTROLLED INTERFACE REQUIREMENTS. The controlled interface must have the
following properties.
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a

Adjudicated Differences. The controlled interface must be implemented to monitor and
enforce the network protection requirements and to adjudicate the differencesin security
policies.

Routing Decisons. The controlled interface must base its routing decisons on information
that is supplied or dterable only by the SSS.

Redrrictive Protection Requirements. The controlled interface must support the protection
requirements of the most redtrictive of the attached networks or information systems.

User Code. The controlled interface must not run any user code.

Fail-secure. The controlled interface must be implemented so thet al possible faillures must
result in no loss of confidentidity or unacceptable exposure to loss of integrity or availability.

Communication Limits. The controlled interface must ensure that communication policies
and connections that are not explicitly permitted are prohibited.

Technical Protection Requirements. The technical protection requirements for Protection
Levd 3 are usudly adequate for the platform en whichthe controlled interface is operating.
In generd, such systems have only privileged users thet is, systlem adminigtrators and
maintainers. The controlled interface may havealarge number of dients, that is, individuas
who use the controlled interface’sfunctiona capabilitiesin a severely constrained way. The
controlled interface gpplication itsdf must provide the more stringent technical protections
appropriate for the system's protection level. Multiple applications do not affect the overal
protection provided by the controlled interface if each application (and the resources
associated with it) 1S protected from unauthorized access or circumvention from other
gpplications or users.

ASSURANCES FOR CONTROLLED INTERFACES. Each controlled interface must be

tested and evauated to‘ensure that the controlled interface, as implemented, can provide the
separation required for the system’s protection level. Specifically, the platform on which the
controlled interface runs does not necessarily have to provide the needed separation aone.
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CONTRACTOR REQUIREMENTS DOCUMENT

1. Purpose. This Contractor Reguirements Document (CRD) isissued to aid procurement request
initiators in identifying Classfied Information Systems Security Program requirements that must be
incorporated into contracts by contracting officers. All contractor responsibilities must be
accomplished in compliance with DOE M 471.2-2, CLASSIFIED INFORMATION
SYSTEMS SECURITY MANUAL.

2. Management Structure. The contractor must assign individuals to serve as Classified Information
Systems Security Site Managers (1SSMs) and Classified Information Systems Security Officer(s)
(1SSOs).

3. Classfied Information Systems Security Site Manager (ISSM). ThelSSM isresponsible for
implementing the Classfied Information Systems Security Program at the Ste. A separate |ISSM
may be gppointed for information systems in a Sengitive Compartmented Information Facility
(SCIF) if the Ste determines that another ISSM isneeded. Inthis capacity, the ISSM aso
functions as the Ste point of contact for dl classfied information Systems security issues. The
ISSM carries out the following responsibilities.

a.  Ensuresthe development, documentation, and presentation of information systems security
education, awareness, and training activities for Ste management, information security
personnel, data custodians, and users. Thistraining and awareness program must include,
but is not limited to, various combinations of classes (both salf-paced and formal), security
education bulletins, training films, eomputer-aided ingtruction, security briefings, and related
educationa ads.

b.  Ensuresthe development; documentation, and presentation of information systems security
training for-.eseorts in‘information systems operationd aress.

c. Egablishes, documents, implements, and monitors the Classified Information Systems
Security Program for the site and ensures site compliance with DOE requirements for
information syslems. These include the basdline protection requirements common to dl
systems, which are detailed in DOE M 471.2-2, Chapter VI.

d. Ensuresthe development of procedures for use in the Site Classified Information Systems
Security Program.

e. ldentifies and documents unique threats to information systems at the Site.

f.  Ensuresthat the Sit€'s Classfied Information Systems Security Program is coordinated with
the Site Safeguards and Security Plan or the Site Security Plan (see DOE O 470.1,
SAFEGUARDS AND SECURITY PROGRAM, Chapter 1).

g Coordinates the following:
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(1) implementation of the Ste Classfied Information Systems Security Program with the
other site programs, as appropriate, such as Classified Matter Protection and Control,
Personnd Security, Physical Security, Communications Security, Protected
Transmisson Systems, TEMPEST, and Materids Control and Accountability;

(2) development of aSte self-assessment program for the Classfied Information Systems
Security Program; and

(3) <df-assessment of the Ste's Classfied Information Systems Security Program, which is
to be performed between operations office surveys.

Ensures the development of Ste procedures to—

(1) govern marking, handling, contralling, removing, trangporting, sanitizing, reusing, and
destroying media and equipment containing classfied informetion;

(2) ensurethat vendor-supplied authentication features (e.g., passwords, account names)
or security-relevant features are properly implemented;

(3) report classfied information systems security incidents;

(4) requirethat each classified information system user Sgnan acknowledgment of
respongbility (Code of Conduct) for the security of cassfied information systems and
dasdfied information;

(5) detect mdicious code, virusesyand intruders (hackers); and

(6) review and approve Classfied Information Systems Security Plans (1ISSPs),
certification test plans,‘and certification test results.

Determines, using guidance from the data custodian(s), the appropriate levels of concern for
confidentidity, integrity, and avallability for each information system that processes classified
informetion.

Certifies to.the Desgnated Approving Authority (DAA), in writing, that each 1SSP has been
implemented, that the specified protection measures are in place and properly tested, and
that the classified information system is functioning as described in the ISSP.

Recommendsto the DAA, in writing, approva or disapprova of the |SSP test results and
the certification Statement.

Ensures that the DAA is notified when a system no longer processes classified informetion,
or when changes occur that might affect accreditation.

Participates in information systems security training sponsored by the Classified Information
Systems Security Program Manager (1ISPM) within 1 year of hisher gppointment.

Ensures that personnd are trained on the information system’ s prescribed security
redtrictions and safeguards before they areinitidly allowed to access a system.

4. Classfied Information Systems Security Officer (ISSO).
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Ensures implementation of security measures for each classified information system for which
he/she is responsible.

Identifies and documents any unique threeats to classfied information systems for which
he/sheis the ISSO and forwards them to the ISSM.

If so directed by the DAA and/or if an identified unique locd threet exists, performs arisk
assessment to determine if additional countermeasures beyond those identified in DOE M
471.2-2 are required.

Deveops and implements a certification test plan for each classified information system for
which he/sheisthe ISSO, asrequired by DOE M 471.2-2 and the DAA.

Prepares, maintains, and implements an | SSP that accuratdly reflects the ingtalation of
protection measures for each classfied information system for which:he/she is responsible.

Maintains the record copy of the |SSP and related documentation for each classified
information system for which he/sheisthe ISSO.

Notifiesthe DAA (through the ISSM) when a system no longer processes classified
information or when changes occur that might affect accreditetion.

Ensuresthe following:

(1) that the sengtivity levd of the information'is determined prior to use on the classified
information system and that the proper security measures are implemented to protect
thisinformation;

(2) that unauthorized personnd are not granted use of, or accessto, aclassified
information system; and

(3) that forma access controls are implemented for each classified information system,
except stand-alone persona computers and stand-al one workstations.

Documents.any specid protection requirements identified by the data custodians and the
protection measures implemented to fulfill these requirements for the information contained in
the dassfied information system.

Ensures that confidentidity, integrity, and availability levels of concern are determined for
each classfied information system for which he/sheisresponsible.

Implements Site procedures to—

(1) govern marking, handling, controlling, removing, trangporting, sanitizing, reusing, and
destroying media and equipment containing classfied informetion;

(2) ensurethat vendor-supplied authentication features (e.g., passwords, account names)
or security-relevant features are properly implemented;

(3) report classfied information systems security incidents;

(4) requirethat each classified information system user sSign an acknowledgment of
respongbility (Code of Conduct) for protecting classfied information systems and
cdlassfied information;
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(5) detect mdicious code, viruses, and intruders (hackers); and
(6) review and gpprove ISSPs, certification test plans, and certification test results.
Ensures that users are properly trained in system security by identifying classfied information

systems security training needs (including system-specific training) and personne who need
to attend system security training programs.

Conducts ongoing security reviews and tests of classfied information systems periodicaly to
verify that security features and operating controls are functional and effective.

Evauates proposed changes or additions to the classfied information systems and advises
the ISSM of their security relevance.

5. Classfied Information Systems Application Owner/Data Custodian  Contractor personnel

responsble for information systems gpplications and/or custody of data must accomplish the
following responghilities.

a

e.

Determine and declare the sensitivity level of information prior to the information being
processed, stored, transferred, or accessed on the classified information system.

Advise the ISSO of any specia protection requirementsfor information to be processed on
the dassfied information system.

Determine and document the data and application(s) that are essentid to fulfill the site
mission and ensure that requirements for contingencies are determined, implemented, and
tested.

Ensure that information is processed on a classified information system that is accredited at a
level aufficient to protect the information.

Dedare the consequences of losing information confidentidity, integrity, and availability.

6. Usersof Classfiedinformation Sysems. Contractor personnel who use classified information

systems must accomplish the following.

a

b.

Comply with the Classfied Information Systems Security Program requirements.

Be aware of and knowledgeable about their responghilities in regard to classified
information systems security.

Be accountable for their actions on a dassfied information system.

Ensure that any authentication mechanisms (including passwords) issued for the control of
their access to classified information systems are not shared and are protected at the highest
dassfication level and most redtrictive classfication category of information to which they
permit access.
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e.  Acknowledge, in writing, their reponghilities (Code of Conduct) for protecting classfied
information systems and classified information.

f.  Paticipaein traning on the information system’s prescribed security restrictions and
safeguards before initid accessto asysem. Asafollow-up to thisinitid training, participate
in an ongoing security educetion, training, and awareness program.

Site Security Plan and Site Safeguards and Security Plan. The contractor must prepare a Site
Security Plan or (SSP) or Site Safeguards and Security Plan (SSSP), which must include a Site
risk assessment and the information detailed in DOE O 470.1, SAFEGUARDS AND
SECURITY PROGRAM.

Site Risk Assessment.

a  Sterisk assessments must include the Departmentwide Classfied Information Systems
Security Risk Assessment developed by DOE as a basdline!

b. Sterisk assessments must identify any Ste-gpecific threets and any protection technologies
unique to the site.

c. Sterisk assessment results must be documented and used to augment, as needed, the
Classfied Information Systems protection profiles to be agpplied to information systems at
the ste.

Protection Profiles. The contractor. must. develop a protection profile for the Ste asthe first step
in implementing a Clasdfied Information Systems Security Program. The protection profile must
comply with the requirements.in Chapter IV of DOE M 471.2-2.

Cetification and Accreditation  The contractor must comply with the certification and
accreditation requirements of Chapter V of DOE M 471.2-2. Certification confirmsthat the
Classfied Information Systems Security Program protection measures have been implemented
correctly in accordance with the protection profile. Accreditation, which is performed by the
DOE DAA, grants authority to operate the Classfied Information Systems Security Program.

Independent Vdidation and Verification For information systems intended to operate in
Protection Level 5 or 6, the contractor must conduct and fund an Independent Validation and
Verification review.

Reaccreditation. The 1ISSO and 1ISSM must work with the Classified Information Systems
Security Operations Manager (1ISOM) to review proposed modifications to information systems
to determine their effect on the system protections.

Incident Reporting. Contractor personne must report to the ISOM any incidents that may affect
DOE or nationd interests. (Incidents may be reported via telephone or other eectronic means.)

Attachment 1
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14.

15.

16.

The report must include at least the location of the incident, possible effect on DOE or nationd
interests, adescription of the incident, and a description of the actions that were taken to protect
information after the incident was discovered. All individua(s) collecting information about or
reporting an incident must ensure that any sengtive or classified information involved in the
incident or report is properly protected. All information reported must comply with DOE M
471.2-2.

Sdf-Assessments. The ISSM must ensure that periodic self-assessments of the Sit€'s program
are performed. Upon completion of each review, the ISSM must ensure that a corrective action
planis prepared and implemented for al findings or vulnerahilities as directed by DOE O 470.1,
Chapter IX, Paragraph 10a. A record of each review and the subsequent corrective action plan
must be retained and made available during future surveys and inspections.

Graded Requirements. The ISSM must ensure that the Classified Information Systems Security

Program isimplemented according to the graded requirements direction.in Chapter V11 of DOE
M 471.2-2.

Interconnected Systems. The ISSM must implement the additiona requirements in Chapter VIII
of DOE M 471.2-2 for classified information systems implemented as networks.
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ATTACHMENT 2
DEFINITIONS

ACCREDITATION. The forma acknowledgment (written or eectronic) of the designated approval
authority’ s decision to authorize an information system to process, store, transfer, or provide access to
classfied information in a specific information system’ s security environment established by a specific
Classfied Information Systems Security Plan (ISSP).

AVAILABILITY. The attribute of information being in the place, a the time, and in the form needed
by the user. Denotes the god of ensuring that information and information processing resources both
remain reaedily ble to their authorized users.

BOUNDARY. The conceptud limit of an information system that extendsto dl directly and indirectly
connected users who receive output from the system without a religble human review by an
gppropriately authorized or cleared authority.

CLASSIFIED INFORMATION SYSTEMS SECURITY.OFFICER (ISSO). The person
responsible for ensuring that protection messures are installed and operational security is maintained for
one or more specific dassfied information system(s).

CLASSIFIED INFORMATION SYSTEMS SECURITY OPERATIONS MANAGER (ISOM). A
DOE employee who is the technical expert responsible to the Designated Approva Authority (DAA)
for ensuring that security is provided for and implemented throughout the life cycle of adassified
information system.

CLASSIFIED INFORMATION-SY STEMS SECURITY PROGRAM MANAGER (ISPM). The
DOE employee gppointed by the Director of the Office of Safeguards and Security to be responsible
for the development'of DOE palicies, standards, guidelines, and procedures for the protection of
classfied information in information systems.

CLASSIFIED INFORMATION SYSTEMS SECURITY SITE MANGER (ISSM). The manager
responsible for aste Classified Information Systems Security Program.

CLEARING. Removd of datafrom an information system or media, performed so that the data may
not be recongtructed using norma system capabilities (i.e., through the keyboard). NOTE: Clearing
of classfied information from media does not permit the reuse of the media at alower classfication level
or in an unclassified mode.

CONFIDENTIALITY. Thecritical information attribute of being inaccessible except to persons or
processes that have an authorization and alegitimate need to know that information.

DATA CUSTODIAN. The person respongble for having information reviewed for senstivity and
classficaion. This person isrespongble for its generation, management, and destruction.
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DESIGNATED APPROVING AUTHORITY (DAA). The officid with the authority to formally grant
gpprova for operaing a classfied information system; the person who determines the acceptability of
the resdua risk in asystem that is prepared to process classified information and ether accredits or
denies operation of the system.

INFORMATION SYSTEM. Asdefined in National Security Telecommunications and
Information Systems Security (NSTISSC) 4009, National Information Systems Security
(INFOSEC) Glossary, dated 5 June 1992, “any telecommunications and/or computer related
equipment or interconnected system or subsystems of equipment that is used in the acquigition, storage,
manipulation, management, movement, control, display, switching, interchange, transmission, or
reception of voice and/or data, and includes software, firmware, and hardware.” NOTE:
Communications Security (COMSEC) and Technicd Surveillance Countermeasures (TSCM)
requirements are contained in other directives.

INTEGRITY. Theinformation attribute of being atrue, complete representation of its origina content,
even when undergoing changes in form or storage medium.

LEVELS OF CONCERN. An expression of the consequences of loss of the information’ s integrity,
availability, or confidentidity.

PERIMETER. All those components of the infermation system that are to be accredited. NOTE: As
arule, separately accredited components are not included within the perimeter, but those components
are within the boundary.

PRESUMPTIVE NEED TO KNOW.:A “need to know” by reason of association or assgnment to
the area in which the data is exposed (e.g., for ajanitor, guard, etc).

PROTECTION LEVEL. Theprotection leve for confidentidity as determined by the relaionship
between two sets of facts. fird, the access authorizations, formal access approval(s), and
need-to-know of users; and second, the level of concern for confidentidity for the system. Protection
level indicates an implicit leve of trust placed in the system’ s technical cgpabilities.

RESIDUAL RISK. Theremaining risk of operating a classfied information system after application of
mitigating factors. NOTE:  Such mitigating factors often include, but are not limited to—

e minimizing initid risk by sdecting a syslem known to have fewer vulnerabilities,
e reducing vulnerabilities by implementing countermeasures,
»  reducing consequence by limiting the amounts and kinds of information on the system, and

« ugdng classfication and compartmentation to lessen the threat by limiting the adversaries
knowledge of the system.
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SANITIZATION. Theremova of information from media or equipment such that deta recovery usng
any known technique or anadlysisis prevented. NOTE: Sanitization must include the remova of data
from the media or equipment, aswell asthe removd of al sengtivity or classfied labels markings, and

activity logs.

SITE MANAGER. The person responsible for management of al activities at aSte.

USER. Anindividud who can receive information from, input information to, or modify information on
an information system without an independent human review. In aprocessing context, this aso includes
a process acting on behaf of auser.

Direct User. A user with physical or eectronic access to any component of the information
sysem.

Indirect User. A user with accessto information from the infarmation system without an
independent human review, but who does not have physica or eectronic access to the system
itsdf.

Privileged User. A user with access to control, monitoring, or administration functions of the
information system (e.g., System administrator, System security officer, maintainers, sysem
programmers, etc.). NOTE: It is often convenient to refer to auser who isNOT aprivileged
user asagenera user.
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