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PHYSICAL PROTECTION

1. PURPOSE. This Manual establishes requirements for the physical protection of interests
under the U.S. Department of Energy’s (DOE’s) purview ranging from facilities,
buildings, Government property, and employees to national security interests such as
classified information, special nuclear material (SNM), and nuclear weapons. A graded
approach for the protection of the lowest level of government property and layered to the
most critical are described in this Manual and its Appendices.

a. Graded protection requirements for the various interests under DOE’s purview
may be required and based on best business practices, economic rationale,
national security objectives or other rationale.

b. Not all Departmental interests can be identified within this Manual. Therefore,
DOE line management must consider Departmental interests (i.e., all non-national
security interests) and develop protection requirements tailored to that particular
interest using graded protection measures.

C. To effect DOE P 470.1, Integrated Safeguards and Security Management Policy
(ISSM), dated 5-8-01, sites must integrate physical security protection into DOE
operations and according to sound risk management practices. The ISSM is the
Department’s philosophical approach to the management of the Safeguards and
Security (S&S) Program. A principal objective of ISSM is to integrate S&S into
management and work practices at all levels based on program line management’s
risk management-based decisions so missions may be accomplished without
security events such as interruption, disruption or compromise.

d. Physical protection must be integrated with other S&S programs such as program
planning and management, protective force, information security, personnel
security, and nuclear material control and accountability.

e. The activities and requirements outside of the S&S Program in the weapons
surety, foreign visits and assignments, safety, emergency management, cyber
security, intelligence, and counterintelligence programs must also be considered
in the implementation of this Manual.

2. CANCELLATIONS. Section A, of DOE M 470.4-2, Chg 1, Physical Protection Manual,
dated 3-7-06 is canceled. It should be noted that the Safeguards and Security Alarm
Management and Control Systems, formally Section B, has become Appendix C of this
Manual and thus remains in effect. Cancellation of a Manual does not by itself modify or
otherwise affect any contractual obligation to comply with the Manual. Contractor
requirement documents (CRDs) that have been incorporated into or attached to a contract
remain in effect until the contract is modified to either eliminate requirements that are no
longer applicable or substitute a new set of requirements.
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3. APPLICABILITY.

a.

All Departmental Elements. Except for the exclusion in paragraph 3c, this Manual
applies to all Departmental elements including those created after the Manual is
issued. (Go to http://energy.gov/organization/orgchart.htm for the current listing
of Departmental elements.)

The Administrator of the National Nuclear Security Administration (NNSA) will
ensure that NNSA employees and contractors comply with their respective
responsibilities under this Manual.

DOE Contractors.

1) Except for the exclusions in paragraph 3c, the CRD, Attachment 1, sets
forth the requirements of this Manual that will apply to contracts that
include the CRD.

2 The CRD must be included in contracts involving responsibilities for
administering DOE Physical Security Programs for the purpose of
protecting (S&S) interests. The CRD must contain DOE Acquisition
Regulation (DEAR) clause 952.204-2, titled Security Requirements.

3) Departmental elements must notify contracting officers of affected
site/facility management contracts to incorporate this directive into those
contracts.

4) Once notified, contracting officers are responsible for incorporating this
directive into the affected contracts via the Laws, Regulations, and DOE
Directives clause of the contracts.

(5) A violation of the provisions of the CRD relating to the protection and
control of Restricted Data or other classified information may result in a
civil penalty pursuant to subsection a. of Section 234B of the Atomic
Energy Act of 1954 (42 U.S.C. 2282b.). The procedures for the
assessment of civil penalties are set forth in Title 10, Code of Federal
Regulations (CFR), Part 824, Procedural Rules for the Assessment of Civil
Penalties for Classified Information Security Violations.

Exclusion. In accordance with the responsibilities and authorities assigned by
Executive Order 12344, codified at 50 USC sections 2406 and 2511, and to
ensure consistency throughout the joint Navy and DOE organization of the Naval
Nuclear Propulsion Program, the Deputy Administrator for Naval Reactors
(Director) will implement and oversee all requirements and practices pertaining to
this DOE Manual for activities under the Director’s cognizance, as deemed
appropriate.
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4.

SUMMARY. This Manual, identified as the base Manual, is composed of 10 chapters
and three appendices that provide direction for planning, implementing, and monitoring
the application of physical protection measures. The chapters and appendices describe the
procedures and management process applicable to Departmental operating environments.
Implementation of these procedures should be accomplished under an approved security
plan, as described in DOE M 470.4-1, that describes an integrated, performance—based
approach to site security.

a. Chapters I through X provide the baseline requirements applicable to all
Departmental facilities and sites.

b. The appendices describe the mandatory requirements specifically oriented to
Category III and IV SNM, protection of nuclear components, fuel elements and
Category I and II SNM, nuclear weapons, test devices and S&S Alarm
Management and Control Systems requirements.

c. Attachment 1 contains the CRD which provides detailed requirements for DOE
contractors consistent with this Manual.

d. Attachment 2 describes the Department's security badge policy that is consistent
with Homeland Security Presidential Directive 12 (HSPD-12).

e. Appendix C cites the Safeguards and Security Alarm Management and Control
Systems (SAMACS) requirements used in the protection of Category I and II
quantities at SNM facilities installed and operational after January 1, 2008.

DEVIATIONS. Deviations from national regulations, including the Code of Federal
Regulations and national-level policies, are subject to the deviation process of the
governing document rather than the DOE deviation process. This directive conveys no
authority to deviate from law. Requests for deviations from requirements specific to
DOE, including this Manual, must be made in accordance with the provisions of
DOE M 470.4-1, Safeguards and Security Program Planning and Management dated
8-26-05.

DEFINITIONS. Terms commonly used in the program are defined in DOE M 470.4-7,
Safeguards and Security Program References, dated 8-26-05.

REFERENCES.

a. References commonly used in the S&S Program are located in DOE M 470.4-7.

b. Title XXXII of Public Law (P.L.) 106-65, National Nuclear Security
Administration Act, as amended, which established a separately organized agency
within the DOE.

IMPLEMENTATION. Requirements that cannot be implemented within 6 months of the
effective date of this Manual or within existing resources must be documented by the
cognizant security authority and submitted to the relevant program officers; the Under
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Secretary for Energy; the Under Secretary for Science; or the Under Secretary for
Nuclear Security/Administrator, NNSA; and the Office of Security Policy, Office of
Health, Safety and Security. The documentation must include timelines and resources
needed to fully implement this Manual. The documentation must also include a
description of the vulnerabilities and impacts created by delayed implementation of the
requirements.

9. CONTACT. Questions concerning this Manual should be directed to the Office of
Security Policy, Office of Health, Safety and Security, at 301-903-6209.

BY ORDER OF THE SECRETARY OF ENERGY:

) DANIEL B. PONEMAN
Deputy Secretary
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CHAPTER I. PROTECTION PLANNING

1. GENERAL REQUIREMENTS. This Manual establishes requirements for the physical
protection of all Departmental interests including Departmental property and national
S&S interests under DOE purview. Interests requiring protection range from Government
facilities, buildings, property and employees, to national security interests such as
classified information, SNM and nuclear weapons. Radiological, chemical, or biological
sabotage targets must be provided protection as determined by vulnerability analysis.
Select biological agents and toxins are also considered DOE interests. Protection of these
select biological agents and toxins are governed by Title 7 Code of Federal Regulations
(CFR) Part 331, Possession, Use, and Transfer of Select Agents and Toxins; 9 CFR Part
121, Possession, Use, and Transfer of Select Agents and Toxins; 9 CFR Part 122,
Organisms and Vectors; and 42 CFR Part 73, Select Agents and Toxins. Protection of
chemical facilities/activities which are considered to present a high risk are governed by
Title 6 CFR Part 27, Chemical Facility Anti-Terrorism Standards, Final Rule.

a. Depending on the interest, protection may be required based on best business
practices, economic rationale, national security objectives or other rationale.

b. DOE line management must consider the various Departmental interests and their
attractiveness to theft, diversion or sabotage and develop protection requirements
using graded protection fundamentals.

c. Physical protection strategies must be developed, documented, and implemented
consistent with the Graded Security Protection (GSP), formerly the Design Basis
Threat Policy, and National policy to protect against radiological, chemical, or
biological sabotage (see DOE O 470.3B, Graded Security Protection Policy).

2. PLANNING. The implementation of graded physical protection programs required by
this Manual must be systematically planned, executed, evaluated, and documented as
described by a site security plan (see DOE M 470.4-1).

a. Physical protection programs must be based on the most recent GSP information
and used in conjunction with local threat guidance. The GSP applies to all DOE
facilities including those that do not possess classified matter or SNM (see
DOE O 470.3B).

b. Departmental interests must be protected from malevolent acts such as theft,
diversion, and sabotage and events such as natural disasters and civil disorder by
considering site and regional threats, protection planning strategies, and
protection measures.

C. SNM must be protected at the higher level when roll-up to a higher category can
occur within a single security area unless the facility has conducted an analysis
that determined roll-up was not credible (see DOE M 470.4-6 Chg 1 and
DOE M 470.4-7).
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d. Sites upgrading security measures must consider the benefits provided using
security technology by conducting life-cycle cost-benefit analyses comparing the
effectiveness of security technology to traditional manpower-based
methodologies. However, at Category I and Category II facilities various
manpower alternatives to include security technologies must be used to allow
protective force personnel to concentrate on the primary mission of protecting
nuclear weapons, SNM, and designated high-value targets.

PERFORMANCE ASSURANCE. Physical protection systems, including components,
must be performance tested to ensure overall system effectiveness. The effectiveness of
physical protection systems and programs must be determined through performance
testing at a frequency determined by the cognizant security authority and in accordance
with the Performance Assurance Program. A program of scheduled testing and
maintenance must be implemented to ensure an effective, fully functional security system
(see DOE M 470.4-1).

PHYSICAL PROTECTION SURVEILLANCE EQUIPMENT. If physical protection
surveillance equipment is to be used to support the facility's physical protection strategy,
it must be identified and its physical protection application must be described in the site
security plan. Procedures must be developed to prohibit misuse of physical protection
surveillance equipment (e.g., video assessment and audio communication/recording
equipment).
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CHAPTER II. SECURITY AREAS

1. GENERAL REQUIREMENTS. Security areas are established to provide protection to a

wide array of S&S interests under the Department’s purview, to include nuclear weapons,
SNM, classified information, buildings, facilities, Government property, employees and
other interests. The security areas described in this Chapter address a graded approach for
the protection of S&S interests.

2. GENERAL ACCESS AREAS (GAAs). GAAs may be established to allow access to

certain areas with minimum security requirements as determined by the cognizant
security authority.

a.

General Requirements. These designated areas are accessible to all personnel
including the public. DOE line management should establish security
requirements for those areas designated as a GAA.

Posting of General Access Areas. The designated GAA security requirements
must be posted to inform all personnel, including the public, that entry into these
areas subjects them to the security requirements. The posting should list the
security conditions (see 41 CFR Part 102-74 Subpart C).

3. PROPERTY PROTECTION AREAS (PPAs). PPAs are security areas that are

established to protect employees and Government buildings, facilities and property.

a.

General Requirements. The requirements for PPAs must be configured to
protect Government-owned property and equipment against damage,
destruction, or theft and must provide a means to control public access.
Protection may include physical barriers, access control systems, biometric
systems, protective personnel or persons assigned administrative or other
authorized security duties, intrusion detection systems, locks and keys, etc. The
cognizant security authority must designate, describe, and document PPA
protection measures within their SSP.

Signs. Signs prohibiting Trespassing. Warning signs and/or notices must be
posted around the perimeter and at entrances to a PPA. (see Chapter III). For
General Services Administration (GSA) leased buildings and offices, GSA
guidance implementing 41 CFR Part 102-74.365 describes the posting
requirements.

(1) Signs listing prohibited articles must be posted at PPA entrances.
Additional prohibited and controlled article signs may be posted at inner
security areas [Limited Area (LA), Exclusion Area (EA), Protected Area
(PA) and/or Material Access Area (MAA)] as determined by the cognizant
security authority. The listing of controlled articles is to be prepared by the
sites.
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2) Warning signs and/or notices must be posted at entrances to areas under
electronic surveillance advising that physical protection surveillance
equipment is in operation.

Access Control. Access controls must be implemented to protect employees,
property, and facilities. Security requirements for personnel and vehicles
entering the PPA must be established by the cognizant security authority.
Procedures for the processing of visitors, including foreign nationals must be
approved by the cognizant security authority and documented in the SSP (see
Attachment 2, DOE M 470.4-2A).

Parking Areas. If parking areas are near security areas and could interfere with
intrusion detection sensor fields, clear zones, protective force (PF) operations, or
pose a threat to target areas, these parking issues must be addressed in the SSP.

(1) Parking areas must not impact security equipment, security operations or
be located in manner that degrades protection of Departmental interests.

2) Vehicle bomb threats must be considered in determining the location of
vehicle parking areas. For all new construction, parking areas should be
located at a pre-determined distance from buildings to minimize a vehicle
bomb threat. The set-back distance must be determined by using the site
GSP and vulnerability assessment.

Inspection Program. An inspection program is to deter prohibited and controlled
articles being brought into PPA facilities. All personnel, vehicles, packages, and
hand-carried articles are subject to inspection before entry into a security area.
Likewise, such programs must ensure that S&S interests are not removed. If
implemented, the inspection program must be established by the cognizant
security authority and documented in the SSP.

Intrusion Detection. If used, security requirements for intrusion detection,
including long range detection technologies, for the PPA must be established by
the cognizant security authority.

Visitor Processing. Site specific requirements and procedures for receiving
visitors must be developed and approved by the cognizant security authority.

For Exclusion Areas, Protected Areas, and Material Access Areas, the
procedures must provide for recording the following visitor information for
paper entries: printed full name and signature, organization represented,
citizenship, person to be visited, purpose of visit, escort name, time of entry and
exit. For electronic log entries when using automatic access control systems, full
name, agency or organization represented, citizenship; purpose of the visit,
clearance level, if validated, escort’s name, and time of entry.
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@)) Information from visitor logs must be retained in accordance with local
records management procedures.

2) Paper visitor logs must plainly reflect the penalty of false personation and
representation. Sites using electronic visitor processing must post signs
reflecting the penalty for false impersonation and representation.

(a) Laws regarding the penalty for false personating are stated in
18 U.S.C. Part 1, Section 911.

(b) Laws regarding fraud and false statements are stated in 18 U.S.C.
Part 1, Section 1001.

4. LIMITED AREAS (LAs). LAs are security areas designated for the protection of
classified matter and Category III and higher quantities of special nuclear material (SNM)
and to serve as a concentric layer of protection. Specific protection requirements
applicable to Category III quantities of SNM are provided in Appendix A.

a. General Requirements. LA boundaries are defined by physical barriers
encompassing the designated space and access controls to ensure that only
authorized personnel are allowed to enter the LA.

b. Access Control. The identity and clearance level of each person seeking entry to
an LA must be validated by PF, or other appropriately authorized personnel, or by
an automated system and documented in the SSP.

(1) If automated access control equipment is used, a DOE security badge must
be used to access the LA.

2) Entry control points for vehicle and pedestrian access to LA must provide
the same level of protection as that provided at all other points along the
security perimeter.

3) Exits from LAs must satisfy life safety requirements of National Fire
Protection Association (NFPA) 101, Safety to Life from Fire in Buildings
and Structures. Some exits may be provided for emergency use only.

(a) Security area entrances and exits must be equipped with doors,
gates, rails, or other movable barriers that direct and control the
movement of personnel or vehicles through designated control
points.

(b) Automated gates must be designed to allow manual operation
during power outages or mechanism failures.
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Site-specific requirements and procedures for receiving visitors
must be developed and approved by the cognizant security
authority.

Information from visitor logs must be retained in accordance with
local records management procedures.

Personnel Access. Individuals without a security clearance must be escorted by an

authorized person who is to ensure measures are taken to prevent a compromise
of classified matter.

ey

2)

3)

“)

Escort Ratios. The cognizant security authority must establish
escort-to-visitor ratios in a graded manner for each LA or above security

area.

Escort Responsibilities. Any person permitted to enter a LA or above who
does not possess a security clearance at the appropriate level must be
escorted at all times by an appropriately cleared and knowledgeable
individual trained in local escort procedures.

(a)

(b)

Escorts must ensure measures are taken to prevent compromise of
S&S interests.

The escort must ensure the visitor has a need-to-know for the
security area or the S&S interests.

Access Validation. Validations must occur at entry control points of LAs.

(a)

(b)

The identity and security clearance held by each person seeking
entry must be validated by appropriately authorized personnel,
automated systems, or other means documented in the SSP.

Where practicable, PF personnel will not be used to control access
to LAs.

“Piggybacking.” The following requirements must be documented in the
SSP if piggybacking into LAs is permitted.

(a)

(b)

Personnel with the appropriate security clearance may vouch for
another person with the required security clearance to “piggyback”
into an LA.

Authorized personnel permitting the entry of another person must
inspect the individual’s DOE security badge to ensure that it bears
a likeness of the individual and that he or she has the proper
security clearance identifier on the badge. When PF personnel are
not controlling access to the LA, the DOE federal or contractor
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employee authorized to enter the LA is responsible for ensuring
that those accompanying individuals are authorized entry.

(&) Automated Access Control Systems. Automated access control systems
may be used if the following requirements are met.

(a) Automated access controls used for access to a LA or above
security area must verify that the DOE security badge is valid (i.e.,
that the badge data read by the system match the data assigned to
the badge holder).

(b) When remote, unattended, automated access control system entry
control points are used for access to LA and above security areas,
the barrier must be resistant to bypass. The unattended entry
control point should have closed-circuit television system
coverage.

(©) Automated control system alarms (e.g., annunciation of a door
alarm, duress alarm, tamper alarm, or anti-passback indication
feature) must be treated as an intrusion alarm for the area being
protected.

(d) Personnel or other protective measures are required to protect card
reader access transactions, displays (e.g., badge-encoded data), and
keypad devices. The process of inputting, storing, displaying, or
recording verification data must ensure that the data are protected
in accordance with the SSP.

(e) The system must record all attempts at access to include
unsuccessful, unauthorized, and authorized.

) Door locks opened by badge readers must be designed to relock
immediately after the door has closed.

(2) Transmission lines that carry security clearance and personal
identification or verification data between devices/equipment must
be protected in accordance with the SSP.

(h) Records reflecting active assignments of DOE security badges,
security clearance, and similar system-related records must be
maintained. Records of personnel removed from the system must
be retained for 1 year, unless a longer period is specified by other
requirements. Personal data must be protected in conformance with
the Privacy Act, (see 5 U.S.C. 552a).

1) Badge reader boxes, control lines, and junction boxes must have
line supervision or tamper indication or be equipped with
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tamper-resistant devices. Data Gathering Panels/Field processors
or multiplexers and other similar equipment must be
tamper-alarmed or secured by a means that precludes surreptitious
tampering with the equipment.

() Uninterrupted power supply or compensatory measures must be
provided at installations where continuous operation is required.

Vehicle Access.

(1) Approval for non-Government vehicles, which includes privately owned,
to access LAs must be documented in the SSP.

2) Government-owned or -leased vehicles may be admitted only when on
official business and only when operated by properly cleared and
authorized drivers.

3) The SSP must identify procedures for inspection of, and access by, service
and delivery vehicles. Factors to be considered are vehicle identification,
identification of owner/operator and provision for various technologies to
include vehicle navigation systems, cell phones and back-up cameras.

4) All personnel within a vehicle are required to produce DOE security
badges when accessing an LA and comply with individual LA procedures.

5 When a remote automated access control system is used for vehicle access
control, it must verify that the operator or the escort has a valid DOE
security badge (e.g., the badge data read by the system must match the
data assigned to the badge holder).

Signs. Signs must be posted to convey information on the prohibited and
controlled articles; the inspection of vehicles, packages, hand-carried items, and
persons entering or exiting the security area; the use of video surveillance
equipment; and trespassing (see Title 42 United States Code (U.S.C.) Section
2278a). The decision on the signage and posting rests with the cognizant security
authority and the requirements cited in federal statutes and regulations (see
Chapter III).

5. EXCLUSION AREAS (EAs). EAs are established to protect classified matter where an

individual’s mere presence may result in access to classified matter.

a.

General Requirements. The boundaries of EAs must be encompassed by physical
barriers and be located within the minimum of an LA or receive approval of the
cognizant security authority for those EAs not within a minimum of a LA.

Access Control. In addition to the requirements for an LA the following
requirements apply to access to an EA.
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(1) Individuals permitted unescorted access must have the appropriate access
authorizations and a need-to-know consistent with the classified matter to
which they have access by virtue of their presence in the EA.

2) Individuals without the appropriate security clearance and need-to-know
must be escorted by a knowledgeable individual who must ensure
measures are taken to prevent compromise of classified matter.

3) Visitor logs must be used for EAs. The requirements cited in paragraph
3.f, above, should be considered when establishing a visitor log process.

Intrusion Detection.

(D Unauthorized entry into the EA must be detected.

2) When the exclusion area is unoccupied, and classified matter is not
secured in a security container, then the EA must at a minimum, meet the
requirements of a vault-type room (VTR) or an appropriate level of
protection as determined by the cognizant security authority.

6. SPECIAL DESIGNATED SECURITY AREAS. Other areas with access restrictions

include CASs, secondary alarm stations (SASs), Sensitive Compartmented Information
Facilities (SCIFs), Special Access Program Facilities (SAPFs), classified conferencing
rooms, secure communications centers, and automated information system centers.

a.

Special Access Programs (SAP). The technical requirements for SAPs are
identified in DOE M 471.2-3B, Special Access Program Policies,
Responsibilities, and Procedures, dated 10-29-07, and DOE M 470.4-1.

Alarm Stations. Security system requirements are described in Appendix A.

Sensitive Compartmented Information Facilities. DOE follows the requirements
in Director of Central Intelligence Directive (DCID) 6/9 and DCID Manual 6/9
dated 11-18-02, DOE O 5639.8A, Security of Foreign Intelligence Information
and Sensitive Compartmented Information Facilities, dated 7-23-93, and DOE
Sensitive Compartmented Information Facility Procedural Guide for the
construction and accreditation of SCIFs.

Other Designated Security Alarm Stations. If response to an alarm activity by
LLEA/security personnel is permitted, then the alarm company/service must meet
the specifications contained in Underwriters Laboratories (UL) Standard 827,
Standard for Central-Station Alarm Services.

Classified Conferencing Areas, Secure Communications Centers and Automated
Information System Centers. (For the purpose of this requirement, areas, centers,
and facilities are the locations where a specific activity takes place).
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Classified information is to be protected in conformance with DOE
Information Security policy (see DOE M 470.4-4A).

Separate access controls and barriers must be established to restrict access
to only persons employed in secure communication and automated
information centers handling classified information or otherwise requiring
access to perform their official duties.

Security clearances consistent with the highest level and category of
classified information handled are required for all persons assigned to or
having unescorted access to the above centers. A list of persons who have
authorized access must be maintained within the center, and a record must
be maintained of all visitors entering the facility.

The design of automated information system centers and remote
interrogation points that process classified information must consider the
following:

(a) Establishment of a control zone consisting of the area above,
below, and around equipment and distribution systems that have
been inspected and are to be kept under physical and technical
control to prevent unauthorized access, is required.

(b) Separate access controls and barriers. When contained within a
larger designated security area, automated information system
centers and remote interrogation points used to process classified
information must have separate access controls and barriers.

The selection of conferencing facilities for the conduct of classified

meetings, and teleconferencing must conform to Information Security
policy (see DOE M 470.4-4A).

PROHIBITED AND CONTROLLED ARTICLES. Authorization for prohibited articles

to be used for official Government business must be documented in a SSP. The articles
listed below will not be permitted onto DOE property without appropriate authorization.

a. Prohibited Articles. Prohibited articles include items such as:
(D) explosives,
2) dangerous weapons,
3) instruments or material likely to produce substantial injury to persons or
damage to persons or property,
4) controlled substances (e.g., illegal drugs and associated paraphernalia but

not prescription medicine), and
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5) other items prohibited by law. Specific information covering prohibited
items may be found under the provisions of 10 CFR Part 860 and
41 CFR Part 102-74 Subpart C.

b. Controlled Articles.

(D Controlled articles such as portable electronic devices, both Government
and personally owned, capable of recording information or transmitting
data (e.g., audio, video, radio frequency, infrared, and/or data link
electronic equipment) are not permitted in limited areas (LAs), exclusion
areas (EAs) protected areas (PAs), and material access areas (MAAS),
without prior approval. The approval process must be documented in the
SSP. NOTE: Government-owned computer systems which are part of the
day-to-day operations are exempt from the requirement. The cognizant
security authority must specify the equipment to be exempted from the
approval process.

2) Sites are to develop procedures to account for, control, and limit all
controlled articles entering specified security areas. These procedures
must be approved by the cognizant security authority.

(a) For application to Special Access Program Facilities (SAPFs),
Sensitive Compartmented Information Facilities (SCIFs), etc., the
Director Central Intelligence Directive (DCID) 6/9 and DCID
manual, Physical Security Standards for Sensitive Compartmented
Information Facilities, program guidance must be implemented.

For SAPFs, the programmatic policy addressing Controlled
Articles, would be issued by the Special Access Program
Administrator (see DOE M 471.2-3B, Special Access Program
Polices, Responsibilities, and Procedures).

(b) Office of Secure Transportation Federal Agents, DOE protective
personnel, and other Federal agents and Local Law Enforcement
Officials with jurisdiction, whose duties routinely require the
carrying and operation of controlled articles, are exempt from this
requirement unless a nuclear safety reason exists to prohibit certain
communication devices, e.g., cellular telephones,
transceiver-radios and other electronic radiating/emitting devices.
If such a prohibition exists, it is to be documented in specific
agreements between the site and Federal agency.
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CHAPTER III. POSTING NOTICES

1. GENERAL REQUIREMENTS. Signs must be posted at facilities, installations, and real
property based on the need to implement Federal statutes protecting against degradation
of S&S interests.

2. TRESPASSING. DOE property must be posted according to statutes, regulations, and the
administrative requirements for posting specified in this Manual.

a. Statutory and Regulatory Provisions.

(D Section 229 of the Atomic Energy Act of 1954 (42 U.S.C. 2278a) as
implemented by 10 CFR 860, prohibits unauthorized entry and
unauthorized carrying, transporting, or otherwise introducing or causing to
be introduced any dangerous explosives, or other dangerous instrument or
matter likely to produce substantial injury to persons or damage to
property into or upon any facility, installation, or real property subject to
the jurisdiction, administration, or in the custody of DOE. The statute
provides for posting the regulations and penalties for violations.

2) Section 662 of the DOE Organization Act (42 U.S.C. 7270b), as
implemented by 10 CFR 1048, prohibits unauthorized entry upon and
unauthorized carrying, transporting, or otherwise introducing or causing to
be introduced, any dangerous instrument or material likely to produce
substantial injury to persons or damage to property into or onto the
Strategic Petroleum Reserve, its storage or related facilities, or real
property subject to the jurisdiction, administration, or custody of DOE.
The statute provides for posting the regulations and penalties for
violations.

3) Public Law 566, 80" Congress of June 1, 1948 (Title 40, U.S. Code 318);
and the Federal Property and Administrative Services Act of 1949 (title
63, United States Statutes at Large, 377 as amended) provide the rules and
regulations governing public buildings and grounds under the charge and
control of the GSA. 41 CFR 102-74.365 Subpart C governs entry to public
buildings and grounds under the charge and control of the GSA.

4) Signs prohibiting trespassing must be posted around the perimeter and at
each entrance to a security area except when one security area is within a
larger, posted security area. The distance between signage is to be
determined by the cognizant security authority.

b. Posting Proposals. Requirements for the administration of posting proposals are
as follows:
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Conditions. Proposals for the posting of facilities, installations, or real
property, or amendment to or revocation of a previous proposal must be
submitted when one of the following occurs.

(a) The property is owned by or contracted to the United States for
DOE use.

(b) The property requires protection under the Atomic Energy Act of
1954 and/or of the DOE Organization Act.

(©) A previous notice needs to be amended or revoked.
Contents.

(a) Each posting proposal must include the name and specific location
of the installation, facility, or real property to be covered and the
boundary coordinates. If boundary coordinates are not available,
the proposal must include a description that will furnish reasonable
notice of the area to be covered, which may be an entire area or
any portion thereof that can be physically delineated by the posting
indicated in paragraph 2c below.

(b) Each proposal for amendment or revocation must identify the
property involved, state clearly the action to be taken (i.e., change
in property description, correction, or revocation), and contain a
new or revised property description, if required.

Posting Requirements.

ey

2)

3)

Upon approval by the Office of Health, Safety and Security, with
concurrence by the Office of General Counsel, a notice designating the
facility, installation, or real property subject to the jurisdiction,
administration, or in the custody of DOE must be published in the Federal
Register. The notice is effective upon publication, providing the

notices stating the pertinent prohibitions and penalties are posted (see

10 CFR 860.7).

Property approved by the Office of Health, Safety and Security must be
posted at entrances and at such intervals along the perimeter of the
property to ensure notification of persons about to enter. Signs must
measure at least 11 by 14 inches (28 x 36 centimeters).

The signs should be configured with a white or yellow background and
black lettering. Signs that notify of the use of deadly force should use a
white background with red lettering for the words “WARNING USE OF
DEADLY FORCE AUTHORIZED.” The remaining words should be in
black.
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)] Placement of signs on fences must not interfere with the function of
fence-mounted intrusion detection systems (IDS). If the signage interferes
with the IDS or closed-circuit television coverage, it could be mounted on
posts outside the fenced area. NOTE: The signage should be mounted so
that it is easily discernable, midway between fence posts, at approximately
40-50 foot (12.1-15.1 meter) intervals.

Notification to the Federal Bureau of Investigation. Notification, by the program
office exercising jurisdiction over the site/facility, of the date of posting,
relocation, removal of posting, or other change, and the identity of the property
involved must be furnished to the applicable office of the Federal Bureau of
Investigation exercising investigative responsibility over the property.
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CHAPTER IV. LOCKS AND KEYS

1. GENERAL REQUIREMENTS. A program to protect and manage locks and keys must
be established by the cognizant security authority. The lock and key program must be
applied in a graded manner based on the S&S interests being protected, identified threat,
existing barriers, and other protection measures afforded these interests. Security keys
include mechanical keys, key cards, and access codes. Security keys do not include
administrative or privacy lock keys to factory-installed file cabinet locks, desk locks,
toolboxes, etc. Access codes must be protected from compromise.

2. CATEGORIES. Security keys and locks are divided into four levels, Levels I through IV.
These levels are based on the S&S interest being protected and upon a site analysis.
Non-security locks and keys are considered Administrative. The cognizant security
authority must determine the appropriate level for application to the site. Facilities that do
not possess nuclear weapons, weapons components, SNM, classified matter, and
high-value government property should follow the requirements established for Level III
and Level IV locks and keys.

a. Level I. Security locations such as vaults, vault-type rooms, material access areas
which store nuclear weapons and Category I and Category II that roll-up to a
Category I quantity of SNM, and sensitive compartmented information facilities
where Top Secret and/or Secret documents are stored require Level I security
locks and keys.

b. Level II. Building doors, entry control points, gates in PAs, fences, doors or other
barriers or containers protecting Category II and Category III SNM and
Confidential classified matter must be protected by locks and keys categorized as
Level II.

C. Level I1I. Buildings, gates in fences, cargo containers, and storage areas
protecting Category IV SNM, and government property whose loss would
adversely impact security and/or site/facility operations must be protected by
locks and keys categorized as Level III.

d. Level IV. Buildings where no classified matter or SNM is in use or stored should
be protected by locks and keys categorized as Level IV.

e. Administrative Keys. Desk, office, supply cabinets and vehicle keys are not
considered security keys and have no control and accountability requirements
based on the cognizant security authorities guidance. Keys to certain vehicle
identified in the sites vulnerability analysis as a particular security concern will
require added protection.
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3. LOCK AND KEY STANDARDS.

a. Key locksets must meet American National Standards Institute (ANSI) Standard
A156.2-1996, Grade 1, Bored and Preassembled Locks and Latches, or ANSI
A156.13-1996, Grade 1, Mortise Locksets.

b. Locks used in the protection of classified matter and Categories I and II SNM
(e.g., security containers, safes, vaults) must meet Federal Specification
FF-L-2740A, Locks, Combination.

C. All security locks securing containers, vaults, and vault-type rooms placed into
service after July 14, 1994 must have a lock that meets Federal Specification
FF-L-2740A, Locks, Combination.

d. Combination padlocks must meet Federal Specification FF-P-110, Padlock,
Changeable Combination, and standards cited in 41 CFR Part 101, Federal
Property Management Regulations. These padlocks may be used with the lock
bars securing metal filing cabinets. NOTE: These padlocks conform to the
standards set forth in National Security Council Directive governing the
classification, downgrading, declassification and safeguarding of national security
information.

e. Security key padlocks must meet the following specifications:

(1) High-security, shrouded-shackle, key-operated padlocks must meet
standards in Military Specification MIL-DTL-43607H, Padlock, Key
Operated, High Security, Shrouded Shackle. High-security padlocks are
approved to secure Category I and II SNM and Top Secret and/or Secret
matter and are identified as a Level L.

2) Low-security, regular (open-shackle, key-operated padlocks) must meet
the classes and standards in Commercial Item Description A-A-59486 and
A-A-59487. The cognizant security authority must determine low-security
padlock usage based upon the site analysis conducted on the security
interest being protected.

3) Lock bars used to secure file cabinets containing classified information
must be 1% inches (31.75 millimeters) by 3/16 inch (4.76 millimeters) or
equivalent in cross section and constructed of rigid metal material. NOTE:
Securing file cabinets with locking bars will not be acceptable after
October 1, 2012.

“4) Hasps and yokes on containers storing classified matter must be
constructed of steel material, be at least ¥4 inch (6.35 millimeters) in
diameter or equivalent cross section, and be secured to the container by
welding, or riveting, to preclude removal.
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5) General field service padlock is a heavy-duty, exposed shackle lock that
meets Federal Specification FF-P-2827. The key-operated padlock is
designed for non-high security application where there is exposure to grit
and corrosive or freezing environments. The cognizant security authority
must determine general field service padlock usage based on a site
analysis conducted on the security interest being protected.

f. Panic hardware or emergency exit mechanisms used on emergency doors located
in security areas must be operable only from inside the perimeter and must meet
all applicable Life Safety Codes (see DOE M 470.4-7).

g. Keys, key blanks, and key cutting codes must be protected in a graded fashion.
Consideration must be given to the S&S interest being protected, the identified
threat, existing barriers, and other protection measures afforded to the interest.
Locks and keys must be categorized according to the interest being protected. An
inventory and accountability system must be implemented.

h. Security key stock must be stored in a manner to prevent loss, theft, or
unauthorized use. (Security keys are devices that can open a lock and can include
mechanical keys, key cards, access codes, and potentially other non-standard
types of devices. Security keys do not include administrative or privacy lock keys
to factory installed file cabinet locks, desk locks, toolboxes, etc.). Access codes
that may open a lock that controls access to a security interest must be protected
from compromise. Personnel responsible for the control and issuance of locking
systems and/or security keys, including key cards (when used in place of
mechanical keys), must maintain a security clearance commensurate with that
required for access to the interest to which the keys provide direct access.

(1) The organization responsible for the pinning and cutting of Levels I, II,
and III security locks and keys must report to the cognizant security
authority.

2) The pinning and cutting of Levels I, II, and III security locks and keys
must be done within an LA or have equivalent type protection measures.

3) The use and protection strategy for grand master, master, sub-master, and
control keys, etc., must be considered, analyzed and documented in the
SSP. Master keys will not be used in the-protection of Category I SNM.

4. INVENTORY. An inventory system must be implemented to ensure the accountability of
Levels I, 11, and III security locks, keys, key rings, key ways, and pinned cores and
documented in the SSP. A hands-on inventory must be conducted for all keys and
padlocks both in use and in storage, as specified below. NOTE: The requirements for
inventorying of locks do not apply to the XO series of combination locks installed on
security containers and vaults/vault-type-rooms. Each accountable key and key core,
including key cards (when used in place of mechanical keys), must have an affixed
unique and permanent identifying number.
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Fabrication, issuance, return, and destruction of Levels I, II, and III security locks
and keys must be documented.

(1) Duplicate and replacement keys must not have the same key number
assigned as the key being replaced or duplicated.

2) Grand master security keys must be kept to an operational minimum and
protected at the highest level of S&S interest being protected. NOTE:
Grand master security keys include a system wherein a series of locks are
keyed alike.

3) The inventory record must identify the specific duplicate and replacement
keys. If replaced, the disposition of the key being replaced must be
recorded.

4) Include in inventory records locks, keys in possession of key holders,
issuance stock, and keys assigned to key rings/key cabinets. The inventory
record should include the list of the locations of locks that each key will
open.

4) Document each person issued a Level I security lock and key and the
individual who issued the locks and key.

(6) Document the locations of the locks and keys.
There must be a 100 percent inventory of all Level I security locks and keys.

(1) Support the 100 percent inventory of Level I security locks and keys that
must be performed on a semi-annual basis by the responsible organization.

2) An annual inventory must be conducted of locks in storage and all keys in
storage or use.

3) Provide support in inventorying of Level I security keys not assigned to an
individual (e.g., key rings, key cabinets, and keys issued on a temporary
basis) that must be performed daily. Accountability of tamper indicating
key rings is sufficient when used.

Key rings for Level I and II must have a unique identifying number placed on the
ring.

Support a 100 percent inventory of all Levels II and III locks and keys on an
annual basis by the responsible organization.

When a Level I security key is unaccounted for, immediate notification must be
made to the cognizant security authority, compensatory measures must be
immediately initiated, and an incident of security concern inquiry must be
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completed. If the key cannot be located within 24 hours, the affected lock must be
changed.

Level IV locks and keys have no inventory requirement.

Sites must have documented procedures for key turn-in when personnel or
programs are terminating or when an individual no longer has a need for the key.

5. LEVEL I SECURITY KEYS AND LOCKS.

a.

Level I keys and locks control access to nuclear weapons, weapons components,
Category I quantities of SNM, Category II quantities if SNM that credibly roll-up
to a Category I quantity, certain high-value government property, and Secret or
higher classified matter must be protected by locks and keys categorized as Level
I. Level I key blanks must be restricted/proprietary; specifically, the blank must
be unique to the site (e.g., it does not use a commercially available master key
blank).

Once they are put in service inside a PA, Level I security locks and keys must not
leave the PA without authorization as described in the SSP. Any key that leaves
the PA without authorization shall be considered unaccounted for and reported as
lost. When not in use for the protection of the above interests (e.g., locksmith
service work) the assembled Level I security locks or cores and Level I security
keys must remain under the direct control of an authorized person or must be
stored in a General Services Administration (GSA)-approved security container or
a vault-type room (or other location as identified in the SSP with equivalent
protection). Access to the Level I security locks and keys must be controlled and
limited to authorized personnel.

Sites must conduct and document an assessment of duties for possible enrollment
of locksmith personnel into the DOE Human Reliability Program (10 CFR 712).

Any installation, replacement, or maintenance activities associated with Level I
security locks must be documented to include the name of a person who
performed the activity.

The number of Level I keys must be kept to an operational minimum.
Level I keys must be on a separate key ring from all other levels of keys.

All parts of broken Level I security keys should be recovered. If the functional
part of the key (the blade) is lost or not retrievable, it must be reported as a
lost/missing key as required by Impact Measurement Index (IMI) categorization
cited in Section N, DOE M 470.4-1.

Obsolete, damaged, or inoperative Level I keys must be destroyed in a manner
authorized by the cognizant security authority and the destruction recorded.
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1. In order for corrective actions to be taken quickly after an incident involving the
loss, theft, or destruction of a Level I lock or key, a risk assessment and
compensatory measures must be pre-established and documented.
6. LEVEL II SECURITY KEYS AND LOCKS.
a. Level II security locks and keys must be used to control access to Category II and

Category III SNM as well as Confidential classified matter. These typically are
used for building doors, entry control points, gates in PA fences, LA doors or
other barriers or containers. When not in use for the protection of the above
interests (e.g., locksmith service work) the Assembled Level II security locks or
cores and Level II security keys must remain under the direct control of an
authorized person or must be stored in a GSA-approved security container or a
vault-type room (or other location as identified in the SSP with equivalent
protection). Access to the Level II security locks and keys must be controlled and
limited to authorized personnel.

b. The number of Level II keys must be kept to an operational minimum.

c. Level II locks and keys once put into service must not leave the site without
cognizant security authority approval.

d. All parts of broken Level II security keys should be recovered; if the functional
part of the key (the blade) is lost or not retrievable, it must be reported as a
lost/missing key.

e. Obsolete, damaged, or inoperative Level II keys must be destroyed in a manner
authorized by the cognizant security authority and such destruction recorded.

f. Incidents involving Level II keys and locks must be reported. (see IMI
categorization cited in DOE M 470.4-1).

7. LEVEL III SECURITY KEYS AND LOCKS.

a. Level III security locks and keys control access to Category IV SNM and
Government property and are typically associated with buildings, gates in fences,
cargo containers, and storage areas.

b. All parts of broken Level III security keys must be recovered; if the functional
part of the key (the blade) is lost or not retrievable, it must be reported to the
cognizant security authority.

c. Obsolete, damaged, or inoperative Level III keys must be destroyed in a manner
authorized by the cognizant security authority and such destruction recorded.

d. Site-specific procedures must be developed for the control of Level III security
locks and keys and be approved by the cognizant security authority.
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e. If a Level III lock or key is discovered to be missing or tampered with, the
incident must be reported to DOE Headquarters (see DOE M 470.4-1), unless the
cognizant security authority re-evaluates the IMI categorization level.

8. LEVEL IV SECURITY KEYS AND LOCKS. Level IV locks and keys are typically used
for buildings or offices where there is no open storage of classified matter and no
classified matter in use. Desk, office and vehicle keys are considered administrative and
have no control and accountability requirements.
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CHAPTER V. MAINTENANCE

1. GENERAL REQUIREMENTS. Security-related subsystems and components must be
maintained in operable condition. A regularly scheduled testing and maintenance
program must be established and documented.

2. CORRECTIVE MAINTENANCE. Corrective maintenance must be performed on
site-determined critical and non-critical system elements.

a. Compensatory Measures. Compensatory measures must be implemented
immediately when any part of a critical system element protecting vital
equipment, Top Secret matter, SNM, SCI or SAP interests is out of service.
Compensatory measures must be continued until maintenance is complete and the
system element is back in service.Corrective Maintenance within 24 Hours.
Corrective maintenance must be initiated within 24 hours of receiving a report
that there has been a malfunction of a site-determined critical system element
protecting vital equipment, Top Secret matter, SCI or SAP interests.

c. Corrective Maintenance within 72 Hours. Corrective maintenance must be
initiated within 72 hours of detection of a malfunction for all other system
elements protecting, vital equipment, Top Secret matter SCI or SAP interest.

d. Other Corrective Maintenance. Corrective maintenance procedures for systems
protecting Secret or Confidential matter must be approved by the cognizant
security authority and prescribed in site operation procedures.

e. Non-Critical System Maintenance. For non-critical system elements, the
cognizant security authority must approve compensatory measure implementation
procedures.

3. PREVENTIVE MAINTENANCE. Preventive maintenance must be performed on
S&S-related subsystems and components in accordance with manufacturers’
specifications and/or local procedures. Remote maintenance of active systems shall not
be performed by uncleared personnel.

4. MAINTENANCE PERSONNEL SECURITY CLEARANCES. Personnel who test,
maintain, or service critical system elements must have security clearances consistent
with the S&S interest being protected.

a. Security clearances are not required when testing and maintenance are performed
as bench services away from the security area.

b. Systems or critical system elements bench-tested or maintained away from the
security area by personnel without the appropriate security clearances must be
inspected and operationally tested by qualified and cleared personnel before being
returned to service.
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Personnel who test, maintain, or service non-critical system elements must have
security clearances consistent with the S&S interest being protected as determined
by the cognizant security authority.

5. TESTING AND MAINTENANCE OF SCREENING EQUIPMENT. Screening

equipment can include explosive detectors, metal detectors, and x-ray systems and must
be capable of detecting prohibited and controlled articles are detected before being
permitted into Department of Energy facilities.

a.

The following should be used as standard test weapons for metal detectors or the
site must implement the performance testing procedures and test objects cited in
Sections 5.1, 5.2 and the portion of 5.3 of NIJ Standard 0601.02, Law
Enforcement and Corrections Standards and Testing Program, relating to
non-ferromagnetic stainless steel knives:

(1) steel and aluminum alloy .25 caliber automatic pistol manufactured in
Italy by Armi Tanfoglio Giuseppe, sold in the United States by Excam as
Model GT27B and by F.LE. as the Titan (weight: about 343 grams); or

2) aluminum, model 7, .380 caliber Derringer manufactured by American
Derringer Corporation (weight: about 200 grams); and

3) stainless steel 0.22 caliber long rifle mini-revolver, manufactured by North
American Arms (weight: about 129 grams).

X-ray machines may be used to supplement metal detectors and protective
personnel hand searches for prohibited and controlled articles.

(1) X-ray machines must provide a discernable image of prohibited and
controlled articles.

2) X-ray machines must image an unobstructed (discernable) set of wires and
other objects as described in American Society for Testing and Materials
(ASTM) standard for test objects (see ASTM Standard F792-01e2,
Standard Practice for Evaluating the Imaging Performance of Security
X-ray Systems).

6. RECORD KEEPING.

a.

Record of the failure and repair of all communication equipment must be
maintained so that type of failure, unit serial number, and equipment type can be
compiled.

Testing and maintenance records must be retained in accordance with the
requirements of approved records management procedures.
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CHAPTER VI. BARRIERS

1. GENERAL REQUIREMENTS. Physical barriers serve as the physical demarcation of

the security area. Barriers such as fences, walls, and doors or activated barriers must be
used to deter and delay unauthorized access. At a minimum, an analysis is required of
high consequence security areas to determine the protection measures against Vehicle
Borne Improvised Explosive Devices (VBIED). Barriers may be used to support the
prevention of stand-off-attacks.

a.

Barriers must be used to direct the flow of personnel and vehicular traffic through
designated entry control points to permit efficient operation of access controls and
entry point inspections and to provide the ability to identify and engage
adversaries along all feasible pathways.

Entry control points must be designed to provide a barrier resistant to bypass.

Permanent barriers must be used to enclose security areas, except during
construction or temporary activities, when temporary barriers may be erected.

Barriers such as fences, walls, and doors may be used to identify the boundary of
the property protection area and to provide protection. Barriers must be capable of
controlling, impeding, or denying access to a security area.

Fences used should be installed no closer than 20 feet (6 meters) from the
building or S&S interest being protected.

2. PENETRATION OF SECURITY AREA BARRIERS. Penetration of security area

barrier requirements includes the following.

a.

Elevators that penetrate a security area barrier must be provided with an access
control system that is equivalent to the access control requirements for the
security area being penetrated.

Utility corridors that penetrate security area barriers must provide the same
degree of penetration resistance as the barriers they penetrate.

Objects that intruders could use to scale or bridge barriers and enter security
areas must be removed or secured to prevent their unauthorized use.

If a security area configuration is altered, barriers must be erected (e.g., during
construction or temporary activities), and at a minimum, a risk assessment must
be conducted to validate equivalent protection measures.

The barrier design must consider proximity to buildings or overhanging
structures.
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HARDWARE. Screws, nuts, bolts, hasps, clamps, bars, wire mesh, hinges, and hinge
pins must be fastened securely to preclude removal and to ensure visual evidence of
tampering. Hardware accessible from outside the security area must be peened, brazed, or
spot-welded to preclude removal or the area must be otherwise secured by use of
tamper-resistant hardware (e.g., non-removable hinge pins) or by other means as
described in the SSP. NOTE: These requirements do not apply to fencing.

FENCING. When used to protect security areas designated as LAs or higher, fencing
must meet the following requirements.

a. Fencing Materials and Specifications.

ey

Chain link fabric consisting of a minimum of No. 11 American Wire
Gauge (AWG) or heavier galvanized steel wire with mesh openings not
larger than 2 inches (5.08 centimeters) on a side must be used at security
areas. This fencing must be topped by three or more strands of barbed wire
single or double outriggers. Double outriggers may be topped with coiled
barbed wire (or with a barbed tape coil). The direction of the outrigger is
at the discretion of the cognizant security authority.

2) Overall fence height, excluding barbed wire or barbed tape coil topping,
must be a minimum of 7 feet (2.13 meters).

3) Fence lines must be kept clear of vegetation, trash, equipment, and other
objects that could impede observation or facilitate bridging.

4 Gate hardware that if removed would facilitate unauthorized entry must be
installed in a manner to mitigate tampering and/or removal (e.g., by
brazing, peening, or welding).

&) Posts, bracing, and other structural members must be located on the inside
of security fences.

(6) Wire ties used to fasten fence fabric to poles must be of equal tensile
strength to that of the fence fabric.

b. Permanent Security Fencing. When permanent fencing is used to enclose LAs or

higher, fencing must meet the following construction requirements.

ey

2)

Areas under security fencing subject to water flow, such as bridges,
culverts, ditches, and swales, must be blocked with wire or steel bars that
provide for the passage of floodwater but also provide a penetration delay
equal to that of the security fence.

Depressions where water flow is not a problem must be covered by
additional fencing suspended from the lower rail of the main fencing.
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3) Fencing must extend to within 2 inches (5.08 centimeters) of firm ground
or below the surface if the soil is unstable or subject to erosion.

(a) Surfaces must be stabilized in areas where loose sand, shifting
soils, or surface waters may cause erosion and thereby assist an
intruder in penetrating the area.

(b) Where surface stabilization is impossible or impractical, concrete
curbs, sills, or a similar type of anchoring device extending below
ground level must be provided.

4) Alternate barriers may be used instead of fencing if the penetration
resistance of the barrier is equal to or greater than security fencing
specified in this chapter.

c. Temporary Security Fencing. Temporary barriers may be of any height and
material that effectively impedes access to the area. During construction or
temporary activities, security fencing must be installed to:

(1) exclude unauthorized vehicular and pedestrian traffic from the security
area site,

2) restrict authorized vehicular traffic to designated access roads, and
3) comply with site-specific protection goals and operational requirements.

5. PERIMETER BARRIER GATES. Controls for motorized gates used for entry control
points must be located within protective force posts or other locations as described in the
SSP. Motorized gates must be designed to facilitate manual operation during power
outages.

6. EXTERIOR WALLS. Walls that constitute exterior barriers of security areas must extend
from the floor to the structural ceiling unless equivalent means are used to provide
evidence of penetration of the security area or access to the security interest being
protected.

7. CEILING AND FLOORS. Ceilings and floors must be constructed of building materials
that offer penetration resistance to, and evidence of, unauthorized entry into the area.

8. DOORS. Doors, door frames, and door jambs associated with walls serving as barriers
must provide the necessary barrier delay required by the SSP. Requirements include the
following.

a. Penetration Resistance Doors. Doors with transparent glazing material must offer
penetration resistance to, and evidence of, unauthorized entry into the area. Doors
that serve exclusively as emergency and evacuation exits from security areas
must:
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(D not be accessible from outside the security area; and
2) comply with NFPA 101.
Astragals or Mullions. An astragal or mullion must be used where doors used in

pairs meet. Door louvers, baffles, or astragals/mullions must be reinforced and
immovable from outside the area being protected.

Visual Access. A sight baffle must be used if visual access is a factor.

WINDOWS. The following design requirements must be applied to security windows
when used as physical barriers.

a.

C.

Windows must offer penetration resistance to, and evidence of, unauthorized
entry into the area.

Frames must be securely anchored in the walls and windows locked from the
inside or installed in fixed (non-operable) frames so the panes are not removable

from outside the area under protection.

Visual barriers must be used if visual access is a factor.

MISCELLANEOUS OPENINGS. The following requirements apply to security areas

other than GAAs and PPAs. The application to GAAs and PPAs is at the discretion of the
cognizant security authority based on a risk assessment.

a.

Utility and Other Barrier Penetrations and Openings. Physical protection features
must be implemented at all locations where miscellaneous openings occur, such
as where storm sewers, drainage swales, and site utilities intersect the security
boundary or area. Miscellaneous openings/penetrations must be sealed/filled or
constricted barriers applied to deter and/or prevent a determined threat. In those
instances where a potential audio/video surveillance threat could occur within
conference rooms and other similar facilities approved for classified discussions
the provisions of DOE M 470.4-4A should be implemented.Criteria. Barriers or
alarms are required for all miscellaneous openings for which:

(1) the opening is larger than 96 square inches (619.20 square centimeters) in
area and larger than 6 inches (15.24 centimeters) in the smallest dimension
and/or the opening is located within 18 feet (5.48 meters) of the ground,
roof, or ledge of a lower security area;

2) the opening is located within 14 feet (4.26 meters) diagonally or directly
opposite a window, fire escape, roof, or other opening in an uncontrolled
adjacent building;
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3) the opening is not visible from another controlled opening in the same
barrier; or

4) the opening is below a perimeter barrier, which is part of a utility tunnel,
pipe chase, exhaust ducts or air handling filter banks penetrating the
building, facility, or site.
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CHAPTER VII. COMMUNICATIONS, ELECTRICAL POWER AND LIGHTING

1. COMMUNICATIONS. Communications equipment must be provided to facilitate
reliable information exchanges between protective force personnel. Security system
transmission lines and data must be protected in a graded manner from tampering and
substitution.

a. Loss of Primary Power. Systems must remain operable during the loss and
recovery of primary electrical power.

b. Communication Systems. Protection system communications must support two
vital functions: alarm communication/display and protective force (PF)
communications. PF communications include the procedures and hardware that
enable officers to communicate with each other.

2. ELECTRICAL POWER. Power supply elements located or operating within the confines
of the site should be protected from malicious physical attacks based on a documented
local site determination of impact. The site must determine the need for auxiliary power
based on other safeguards and security interests being protected and document it in the
SSP.

3. LIGHTING. Lighting systems must allow for detection and assessment of unauthorized
persons. Protective system lighting must:

a. enable assessment of unauthorized activities and/or persons at pedestrian and
vehicular entrances and allow examination of DOE security badges and
inspections of personnel, hand-carried items, packages, and vehicles;

b. be positioned so that PF personnel are not spotlighted, blinded, or silhouetted by
the lights, and the lighting placement and design should enhance, not minimize,
PF night-vision capabilities;

C. ensure that compensatory measures identified in the SSP are implemented when
the lighting system fails;

d. be maintained and tested in accordance with locally approved procedures;

e. not illuminate patrol paths or PF personnel manning fixed posts other than at
entry control points;

f. illuminate the area outside the fence line or barrier so that it will expose anyone
approaching the coverage area and limit the vision of anyone outside of the fence
or barrier;

g. complement the electro-optical/closed-circuit television (CCTV) assessment

systems;
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h. illuminate the area within the fence/barrier boundary or the exterior of a building;
1. be configured so that an intruder cannot defeat the system by easily gaining
access to the lighting controls and turning-off the system; and
J- allow for the rapid and reliable assessment of alarms from either the CCTV

system or PF personnel.
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CHAPTER VIII. SECURE STORAGE

1. GENERAL REQUIREMENTS.

a.

Secure Storage. The storage requirements for classified matter can be found in
Information Security policy (see DOE M 470.4-4A).

Access Controls. Access to vaults and vault- type rooms (VTRs) must be strictly
controlled and based on an appropriate security clearance and need-to-know.

(1) Persons without need-to-know and the appropriate security clearance must
be escorted at all times.

2) Protective measures to mask classified matter must be used before visitors
or cleared persons without need-to-know receive access.

3) Means of controlling access must be documented in an SSP.

4) Access controls at vaults and VTRs must provide logging or recording of
all personnel entries and exits including visitors. Logged or recorded
entries must include the identification/name and date/time of entry and
exit of the individual and the escort as required.

(a) In vaults and VTRs where entering personnel are restricted from
access (e.g., a foyer) to SNM or classified matter, logging entry
and exit is not required.

(b) The cognizant security authority may waive the requirement for
repeated logging for personnel whose offices are located within the
boundary of the vaults and VTRs. Initial daily entry and final daily
exit logging are required.

Miscellaneous Openings. Any miscellaneous openings of a size and shape to
permit unauthorized entry [larger than 96 square inches (619.2 square
centimeters) in area and more than 6 inches (15.24 centimeters) in its smallest
dimension] must be equipped with barriers such as wire mesh, 9-gauge expanded
metal, or rigid steel bars at least 0.5 inches (1.3 centimeters) in diameter secured
in a way to prevent unauthorized removal e.g., welded vertically and horizontally
6 inches (15.24 centimeters) on center. The rigid steel bars must be securely
fastened at both ends to preclude removal. Where used, wire mesh, expanded
metal, or rigid steel bars must be mounted so that classified matter or SNM cannot
be removed. When pipe or conduit pass through a wall, the annular space between
the sleeve and the pipe or conduit must be filled to show evidence of surreptitious
removal.

2. VAULTS AND VAULT-TYPE ROOMS. The standards required for construction of

vaults and vault-type rooms, other than GSA-approved modular vaults, apply to all new
construction, reconstruction, alterations, modifications and repairs.
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Vault construction standards must comply with Federal Standard 832, Construction
Methods and Materials for Vaults.

Vault-type room construction standards must comply with the requirements of this
Manual. The cognizant security authority must approve all construction types and the
methods used before the storage of classified matter or S&S interests is authorized.

a.

b.

Vaults. A vault must be a penetration-resistant, windowless enclosure that has
doors, walls, floor, and roof/ceiling designed and constructed to significantly
delay penetration from forced entry and equipped with intrusion detection system
devices on openings allowing access. The material thickness must be determined
by the requirement for forcible entry delay times for the safeguards and security
interest stored within but must not be less than the delay time provided by a
minimum 8-inch (20.32-centimeters)-thick reinforced concrete poured in place,
with a minimum 28-day compressive strength of 2,500 pounds per square inch
(17,237 kilopascal). Technologies such as activated barriers or passive/active
denial systems may be used in lieu of thicker concrete when analysis indicates
that delay times exceeding that of 8-inch (20.32-centimeters)-thick reinforced
concrete are required. The site's analysis of protection measures used must be
documented in its site security plan. For new vault construction, Federal
Standard 832, Federal Standard Construction Methods and Materials for Vaults
must be used.

(D Vault Door. A vault door and frame must meet the GSA’s highest level of

penetration resistance. The lock on the door must be a minimum of a
GSA-approved lock.

2) Wall Penetrations. Any miscellaneous openings of a size and shape to
permit unauthorized entry [larger than 96 square inches (619.2 square
centimeters} in area and more than 6 inches (15.24 centimeters) in its
smallest dimension] must be equipped with barriers such as wire mesh,
9-gauge expanded metal or rigid steel bars at least 0.5 inches (1.3
centimeters) in diameter secured in a way to prevent unauthorized
removal; e.g., welded vertically and horizontally 6 inches (15.24
centimeters) on center. The rigid steel bars must be securely fastened at
both ends to preclude removal. Where used, wire mesh, expanded metal,
or rigid steel bars must be mounted so that special nuclear material (SNM)
cannot be removed. The annular space between the sleeve and the pipe or
conduit must be filled to show evidence of surreptitious removal.

3) Modular Vaults. A modular vault approved by the GSA may be used in
lieu of a vault for the storage of classified matter. The modular vault must
be equipped with a GSA-approved vault door with locks and intrusion
detection alarms as specified in paragraph 4b of this chapter.

Vault-Type Room. The perimeter walls, floors, and ceiling must be permanently
constructed and attached to one another. All construction must be done in a
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manner that provides visual evidence of unauthorized penetration. The walls,
floor, ceiling and door and door frame must be constructed of materials which
provide comparable penetration resistance. The following standards are required
for all new construction, reconstruction, alterations, modifications, and repairs of
existing areas.

(1) Hardware. Hardware must be fastened in such a way to reveal or preclude
surreptitious removal and to ensure visual evidence of tampering.
Hardware accessible from outside the area must be peened, pinned,
brazed, or spot-welded to preclude removal.

2) Floors and Walls. Construction materials must offer resistance to and
evidence of unauthorized entry into the VTR. If insert-type panels are
used, a method must be devised to prevent their removal without leaving
visual evidence of tampering.

(a) Should any of the outer walls/floors or ceilings be adjacent to
space not controlled by DOE, the walls must be constructed of or
reinforced with more substantial building materials such as brick,
concrete, corrugated metal, wire mesh, etc.

(b) If visual access is a factor, barrier walls must be opaque or
translucent.

3) Windows. Windows that can be routinely opened and are installed at a
height of less than 18 feet (5.48 meters) from any point adjacent to the
window that would permit unrestricted access must be provided with
protective measures to delay or deter entry or to notify the response force
of an attempted entry.

(a) If visual access is a security concern, the windows must be closed
and locked and must be translucent or opaque.

(b) During non-working hours, the windows must be closed and
securely fastened to preclude surreptitious entry.

4 Doors. Doors must be of wood or metal. Windows, door louvers, baffle
plates or service panels, or similar openings must be secured on the inside
with 18-gauge expanded metal or wire mesh to preclude unauthorized
entry. Wooden doors must be of solid core construction, 1.75 inches
(4.445 centimeters) thick, or faced on the exterior side with at least
16-gauge sheet metal.

(a) If visual access is a security concern, the opening or window must
be baffled or must be covered with translucent or opaque
coverings.
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When doors are used in pairs, an astragal must be installed where
the doors meet.

When door louvers or baffle plates are used, they must be
reinforced with 18-gauge expanded metal or wire mesh fastened
inside the VTR.

Ceilings.

(a)

(b)

When barrier walls do not extend to the true ceiling and a false
ceiling is created, the false ceiling must be reinforced with
18-gauge expanded metal or wire mesh to serve as a true ceiling or
ceiling tile clips must be secured. When barrier walls do extend to
the true ceiling, reinforcements are not required.

1 Any wire mesh or expanded metal used must overlap the
adjoining walls and be secured to show evidence of any
tampering.

(NS

When ceiling tile clips are used, a minimum of four clips
per tile must be installed. If the ceiling tile cannot
accommodate four clips, the maximum number of clips that
can be accommodated on the tile must be used. The clips
must be installed from the interior of the area, and each clip
must be mounted to preclude surreptitious entry.

In some instances, it may not be practical to erect a solid
suspended ceiling as part of the VTR. For example, in VTRs where
overhead cranes are used to move bulky equipment, the
air-conditioning system may be impeded by the construction of a
solid suspended ceiling, or the height of the security interest may
make a suspended ceiling impractical. In such cases, special
provisions such as motion detection systems must be used to
ensure that the area cannot be entered surreptitiously by going over
the top of the walls.

VAULT-TYPE ROOM COMPLEX. Vault-type room S&S criteria may be extended to

multiple rooms including an entire building. VTR complexes must meet the standards
and construction requirements identified in paragraph 2b above.

a.

Sensors.

Interior walls may extend to a false ceiling and/or raised floor. Interior doors,
windows, and openings may exist between different work areas. The requirement
to detect unauthorized access may be accomplished through direct visual
observation by an individual authorized in the area or through intrusion detection
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b.

Protective measures must ensure that the security interest is surrounded by an IDS
or that the entire surrounding perimeter (walls, ceiling and floor) is able to detect
penetration. For a building within a PA, a perimeter intrusion detection and
assessment system that surrounds the entire building perimeter meets the IDS
requirement. This does not mitigate the requirement for an IDS within each VTR.

4. INTRUSION DETECTION SYSTEMS. IDSs are required for vaults and VTRs and in

some instances where certain types of containers are used to store S&S interests. At
vaults and VTRs containing Top Secret, SNM, or open storage of classified information,
the IDS must be placed in secure mode when the vault or VTR is unoccupied. In all
cases, the IDS must be placed in secure mode at the end of daily operations.

a.

Vaults. Doors or openings allowing access into vaults must be equipped with IDS
devices. A balanced magnetic switch (BMS) or other equally effective device
must be used on each door or movable opening to allow detection of attempted or
actual unauthorized access.

Vault-Type Rooms. In addition to the requirements listed below, a BMS or
equivalent device must be used on each door or movable opening to allow
detection of attempted or actual unauthorized access. At a VIR designated for the
open storage of classified matter, protective measures must ensure that that the
security interest is surrounded by an IDS or that the entire surrounding perimeter
(walls, ceiling and floor) is able to detect penetration.

(D IDS sensors are to be used to detect movement within the VTR envelope,
sensor coverage must ensure that the security interest is surrounded by an
IDS such that physical access is detected via any credible pathway.
Where visual access is a concern, detection must occur prior to the point
where visual access becomes possible.

(a) The cognizant security authority may require the installation of
sensors in the false floor area (or ceiling) if the distance exceeds
6 inches (15.24 centimeters). If the requirements of this paragraph
are not implemented, paragraph (b) must also be considered.

(b) The interests under protection must be considered when not
requiring the installation of sensors between the true floor (or
ceiling) and the false floor (or ceiling).

2) Where IDS sensors are used to detect movement within a vault-type room,
sensors must provide coverage of credible pathways from the exterior
barrier to the matter being protected.

SECURITY CONTAINERS. The GSA establishes the national standards and

specifications for commercially manufactured security containers or cabinets. Containers
purchased after July 14, 1994, must conform to the latest GSA standards and
specifications. Steel filing cabinets with rigid metal lock bar and approved three position,
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dial-type, changeable combination locks, purchased and approved for storage of SECRET
material may cont