U S. Departnent of Energy ORDER

Washi ngton, D.C. DOE 1360. 4B
12-31-91

SUBJECT: SCI ENTI FI C AND TECHNI CAL COVPUTER SCOFTWARE

1

PURPOSE. To prescribe Departnment of Energy (DOE) policies
andprocedures pertaining to the managenent and control of
scientific andtechnical conmputer software which has been
devel oped with DOE funds.

CANCELLATI ONS.

a. DCE 1360. 4A, SCI ENTI FI C AND TECHNI CAL COVPUTER SOFTWARE,
of 10-7-87.

b. DCE N 1360. 8, APPROVAL PROCESS FOR SOFTWARE REQUESTS FROM
SENSI TI VE COUNTRI ES, of 1-15-91.

SCOPE. The provisions of this Order apply to all Departnental
El ementsand to contractors performng work involving the
devel opnment ofscientific and technical conputer software
prograns as set forth orreferenced in a contract, or
transmtted by the contracting officer forconpliance in
accordance with a contract provision or other agreenent.

COVERACE

a. This Order addresses scientific and technical conputer
sof tware prograns devel oped and/or nodified during work
supported by DCE or during work carried out for others at
DCE facilities that have been provided by the devel oper
to others for their wuse, or that have potential
application to DOE or others outside the Departnent. It
i ncludes conputer software prograns which have been
rel eased to the contractor for commercialization purposes
under the technology transfer mssion of the DOE, and
controlled scientific and technical conputer software,
such as Unclassified Controlled Nuclear Information,
Smal | Business I nnovation Research, Applied Technol ogy,
and other sensitive information identified in DOE
1430. 2A.

b. This Oder also identifies approval procedures for
handl i ng requests from sensitive foreign countries for
scientific, technical, or technology-related conputer
sof tware prograns devel oped by or for DCE

C. This Order does not address managenent of the software
devel opnent itself.



5. EXCLUSI ONS. Excl uded fromthe provisions of this O der are:

a.

Software generated under the auspices of the Energy
| nformati on Adm ni stration;

Operational systens software, necessary to ensure the
fundanmental operability of automated data processing
equi pnent, whet her supplied by the manufacturer of the
system hardware or others and whether or not proprietary,
which is not covered under a comercialization or
copyright rel ease request; and

Conmputer software prograns devel oped and/or nodified
during work carried out for others at DOE facilities
specifically excluded in the agreenent under which the
non- DCE funded work was perforned.

The specific software wused by Bonneville Power
Adm ni stration (BPA) for the operation, control, planning
and nodel ing of the Northwest electric power transm ssion
system and the i nt erconnect ed utilities. However,
nodi fi cati on/ enhancenents to portions of this software
which are not an integral part of the whole and have
potential application to other DCE progranms or outside
DCE are not excl uded.

6. REFERENCES.

a.

DOE 1240.2A, UNCLASSIFIED VISITS AND ASSI GNVENTS BY
FOREI GN  NATI ONALS, of 1-19-89, which establishes
authorities, responsibilities, and policies and to
prescribe admnistrative procedures for visits and
assignnents by foreign nationals to DOE facilities for
pur poses involving unclassified matter.

HQ 1324. 1A RECORDS MANAGEMENT, of 6-8-87, which
establishes policies, responsibilities, and procedures
for the inplenentation of the Headquarters Records
Managenent Program

DOE 1324.2A, RECORDS DI SPCSITION, of 9-13-88, which
establishes policies, pr ocedur es, st andar ds, and
guidelines for the orderly disposition of records of DOCE
and its managenent and operating contractors.

DCE 1324.6, AUTQVATED OFFI CE ELECTRONI C RECORDKEEPI NG of
7-8-87, which establishes requirenents for managing
el ectronic records: records created, st or ed, or
transmtted using personal conputers, word processors,



and associ ated el ectronic office equi pnent.

DOE 1330.1C, COWUTER SOFTWARE MANAGEMENT, of 1-12-90,
whi ch establishes policies and responsibilities for
conput er software managenent.

DOE 1360. 1A, ACQUI SI TION AND MANAGEMENT OF COVPUTI NG
RESOURCES, of 11-15-90, which establishes Departnental
policies and procedures for the acquisition and
managenent of conputing resources.

DOE 1360. 2A, UNCLASSI FI ED COVWPUTER SECURI TY PROGRAM of
5-20-88, which establishes requirenents, policies,
responsibilities, and procedures for devel opi ng,
i npl enenting, and sustaining a DOE uncl assified conputer
security program

DOE 1360. 3B, AUTOVATI C DATA PROCESSI NG STANDARDS, of
11-15-90, which establishes responsibilities and policies
for the inplenentati on of Governnent-w de ADP standards
and for the devel opnent and inplenentation of
Depart nent -w de ADP st andar ds.

DOE 1430.1B, MANAGEMENT OF SCIENTIFIC AND TECHN CAL
| NFORMATI ON, of 7-19-91, which defines the policies,
obj ectives, and responsibilities for managenent of DOE' s
scientific and technical information.

DOE 1430.2A, SCIENTIFIC AND TECHN CAL | NFORVATI ON
PROGRAM of 12- 14- 87, whi ch est abl i shes t he
i npl enentation procedures for the Departnment's scientific
and technical information program

DCE 1430. 3, POLICY FOR THE DI SSEM NATI ON CF AND ACCESS TO
DEPARTMENTAL UNCLASSI FIED SCIENTIFIC AND TECHN CAL
| NFORMATI ON, of 12-24-86, which establishes a framework
for DCE policy concerning dissem nation of and access to
all wunclassified scientific and technical information
devel oped for or on behalf of DOE

DOE 1500. 3, FOREI GN TRAVEL AUTHORI ZATI ON, of 11-10-86,
whi ch establishes policies and procedures governing
of ficial and unofficial foreign travel.

DOE 5635.1A, CONTROL OF CLASSIFIED DOCUMENTS AND
| NFORMATI ON, of 2-12-88, which provides guidance on
saf eguarding and controlling classified docunents and
information, and inplenments the requirenments of Executive
Order 12065 and the Atomc Energy Act of 1954, as
anmended.



DCE 5635. 4, PROTECTI ON OF UNCLASSI FI ED CONTROLLED NUCLEAR
| NFORMATI ON, of 2-3-88, which establishes DOE policies
and procedures for the protection of Unclassified
Controll ed Nuclear Information (UCN ).

DOE 5637.1, CLASSIFIED COWUTER SECURITY PROGRAM of
1-29-88, which establishes uniform requirenents;
policies, responsibilities, and procedures for the
devel opnent and i npl enentati on of a Departnent of Energy
(DCE) d assified Conputer Security Programto ensure the
security of classified information in Autonmated Data
Processing (ADP) systens.

DOE 5650. 3, | DENTIFICATION OF UNCLASSI FI ED CONTROLLED
NUCLEAR | NFORVATI ON, of 2-29-88, which establishes
policies and procedures for identifying UCNI and for
reviewi ng and marki ng docunents and naterial containing
UCNI .

Acquisition Letter 91-7, of 12-4-91, which provide policy
gui dance, and an inplenenting contract clause, governing
data and conputer software rights under those managenent
and operating (MO contracts that include a technol ogy
transfer clause inplenenting the National Conpetitiveness
Technol ogy Transfer Act (NCTTA) of 1989.

Atom ¢ Energy Act of 1954, as anended, 42 United States
Code 2011-2296, which establishes procedures for
controlling atom c energy information.

Energy Science and Technol ogy Software Center (ESTSC)
Quide for Submtting and Ordering Software, ESTSC-1, of
Decenber 1991, which provides guidelines for preparing,
submtting and requesting software packages from the
ESTSC.

Ofice of Managenent and Budget G rcular No. A-130,
"Managenent of Federal Information Resources," of
12-24-85, which establishes a policy framewrk for
managenent of Federal information resources.

Public Law 95-242, The Nucl ear Nonproliferation Act of
1978, of 3-10-78, which provides for nore efficient and
effective control over the proliferation of nuclear
expl osi ve capability.

Public Law 96-511, 44 U S C. 101, Paperwork Reduction Act
of 1980, which, anong other purposes, provides for
reduci ng paperwork and enhancing the econony and



aa.

bb.

CcC.

dd.

efficiency of the Governnent and the private sector by
i nprovi ng Federal information policy making.

Title 10 Code of Federal Regulations (CFR) 600,
Departnent of Energy Financial Assistance Rules, of
10-5-82, as anended, which establishes policies and
procedures for awardi ng and adm ni stering DOE grants and
cooperative agreenents.

Title 15 CFR 768-799, U S. Export Admnistration
Regul ati ons (EAR), whi ch i npl ement s t he Export
Adm ni stration Act of 1979, as anended.

Title 17 U S.C. Chapter 4, Copyright Notice, Deposit, and
Regi stration, sections 401 and 402, which describe the
provi sions for establishing notice of copyright.

Title 22 CFR 121-130, Revision of the International
Traffic in Arns Regulations (ITAR), of 12-6-84, which
i npl enents the Arns Export Control Act (22 U S.C. 2728).

Title 41 CFR 201, Federal Information Resource Managenent
Regul ation (FIRWR), of October 1990 edition, Section
201-24. 201, Federal Software Exchange Program which
provi des policy and procedures describing the Federal
Sof tware Exchange Program the reporting of comon-use
ADP software to the Federal Software Exchange Center, and
subsequent use of this information for Governnent-w de
shari ng.

Title 48 CFR, 9, Departnent of Energy Acquisition
Regul ati on (DEAR), which inplenents and suppl enents the
"Federal Acquisition Regulation" (FAR) in relation to
Depart ment al procedures.

Title 48 CFR, 27, Federal Acquisition Regulation (FAR),
"Patents, Data, and Copyrights,” of 1990 edition, as
amended, which is the uniform Government-w de regul ation
concerning patents, data, and copyrights in Governnent
contracting.

Title 48 CFR 927, Departnent of Energy Acquisition
Regul ati on (DEAR), "Patents, Data, and Copyrights,"” of
3-28-84, which inplenents and suppl enents the FAR

DEFI NI TI ONS.

a.

Col | aborative Efforts.For the purposes of this Order,
col | aborati ve efforts are sof t war e creation or
enhancenment efforts which involve two or nmore individual s



(organi zations) during the devel opnent stage of the
software. Perform ng organizations are encouraged to
devel op an organi zation-wi de policy on collaborations
that neets DOE software devel opnent policies and
sensitive country requirenents.

Commercial Conputer Software Package. Scientific and
techni cal conputer software which has been released to
the contractor for commercialization purposes under DCE s
technology transfer program Exclusive rights to the
copyrighted work are granted to the contractor with the
Government retaining certain rights as set forth in
Acqui sition Letter 91-7.

Contractor. A party to a contract (excluding snall
purchases), cooperative agreenent, grant, or funds-out
i nt eragency acqui sition during which DOE funds are used
to create scientific or technical conputer software.

Energy Sci ence and Technol ogy Software Center (ESTSC). The
centralized software managenent activity operated under
contract for the Departnent of Energy, l|located at P.O
Box 1020, (CGak R dge, TN 37831. Specific activities of the
Center include:collection, review, conpilation, sanple
probl em testing, storage, and appropriate announcenent
and dissemnation of DOE-sponsored scientific and
techni cal conputer software.

Ofice of Scientific and Techni cal I nformati on
(AD-21). The Ofice of Scientific and Technica
| nformati on coordi nates policies and provides direction
for the Departnent's cross-cutting scientific and
techni cal information programand furnishes a centralized
base of support to assist Departnental Elenents in
managing their scientific and technical information,
whi ch includes software. AD-21 maintains a DCE facility
for the collection, control, processing, announcenent,
di ssem nati on, and hi stori cal ref erenci ng of
scientific-and technical information resulting fromDCE s
programmatic activities, and provides a variety of
technical information support activities.AD21 has
oversight responsibility for the Energy Science and
Technol ogy Software Center, the central activity for
managing DOE's scientific and technical conput er
sof t war e.

Scientific and Technical Conputer Software. Software
devel oped for DOE or others at DCE facilities that
consi sts of conputer prograns and routines, and includes
subroutines, related groups of routines, single prograns,



and sets or systens of progranms. Conputer software
packages consist of these elenents plus supporting

mat eri al .

g. Sensitive Countries.Foreign countries which are given
particul ar consideration for policy reasons during the
di ssem nati on approval process. Countri es may be
considered sensitive for reasons of national security,
nucl ear nonproliferation, regional instability, or
terrorismsupport, and are listed in DOE 1240. 2A and DCE
1500. 3.

h. Specialized Information Analysis Centers (SIAC). Those
Headquarters sponsored activities that collect, evaluate,
announce, and provide scientific and technical conputer
software in specialized subject areas.These centers
conpl ement but do not duplicate the activities of the
ESTSC and are established by Heads of Departnental
El enents with the concurrence of AD-21. The sol e purpose
of an SIAC is to provide direct specialized scientific
and technical expertise to neet a specific programmtic
need. For the purposes of this Oder, the Centers and
their areas of responsibility are identified in
Attachnent 1.

. Supporting Material.Additional information and materi al
necessary to use and run scientific and technical
conputer software, such as the mninmm support
docunentation (i.e., a single conprehensive report or
publ i shed paper reprints, programreports, users nanual s,
t echni cal manual s, program mai nt enance manual s,
installation nenoranda, and conputer output |istings),
data libraries, copies of sanple problens, and other
machi ne readabl e nedi a. 8. POLI CY. Scientific and technica
conput er software prograns devel opedfor nodified during
wor k supported by DCE or during work carried outfor
others at DCE facilities that have potential useful ness
to othersnust be provided to the ESTSC for inclusion in
DCE' s i nformati onannouncenent and di ssem nation systens
and, when appropriate, fordissem nation outside the
Department. Such software shall be nmadeavailable to the
scientific, technical, academi c, and
i ndustrial comunities, and to the public, only through
approved channels (e.g.,the SIACs) as security, patent,
contractual, and other DCE policyconsiderations permt.

9. OBJECTI VES.

a. To ensure that DCE scientific and technical conputer
software i s managed consistent with | aws, regul ations and



10.

a.

DOE pol ici es.

To systematically report, control, and nanage scientific
and technical conputer software as defined in this Oder.

To manage scientific and technical conputer software in
such a manner as to: support the needs of Departnental
El enents; safeguard national security; and pronote U S
conpetitiveness and educati onal objectives.

RESPONSI BI LI TI ES.

Director, Ofice of Admnistration and Human Resource
Managenent (AD-1), in consultation with the Heads of
Depart nent al El enents, establishes policy for the
managenent of DOCE conputer software. In conjunction with
this responsibility, as the single agency official for
i nformation resources managenent, AD-1 shall, through the
Director, Ofice of Scientific and Technical Information,
AD- 21, devel op policy and procedures for the managenent
of scientific and technical conputer software.

Assi stant Secretary for Defense Progranms (DP-1).
(1) Through the Director, Ofice of Arns Control

andNonproliferation Technology Support (DP-5),
reviews requestsfrom sensitive countries for DCE

software.DP-5 w |l providea recomendation for
approval or denial of each softwarerequest within
20 days of recei pt of t he i nformation

packagedescri bed in 10h(14) to the Director, Ofice
of I nternational Research/ Devel opnment Policy (IE-12)
and AD- 21.

(2) Ensures that appropriate Orders and guidance are
issued toallow for the identification and control
of scientific andtechnical conputer software which
is subject to exportcontrols or other software
bearing on national security andforeign policy.

Assistant General Counsel for |Intellectual Property
(GC42).

(1) Reviews and responds to notifications of intent to
copyrightand requests for permssion to assert
copyright, and controlsrelease of copyright to
scientific and t echni cal conmput er sof t war e
consi st ent with applicable st at utes,
| aws, regul ati ons, and Departnental policy.



(2) Approves licenses, and other such agreenents
i nvol vi ngnon-copyrighted scientific and technica
conput er software.

(3) Makes |egal determ nations  of DOE's rights
regardingscientific and technical conputer software
and handles clainsinvolving proprietary and
comerci al conputer software.

(4) In conjunction with contracting officers, ensures
t hat appl i cabl e provisions of the data rights cl ause
and/ or rel atedprovisions are included in contracts
and subcontracts.

Assi stant Secretary for International Affairs and Energy
Enmergencies (I E-1).

(1) Advises programoffices as to what scientific and
t echni cal conmput er sof tware recei ved t hr ough
i nt ernati onal agreenent sshould be subject to
di ssem nation controls.

(2) Determ nes whether dissem nation of scientific and
t echni cal conputer software packages to particul ar
foreign countries isconpatible with U S. foreign

policy.

(3) Assures that those international agreenents for
exchange of conputer software to which DOE or one of
its subordinateentities is party, conform to DOE
and U.S. foreign policies.

(4) In conjunction with program offices, assures that
scientificand technical conputer software exchanges
conducted undersuch international agreenents are
equitable froma foreignpolicy standpoint.

(5) Through I1E-12, reviews requests from sensitive
countries forDOE software and coordinates with the
State Departnment, asneeded.|E-12 will notify AD 21
of the approval or denial ofeach software request
wi thin 45 days of receipt of theinformation package
described in 10h(14) bel ow. Nodi ssem nation wll be
made to sensitive countries wi thoutlE-12 approval .

Director, Ofice of Intelligence (I N-1).Executive Oders
12333 and 12356 establish special requirenents for the
use, handling, and protection of intelligence within the
United States Governnent. |In accordance wth these
requirenents, Secretary of Energy Notice SEN-6B



establishes the Director of the Ofice of Intelligence
(I'N-1) as t he coor di nat or for al | DOE
intelligence-rel ated activities, i ncl udi ng t hose
performed as work for others.These responsibilities
include information security and information control
policies for intelligence. Therefore, IN1 ensures that
appropriate policies and procedures are issued for the
proper handling, safeguarding and accountability of
foreign intelligence i nformati on, i ncl udi ng
intelligence-related software.If IN-1 determ nes software
to be appropriate for further announcenent or
di ssem nation, they wll supply such software and
supporting materials to AD-21 wth appropriate
i nstructions.

Deput y Assi st ant Secretary for Naval Reactors
(NE-60) . Executive Order 12344, statutorily prescribed by
P.L. 98-525 (42 U S C. 7158, note), establishes the
responsibilities and authorities of the D rector, Naval
Nucl ear Propulsion Program (who is also the Deputy
Assistant Secretary for Naval Reactors wthin the
Departnent), over all facilities and activities which
conprise the Program a joint Navy-DOCE organi zati on. These
responsibilities include information security and
information control policies for the Program Therefore,
the provisions of this Order do not apply to NE-60.If
NE- 60 determ nes software to be appropriate for further
announcenent or dissemnation, they wll supply such
software and supporting materials to AD21 wth
appropriate instructions.

Director, Ofice of Security Affairs (SA-1), ensures that
appropriate Orders and gui dance are issued to allow for
the identification and control of scientific and
t echni cal conputer software which contains classified or
Uncl assified Controlled Nuclear Information (controlled
under Section 148 of the Atom c Energy Act of 1954, as
anmended) .

Heads of Headquarters El ement s and Field
Organi zations. (1)In consultation with AD-1, participate
in the devel opnent,inplenentation, and evaluation of
policies for managi ngscientific and technical conputer
sof t war e.

(2) Ensure that any SIAC under their purview submts
sof t war esumari es (abstracts and rel ated
bi bl i ographi ¢ data) to andcoordi nates distribution
activities with AD- 21 to ensur econsi st ent
i mpl ement ati on of DOE policies and



procedures. Dissem nation to sensitive countries
must be coordi nat edt hrough AD- 21, and approved by
| E.

(3) Examne the ESTSC database, announcenents, or
publications ofsoftware holdings to determne the
availability of existingsoftware which could
satisfy the users needs as required byDOE 1330. 1C
prior to devel opnent of new scientific andtechni cal
conput er software.

(4) Ensure that Departnental El enents, contractors, and
financi al assi stance recipients under their purview
provide copies ofDOE funded scientific and
technical conputer software to theESTSC or the
appropriate SIAC in accordance wth this O derand
t he DOE sof t ware managenent subm ssion gui delines.

(5) Shall designate an individual (s) to be responsible
forbringing to the attention of the contracting
of ficer eachprocurenent falling within the scope of
this Order. Unl essanot her individual is designated,
the responsibility is thatof the procurenent
request originator (the individualresponsible for
initiating a requirenent on DOE F 4200. 33).

(6) Ensure that all scientific and technical conputer

sof t war edevel oped by Depart ment al El enent s,
contractors, and financialassistance recipients
under their purvi ew, contain t hef ol | ow ng

statenents on the <cover and title page of
al I docunent ati on devel oped for that software, and
anyconput er -r eadabl e nmedi um used for transmtting
that software

DI STRI BUTI ON STATEMENT

(a)

(b)

"This conputer software has been devel oped undersponsorshi p of
t he Departnment of Energy.Any furtherdistribution by any hol der
of this software package orany data contai ned therein outside
of DOE offices orother DOE contractors, unless otherw se
specificallyprovided for, is prohibited without the approval
of t heDOE  Energy Sci ence and Technol ogy Sof t war e
Cent er . Request s from out si de t he Depar t ment for
DCE- devel opedconput er software shall be coordinated with the
EnergySci ence and Technology Software Center, P.O  Box
1020, Gak Ri dge, TN 37831." D SCLAI MER

"This material was prepared as an account of worksponsored by
an agency of the United States Governnent.Neither the United



States nor the United StatesDepartnent of Energy, nor any of
their enployees, makesany warranty, express or inplied, or
assunes any legalliability or responsibility for the
accuracy, conpl et eness, or usef ul ness of any
i nformation, apparatus, product, or process disclosed, or
representsthat its use would not infringe privately owned
rights.” The disclainer may or nay not be appropriate for
DCE- gener at edsoftware. It is the responsibility of each DOE
site todetermne the appropriate notice for the software
itgenerates. Such decisions should be coordinated wth
t heappropri ate | egal counsel . Appropri ate addi ti onal
mar ki ngsshould be affixed and consistent with restrictions
i ndi catedon the submttal form and/or all software package
el ement sprovi ded to the ESTSC or an SI AC.

(7) Ensure that all commercial conputer software packages
whi chhave been released to the contractor for
commer ci al i zati onpur poses under the technol ogy transfer
m ssi on of the DCEhave the applicabl e copyright notice of
17 U.S.C. 401 or 4020n the copyrighted work and al so an
acknow edgnent of theCGovernnment sponsorship and |icense
rights as set forth inAcquisition Letter 91-7, or as set
forth in the "rights intechnical data" clause of the
prinme contract.

(8) Ensure that for each commercial conputer software package
t hecontractor provides the followng to the ESTSC
fordi ssem nation in accordance with the Governnent's
rights inthe software:

(a) An abstract, suitable for publication, describing
t hesof t war e;

(b) The machi ne readabl e source code; and

(c) The object code and at |east the m ni mum supportdocunentation
needed by a technically conpetent user tounderstand and use the
sof t war e.

(9)Ensure that dissemnation of scientific and technical
conputersoftware outside the originating organization, the
Departnment,and its contractors, is through the ESTSC or, when

aut hori zed,the appropriate SIAC, only, unless there are
patent, copyright, pre-approved i nternational or
col | abor ati veexchange agr eenent s, or ot her aut hori zed

excepti ons. Request sfrom out si de the Departnent (other than as noted
above) forDCE-devel oped scientific and technical conputer software
shall be referred to the ESTSC. A contractor organization may
rel ease scientific and techni cal conputer software directly to snall
nunbers of peer groupnmenbers wthin DOE and DOCE contractor
organi zati ons provi dedthat the recipients have been approved by the



originator'ssupervisor and the organization neets the criteria
defined i n10h(10) bel ow.

(10) Ensure that each <contractor establishes a scientific
andt echni cal conputer software managenent function that devel opsand
manages i nternal procedures that result in:

(a) The ESTSC obtaining copies of al | software subject
todi ssem nation as specified in 10h(4) of this O der.

(b)Control of software from a classification, nationalsecurity,
sensitive country, programmatic and softwarecomercialization
perspective as specified in 10h(13) ofthis Order.

(c)Control and approval of software collaborative effortsas
specified in 7a of this Order to ensure thatorgani zational policy
on col |l aboration and/or DOE policyfor software dissem nation are
met . When the softwareis at the stage where non-coll aborators can
use it,further dissemnation shall be as specified in 10h(9) ofthis
O der.

(d) Proper marking of devel oped software as specified inl0Oh(6) of
this Oder. This activity is subject to post audit by the cogni zant
Departnental El enment and/or AD- 21.

(11) Ensure that scientific and technical conputer software with
ageneral utility, subject to wde interest, or which hasinportant
speci alized functions, is clearly identified whensubmtted to the
ESTSC to ensure priority processing of thesoftware.

(12) Ensure that requests for exceptions to requirenents in
t hi sOr der, not based on pat ent, copyri ght, or
contractual provisions, are submtted to AD21 for approva
aftercoordi nati on with cogni zant Headquarters organi zations.

(13) Ensure that nechanisnms are in place for the adequate
trai ni ngof staff nenbers to ensure:

(a)Appropriate review of scientific and technical conputersoftware
or supporting docunentation froma di ssem nati oncontrol standpoint
(see DCE 1430.1B)

(b) Appropriate distribution control instructions areincluded in all
scientific and technical conputersoftware packages provided to the
ESTSC, and

(c)Proprietary and other sensitive information itself isnot
contained in prepared software subm ttal descriptions.

(14) Ensure that all requests for DCE software packages



fromsensitive countries, listed in DCE Oders 1240.2A and
1500. 3,are forwarded to AD 21.No dissemnation wll be made
tosensitive countries without witten DOE approval by |E-12. The
followng informati on shall be transmtted to AD 21:

(a)A brief description of each software programrequested;
(b) Nanme, organi zation, and address of requester;
(c)A copy of the original software request; and

(d)A copy of the abstract of the software package bei ngrequested in
the format described in the guidelines forsubmtting software to
t he ESTSC

i. Procurenment request originators (the individuals responsible
for initiating a requirenent on DOE F 4200. 33, "Procurenent
Request Aut horization") or other individual (s) as designated
by the cognizant heads of Headquarters elenents or field
organi zations shall bring to the attention of the cognizant
contracting officer the following:(1l) each procurenent
requiring the application of this Oder; (2) requirenents for
fl owdown or provisions of this Oder to any subcontract or
sub-award; and (3) identification of the paragraphs of other
portions of this Oder with which the awardee, or, if
different, a sub-awardee, is to conply.

j]. Contracting Oficers, based on advice received from the
procurenment request originator or other designated individual
shall apply applicable provisions of this Oder to awards
falling wwthin its scope. For awards ot her than managenent and
operating contracts, this shall be incorporated or referenced
using explicit language in a contractual publication, usually
bil ateral.

k. Director, Ofice of Informati on Resources Managenent (AD-20),
through the Director, Ofice of Scientific and Technical
| nformation (AD-21), shall

(1) Provi de guidance and direction for the managenent of DOE-funded
scientific and technical conputer software.

(a) Coordi nate the devel opnent of scientific and technical conputer
software policy and participate in the reviewand analysis of
related legislation and issues fordetermining Departnenta
i mplications.

(b)Maintain a system for announcenent and di ssem nation
of DOE-funded scientific and technical conputer software.

(2)Coordinate the approval process for software requests



fronsensitive countries.

(a)Mai ntain a database of software requests received fronsensitive
countries for use in tracking the reviewdrocess, and the resultant
approval / deni al deci si on.

(b) Coordinate with program offices having special know edgeof the
software requested as appropriate. Any conputersoftware prograns
under the cognizance of Naval ReactorsProgram (NE-60, or its
contractors) nust be reviewed andconcurred in by NE-60 prior to
AD- 21 subm ssion tol E-12.

(c)Notify the submtting sites or SIAC of the |E-12approval/deni al
deci sion within 45 days of receipt ofthe request. The ESTSC or the
SIAC w |l provide thesoftware package to the requester or notify
the requesterof the denial.

(3) Devel op and provide guidelines to DOE organi zations
andcontractors responsible for submtting software to the ESTSC

(4) Provide assi st ance to t he cogni zant progranmati c
Secretarial Ofices, in devel opnent, coor di nati on, and
adm ni stration of agreenent s W th ot her countries and

i nt ernati onal organi zations that specifically include the exchange
of scientific and technical conputer software in consultationwth
the Assistant Secretary for International Affairs andEnergy
Energencies (I E-1) and the Departnent of State, asappropriate.

(5) Serve as the central contact on matters relating toinformation
managenent of scientific and technical conputersoftware.

11. ASSI STANCE. Questions pertaining to scientific and technical
conput er sof t war e managenent policy should be directed to the
Ofice ofScientific and Technical Information (AD 21, FTS
626- 1166) .

BY ORDER OF THE SECRETARY OF ENERGY:

JOHN J. NETTLES, JR
Director of Adm nistration andHuman Resource Managenent

Speci al i zed I nformati on Anal ysis Centers (Sl AC)

The Engi neering Physics Information Centers (EPIC) of Gak Ridge
National Laboratory - conputer progranms and data sets pertinent to
radi ation transport and safety. The primary center within EPIC is
t he Radi ation Shielding Information Center (RSIC).



The National Nuclear Data Center (NNDC) of Brookhaven Nationa
Laboratory conputer prograns and data sets pertinent to nuclear
Cross sections.

The Bartlesville Project Ofice (BPO - specialized oil reservoir
engi neering software designed to assist the petroleumindustry in
maxi m zi ng econom ¢ production of the donestic oil resource.



